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• Research Assistant, The Pennsylvania State University

• Embedded systems, cellular security, reverse engineering, and 
fuzzing.

• aranjbar.me
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Cellular Network 101

Smartphone (UE)
Cell tower

(Base station)
Core network Data network

RRC

NAS

SMS/Voice/IP
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Non-Access Spectrum (NAS)

Smartphone (UE) Core network

• NAS is mostly post-authentication

• NAS messages are encrypted and 
integrity protected – undertested

• Still results in issues not requiring 
operator keys to exploit

NAS
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Baseband Overview
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Buffer overflow
https://forums.anandtech.com/threads/samsung-exynos-soc-thread.2620862/

Baseband

• Memory unsafe language
• Lack exploit protection
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Baseband

https://forums.anandtech.com/threads/samsung-exynos-soc-thread.2620862/
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Buffer overflow

• Memory unsafe language
• Lack exploit protection

Baseband Overview
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Baseband exploits in-the-wild
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• 2020: BaseSAFE: Baseband SAnitized Fuzzing through Emulation.

From exploits to frameworks: Baseband research
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• 2020: BaseSAFE: Baseband SAnitized Fuzzing through Emulation.

• 2022: FirmWire: Transparent Dynamic Analysis for Cellular Baseband 
Firmware.
• Supports Samsung Galaxy S7 – S10 (4G only!)

• Requires manual harnessing to overcome complex baseband state.

From exploits to frameworks: Baseband research
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• 2020: BaseSAFE: Baseband SAnitized Fuzzing through Emulation.

• 2022: FirmWire: Transparent Dynamic Analysis for Cellular Baseband 
Firmware.
• Supports Samsung Galaxy S7 – S10 (No 5G smartphone!)

• Requires manual harnessing to overcome complex baseband state.

From exploits to frameworks: Baseband research
Input rejected immediately!
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• The first framework to emulate Samsung’s 5G Shannon Basebands.

• Allows symbolic analysis of basebands using angr.

• Enables automated, state-aware fuzzing of modern 4G and 5G basebands.

Introducing Loris
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Quick Demo



https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing

https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing
https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing
https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing
https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing
https://drive.google.com/file/d/1oGHDfGwSLMAEBtcRmbA9bRzWGDfFbK8j/view?usp=sharing
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How did we get here?
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• Samsung ShannonOS runs over 100 tasks:
• Samsung Galaxy S21 contains 120+ tasks.

• Google Pixel 6 contains 140+ tasks.

• The metadata can be found from function that 
creates ‘mainTask’.

• A global array stores the TaskStructs for all tasks.

In search of 5G NAS task: Task Metadata

0x00: TaskStruct
.....
0x10: Stackbase
.....
0x24: Name Pointer
.....
0x2c: Stacksize
0x30: Main Function
0x34: Pre-main Function
.....
0x140: Subtask
.....

0x240: End of structure
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Memory layout

• Cortex-A lacks an MPU; requires extracting MMU tables for 
memory mappings.

Building an emulator: From Cortex-R to Cortex-A

ldr r0, =page_table_address
mcr p15, 0x0, r0, cr2, cr0, 0x0

Set TTBR0 co-processor register
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Memory layout

• Cortex-A lacks an MPU; requires extracting MMU tables for 
memory mappings.

Building an emulator: From Cortex-R to Cortex-A

r0 = virtual address
r1 = physical address | perm | attr
str r1, [page_table_address, r0, lsr #18]

Upper bits of virtual address 
as offset
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Memory layout

• Cortex-A lacks an MPU; requires extracting MMU tables for 
memory mappings.

Building an emulator: From Cortex-R to Cortex-A

ldr r0, =page_table_address
mcr p15, 0x0, r0, cr2, cr0, 0x0

r0 = virtual address
r1 = physical address | perm | attr
str r1, [page_table_address, r0, lsr #18]

00000000 - 00100000 rwx
40000000 - 58800000 rwx
80000000 - 86000000 rw-
87000000 - 87100000 rw-
87200000 - 87300000 rw-
88100000 - 88200000 rw-
8f000000 - 9f000000 rw-

Boot Stage Translation
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Memory layout

• Cortex-A lacks an MPU; requires extracting MMU tables for 
memory mappings.

Building an emulator: From Cortex-R to Cortex-A

00000000 - 00100000 r-x
40000000 - 40100000 rw-
40100000 – 42b00000 r-x
42b00000 - 49d00000 rw-
49d00000 - 4a700000 r---
4a700000 - 4d800000 rw-
50000000 - 57e00000 rw-
80000000 - 86000000 rw-
87000000 - 87100000 rw-
87200000 - 87300000 rw-
88000000 - 88300000 rw-
8a000000 - 8b000000 rw-
8f000000 - 9f000000 rw-
c0000000 - e0000000 rw-
e0000000 - e8000000 r---
e8000000 - f0000000 rw-

ldr r0, =page_table_address
mcr p15, 0x0, r0, cr2, cr0, 0x0

r0 = virtual address
r1 = physical address | perm | attr
str r1, [page_table_address, r0, lsr #18]
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Timers

• Shannon Timer: Well reverse engineered already
• ShannonEE (G. Hernandez – hardwear.io 22)

• But new devices use 8 timers instead of 6

• And new interrupt handler is required: Cortex-A15MPCore

• Exynos Multi Core timer (MC timer) is utilized for first time.

Building an emulator: From Cortex-R to Cortex-A
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Back at it: The 5G NAS Task



Starting at the main function



• You see these a lot of times:
• It’s easy. They’re function calls at 

some addresses.
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What About This?
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What About This?

this



#BHUSA @BlackHatEvents

What About This?

this->-vtable
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What About This?

this->-vtable[4]
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We Can Improve It:
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And Even Something Better
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Harnessing The NAS task

• Searching for message names revealed some
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Harnessing The NAS task

• Searching for message names revealed some
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Bypassing Security Checks in NAS
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•Most of NAS messages are exchanged after security context establishment.
• So, they’re encrypted and integrity protected.

• Option 1: Handling encryption and integrity during fuzz testing and program 
⟶ hard, not scalable

• Option 2: Leveraging other vulnerabilities: CVE-2023-50804 ⟶ patched

• Option 3: !!FAKE-TESTHARNESS!!

Bypassing Security Checks in NAS
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•Most of NAS messages are exchanged after security context establishment.
• So, they’re encrypted and integrity protected.

• Option 1: Handling encryption and integrity during fuzz testing and program 
⟶ hard, not scalable

• Option 2: Leveraging other vulnerabilities: CVE-2023-50804 ⟶ patched

• Option 3: !!FAKE-TESTHARNESS!!

Bypassing Security Checks in NAS
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How did we really test it?
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Why Is Testing NAS Task Difficult?

Message-processing Loop
Failed Checks

OTA message

Why was the input rejected?
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Why Testing NAS Task is Difficult?

Message-processing Loop
States
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How states were 
handled so far

https://www.blackhat.com/us-24/briefings/schedule/#overcoming-state-finding-baseband-vulnerabilities-by-fuzzing-layer-2-40707
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States in old-G vs 5G
4G States
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States in old-G vs 5G
5G States



#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Message
processing 

Loop

Initialization

State Variables
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MmProc, MmAS is symbolic (can represent any value)

MmProc != 5GMM_PROC_NULL

MmProc != 5GMM_PROC_NULL && MmAS == 5GMM_IN_CONNECT
MmProc == 5GMM_PROC_NULL

Symbolic Execution Preliminaries

msgPtr, msg_type, group, … are all symbolic

MmAS == 5GMM_IN_CONNECT

MmAS != 5GMM_IN_CONNECT
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The State Explosion Problem

• 5 lines of code
• 7 symbolic variables (2 states)
• 4 paths

1
2

4
5

6 7

3
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How about we only analyze state variables?

• How do we identify state variable?
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No

•~100 state variables

•~ 4 hours

•~9k paths

•> 1 TB Memory consumed

Is it enough?



#BHUSA @BlackHatEvents

No

•x state variables

•< 10 minutes

•Xx Paths

•> 1 TB Memory consumed

Is It Enough?
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"Stateful Analysis and Fuzzing of 
Commercial Baseband Firmware" 
(IEEE S&P 2025).

• State variable identification

• Function pointer

• State variable analysis prioritization

• Use identified state variable conditions

• Grammar-aware test generation

• …
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•Gradually increase symbolic variables

•Built upon previous results

•Ensures completed symbolic execution in each iteration

Iterative Symbolic Analysis
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Demonstration of Iterative Symbolic Analysis
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State variables: {MmProc, MmAS}
Symbolic variables: {msgPtr}

Iteration 1
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Symbolic variables: {msgPtr, MmProc}

Iteration 2

State variables: {MmProc, MmAS}
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Symbolic variables: {msgPtr, MmProc}

Iteration 2

State variables: {MmProc, MmAS}
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Symbolic variables: {msgPtr, MmProc}

Iteration 2

Condition: MmProc != 5GMM_PROC_NULLState variables: {MmProc, MmAS}
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Symbolic variables: {msgPtr, MmProc, MmAS}

Iteration 3

Condition: MmProc != 5GMM_PROC_NULLState variables: {MmProc, MmAS}
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Symbolic variables: {msgPtr, MmProc, MmAS}

Iteration 3

Condition: MmProc != 5GMM_PROC_NULLState variables: {MmProc, MmAS}
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Symbolic variables: {msgPtr, MmProc, MmAS}

Iteration 3

State variables: {MmProc, MmAS} Condition: MmProc != 5GMM_PROC_NULL, 
MmAS == 5GMM_IN_CONNECT



#BHUSA @BlackHatEvents

Symbolic variables: {msgPtr, MmProc, MmAS}

Iteration 3

Condition: MmProc != 5GMM_PROC_NULL, 
MmAS == 5GMM_IN_CONNECT

State variables: {MmProc, MmAS}
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Let’s wrap it up!
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Loris Architecture
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Loris Architecture

Emulator
• Based on FirmWire

(NDSS’22)
• Added support for 

new 5G Exynos
baseband.
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Loris Architecture

Emulator
• Based on FirmWire
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• Added support for 

new 5G Exynos
baseband.

Iterative symbolic analysis
• Sate variables detection
• State variable analysis
• Checkpoint-based path pruning
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Loris Architecture

Iterative symbolic analysis
• Sate variables detection
• State variable analysis
• Checkpoint-based path pruning

Grammar-aware fuzzing
• No seeds are required
• Grammar-aware mutations
• Target task state initialization

Emulator
• Based on FirmWire

(NDSS’22)
• Added support for 

new 5G Exynos
baseband.
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• Developed a unified harness that accepts any message type with target state 
from our LibAFL-based fuzzer.

• The harness automatically initializes the target task and delivers the message 
via baseband APIs.

•We fuzzed 4G NAS (SAEL3) and 5G NAS (NASOT)

• Samsung Galaxy S21, S20, S10, A41

• Google Pixel 6

Vulnerability Discovery
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•We fuzzed 4G NAS (SAEL3) and 5G NAS (NASOT)

• Samsung Galaxy S21, S20, S10, A41

• Google Pixel 6

• Discovered 7 crashes, all of which were previously unknown!
• 5G NAS: 1 critical, 2 high, 3 moderate, 1 low

• 4G NAS: 1 additional heap overflow but unexploitable!

• 5 CVEs: CVE-2024-52923, CVE-2024-52924, CVE-2025-26784, CVE-2025-26785, and CVE-2025-27891.

Discovered Seven 0-Days
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• Used a USRP B210 with OpenAirInterface.

•Modified Open5GS as the malicious core network.

• The basebands crashed with each message.

OTA Crash Reproduction
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https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing

https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing
https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing
https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing
https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing
https://drive.google.com/file/d/1LE6pjaaBDgyBLanu6buU56EDTLclpPka/view?usp=sharing
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• Discovered 0-days: stack overflow and heap overflow.

• Requirements of turning stack overflow to RCE vector:

1. RWX stack – eXecute Never bit must be 0

2. No stack protection – sleepy canaries

• Heap overflow can still lead to RCE; might be limited to small payloads.
• A better gain: write-what-where primitive

Real World Impact
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Stack Canaries
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• Hexspeak for “Die for Code”
• Changed to a random integer during boot!
• Lives in a memory page with write access!!

42b6ba88    D1E4C0DE

Stack Canaries

42b00000 - 49d00000 rw-
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From buffer overflow to RCE

• Heap overflow can yield a clean write-what-where primitive.

• Black Hat USA ’23

• But requires an RWX to obtain RCE.

• Return Oriented Programming (ROP) is the solution!

• Example exploit can set the NRMM.FAKE_TEST_ENABLE flag in the NV RAM.
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Loris Covers ~200% Code
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Parting Thoughts
• The complexity of baseband are increasing due to generation shifts, added 

functionalities, and new peripherals. 

• However, automated systematic analysis using insights gained from 
understanding these firmware leads to efficient analysis and better results.

• Complexity ≠ Better Security

• More research is needed for baseband security (i.e., more protocols).
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• Kai Tu,  Saaman Khalilollahi,  
Kanika Gupta,  Syed Rafiul Hussain

• Samsung Mobile Security

• Google Android Security

Thank You & Questions
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