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Let's go on a journey into the world of
malicious adtech...
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What do those images have in common?
We'll get there.

But first, a bit of background.
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Advertising Platforms

...are everywhere.
...are the financial backbone of the internet.
...are a great way for criminals to make a truckload of money.

...enable threat actors to distribute malware easily.
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Affiliate Marketing

AFFILIATE GETS
A COMMISSION,
MERCHANT
GETS A SALE

?.

MERCHANT HAS
A PRODUCT OR
SERVICE TO SELL

HOW AFFILIATE P- AFFILIATE PUTS
MARKETING WORKS -j LINK OR AD ON
THEIR WEBSITE

CUSTOMER CLICKS ON LINK
OR AD AND TRANSACTION
ARE TRACKED

© 2025 Backlinko
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Simplified Legitimate Adtech Simplified Malicious Adtech
(e.g., Google AdSense) (e.g., VexTrio Viper)

AR AR
I

) ) In malicious adtech, publishers . )
Publishers can be network affiliates or Publishers

Leg i t i m ate JJ affiliate network operators. )J
e J A\ J
VS.

Traffic Distribution Systems

| |
M a I I c I o u s (TDSs) are at the core of both Cloaked (
legitimate and malicious ad |
A d T h A/ networks. The TDSs cloak the A 4 J
ecC Ad Network networks infrastructure Affiliate Network
Operator ' Operators (TDS)
In malicious adtech, affiliates | | |
often use multiple affiliate —] 1

networks and redirect between 1 f )
them.

that target specific victim Mal'C',ous

profiles. The landing pages are Advertisers

frequently cloaked to hinder " )
investigations.

In malicious adtech, advertisers
are usually individual affiliates

Legitimate
Advertisers

))

\\
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Enter VexTrio

Single largest TDS that is
connected to compromised
website redirections

Top 10k Popular Domains!

Nearly 40% of all compromised
sites in 2014 redirected to VexTrio

We have observed in >50% of
customer networks

Malicious

Affiliate Network Operator Advertisers

E.g. VexTrio Viper

Sweepstakes
Gift Card Fraud - Fake Survey

. Affiliates Traffic Distribution
System
Victim Y Adult Dating

VexTrio Malicious Apps

Compromised site Crypto Scams

with bt
Tec niques Antivirus Fraud, Malware
» Profiling of victim’s browser
* Redirection using DNS
* Browser notifications

Like regular adtech, malicious traffic distribution systems delivers the
right content to the right victim at the right moment

infoblox
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VexTrio Affiliates with Bad Guys

VexTrio has a strong financial relationship with website hackers
* Transient relationships: SocGholish, ClearFake

« Long-time relationships: Balada Injector, DollyWay / Master134, Sign1, DNS TXT C2,
Github SEO poisoner... more....

VexTrio TDS is intertwined with other notorious TDS: we suspect same actors
« Since at least 2017

 Help TDS, Disposable TDS, ROI777

New research released June 13, 2025 on these relationships
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Have you or your loved ones been
affected by one of these scams?

It was VexTrio.
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Q) show notifications

Allow  Block (& Chrome - online-financialassistance.com * now v
—

Card payment failed

Please update your details

4596 ladies found
START SOMETHING REAL

% s O @ Chrome - online-financialassistance.com * now

K==y

Amazon: Order #52517977222
Your order was placed successfully! 4/ Track you..

Q

B e Dt Site! & Chrome - online-financialassistance.com * now \'4
Isls a bating JSite:

rewards-locker%40grad.org (1) New * (Biden ..
Reward Your Check Status: up to $1,250 §

)

& Chrome - online-financialassistance.com * now v
Welcome back, user-id81214293!
It's been 364 days since you registered on our platform for automatic . . . ;
:l::::si.tcoin mining. Your devices were linked to our platform by IP (3) New Stlmulus Rel |ef Opportur“t ies < @
e . WARNING! You will see explicit photos. Please be @
e e discrest. Reward Your Check Status: up to $1,250

During your absence, you made 1.3426 BTC ($47302.48) USD through
cloud mining.

Ok!

Your balance:

B 1.3426 BTC ($47302.48)

+ &9 6
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' Google Play

Q

Your results indicate your phone may have
adware installed, or be victim of spam-
sending websites.

Proceed to clean and secure your phone with
Spam Lock, on a 100% free 7 day trial — internet-
only offer.

MR B;Asr@

Saturday

Google Securit:
‘ £ 4 9 November 2024

e 26.7408TC
CHALLENGE ’
FROM MR. BEAST = %

GET FROM 0.001TO » y

1 BITCOIN FROM THE R~ (
POPULAR YOUTUBE J

BLOGGER MR. BEAST &

Hi guys! |, Mr. Beast, am starting another challenge today.
Today | will give away 30 Bitcoin to of my subscribers.
Anyone can take part.

How to take part in the challenge from Mr. Beast?

YOUR DEVICE HAS BEEN
COMPROMISED!
Immediate Action is Required!

« Submit an application to participate in the challenge.
« Subscribe to my YouTube channel.

» Subscribe to my Instagram.

» Subscribe to my Tik Tok.

* Participants and a prize amount will be randomly selected.
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Congratulations!

You won: 150% to your
first deposit

GET MY RRIZES

' Google Play Q  mistplay games and win reward
Apps & games ¥ Device ¥

MISTPLAY: Play to Earn Money

MISTPLAY

Contains ads

Fetch gift cards with rewarded game play. Just cash out units for money rewards.

4.5% 10M+ ha §

686K reviews Downloads Teen ©

i M
Install on more devices

‘s MISTPLAY®

Play games

2

I GameStop = p—
PORDASH [ -

er

GIFT
CARDS |

Uber
:

EARN \

‘s MISTPLAY

PLAYTO

EARN MONEY

-

' Google Play

Why do you want spam
protection?

| want less interruptions

| want to avoid scams

| want to improve battery life

| want more peace in my day

| want to feel secure on my phone

| am afraid of online fraud

Next
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Our big break!

Years of frustration cured by a single frame of a YouTube video.



blgt’:khat“’
BRIEFINGS

All about
CPA

marketing -

iIn Russian
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Bazinga - the VexTrio URL format

Dating

Onucanmue:
MoHeTusayus Adult Dating Tpadmka co Bcex CTpaH U yCTPOMUCTB. ABTOMaTuyeckuim noadop n ontumusauus odpdepos obecneuu

MaKCUManbHblin goxoa. Beinnatel 3aBUCAT OT opdepa u cTpaHbl. [pocTo NbéTe MUKC TpaduK U Halla cucTeMa cama fenaer BCe
Bac.

Different tabs are used for the primary smartlink and the
popunders (second tab). The url is constructed from

* He npuHMmMaem MOTUBMPOBaHHbI TpapuK affiliate id and optional tracker inforamation.

* He npUHUMaeEM an'Tpa(bMK
« He NPUHUMaEMm 60T-Tpad)V|K the Signature parameters u, o

[omeH: simpledatings.life A \ Tpekep: © Click ID: ©

Monanpep

(£ https:/simpledatings.life/?u=1ntp60p&o=0w2ku06



blgc’:khaf
BRIEFINGS

a4~ & Baw menepxep: Julia ~ & Mpueer, dzmitryleto ~

@ InasHas YBenomneHus
aBHan
E: Hosoctn © Domain Change
Hi, your domain reluxkca to the Dating smartlink has MocnepHue 7 aHen v

il Cratuctuka : z
; } been replaced with a new one: bestladieshere.
Life has been changed tq simpledatings.life )

* To TpaH —— == )
: 0 0 e $0.00
& CMmapTivH
£+ Hacrpoitku 3 These are VexTrio validated domains. Try monetization with TacoLoco! $3
(M) Boinnart 3
: This screenshow shows how your , -
. Opemete ; tlinks will be automatically updated e 5
= Smartlinks wi e a_u oma_lca y up Hi, your domain related to the Dating smartlink has <)
% Moy = as they update their TDS infrastructure. been replaced with a new one: super-ladies-no S
1 w. life has been changed to bestladieshere.l $1
ife
0 S0
2023-01-14 2023-01-15 2023-01-16 Bce ysepoMmnenun 2023-01-19 2023-01-20
YHUKH Doxopn
[oxoa no BepTUkanam [oxopa no ctpaHam

HeT AaHHbIX ANs oTO6paXkeHus]
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Breaking Bad. Fitting for VexTrio.

] 2 web.archive.org/web/20181125102419/https://lospollos.com/ Looking for quality traffic? Try § TacolLoco today!

@ los potlos How It Works ~ Publishers ~ Advertisers ~ Contact Us ‘ LogIn ‘ Sign Up Q lOS pO“.OS Superlab  Smartlink  CPA Marketplace  Solutions v  Verticals v Blog @EN v Login

Conversion
Chemistry

° Our solutions help you boost conversions and
0 l. CO"VGTSlOﬂ profits while taking care of all the hard work. Join

I : over 200,000 partners and media buyers today!

Chemistry

\=/ Dating, Mainstream, Casino and Binary (7 Getstarted

. % o smartlinks boost conversion rates and profits Already have an account? Sign in.
while doing all the hard work for you.
'_ Why delay? Monetize traffic the smart way!

> Get Started

s °0
CEE e @ Join the Superlab Challenge & win epic prizes! ¢} Don't miss out

S

e

: e M - NBAL OATING SMARTLINK.
lOSpOuOS (b g .)17 ONE TEST., AND YOU'LL KNOLL.
) ' .
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(o] 22 web.archive.org/web/20240511103008/https://www.lospollos.com/
Reload this page

@ los pollos Smartlink  Solutions v Verticals v Blog @ English v Login

200 000+ 1 000+ 2B+ 3M+

Affiliates Advertisers Unique users monthly Conversions monthly

| o
companies are Trusted by leading brands
|
n I n h “ Lospollos is simply great when it comes to get some serious ROI from your advertising budget. As an advertiser | can say LP provides
clean and profitable traffic and getting campaigns up and running is a matter of no more than few minutes. Well done guys!
— Sergio Napolitano, Chief Operating Officer at Teknology
Same...

f TEKNOLOGY Gofzha T tacolo.co TRA FIC adtraf:co

PARTNER

P SHLEY
3. Propeller € oClick /NADVIDI AMADISQN

CRAK
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Yup, these guys.

Select Mainstream Landings

)-—A—LA—]_‘_..._.._)
Chck Allow if )
If you 18+ click . -
Please tap the Alow Dutton 10 contnue robot

Space Robot Allow Button Blue Robot Are you 18 Eyes Robot
@ Selected @ @ Selected @ @ Selected @ @ Selected @ @ Selected @

File Download

( Selected @

@ Selectal
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A little white hat, a little black hat CPA

LosPollos - Global Smart Link Affiliate Program | Weekly Payments | 24/7 Support

& LosPollos - ® Aug 8,2017 - | adult|| binary || bizopp || cpa network || cpa offers | | dating | | global | | smartlink | | smartlinks

<« Prev 1|...|25|26 27 28|29|...|67 Next »

’ Jun 25, 2019 Thread Starter

?‘é JamieJayden said: ®
\ N8

hi, this platform is white hat or black hat cpa? @

\

LosPollos

Senior Member
Jr. VIP A little bit of column A, a little bit of column B.

May 30, 2016
920
396
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I ass Ive www.lospollos.com 46.21.30.0/24 www.teknology.ch

All on one /24:
- Los Pollos
- Taco Loco

- AdTrafico = = o = =
_ AdsPro Group /AdSPro mx.adtrafico.com mx.ads promediafru mx.losgpllos.co ai o.eu ail.tacolo.co

: Leknology 2 = = = 2

- Holacode RO R R s e S SIS e s
- Alphascale

- PaySalsa =// =/ =2 =2 \=2

- Fidelity Mail

- Cantilever Digital = = = = =

- Klover Group

- Total Cleaner App = =

L]
oy
L]

46.21.30.248 46.21.30.66 46.21.30.57
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AI I R d L d t Ad P 25 web.archive.org/web/20241120050039/https://www.adspro.eu/

& C M 25 web.archive.org/web/20241120050039/https://www.adspro.eu/

interner arcwive  |https://www.adspro.eu/

- |[Go] ser PR
WAUBACKMALHNG 11 caprures 5

16 Dec 2014 - 28 Nov 2024 1. L. Y ..|L.L.j.|ul- ;.!.I.Jl 2023

We are Adspro
Group

We transform ideas into competitive
startup ecosystems and create innovative
solutions for AdTech products.

C View careers |

We create Internet services

Adspro develops unique services and complex solutions for
AdTech and MarTech projects. We create own proprietary SaaS
platform and unique services for international audience.

< Read more about us )

We take on the most

Our team consists of creative experts with a thirst for discovery.
We believe that for talented and progressive people there are
no limits and boundaries.

( Look at our global offices )

Solutions and partners we rely on

We trust in a carefully selected range of innovative solutions and reliable partners to deliver

exceptional results

> tacolo.co @ los pollos

TacoLoco, the innovative ad network, Marketing platform delivers over 3
efficiently processes over 1 million million conversions per month.
requests per second, delivering Advanced data analysis algorithms
revolutionary performance for select the best CPA offers integrated
advertisers. into smartlink.

tacolo.co lospollos.com

adtraf:co

Adtrafico, a highly reputable leading
performance marketing network,
offers a vast selection of high-
converting offers from hundreds of
global advertisers.

adtrafico.com
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?

Google Maps

Thank You, Internet.

urlsc,an.io

(&0 BLACKHATWORLD

INTERNET MARKETING

ARCHIVE

I)

INTERNET
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TEKKA Harmaly Bosnia and ©Eeorpan’ % o
@ S\
O | oGenoa REcledna Herzegovina \ verailon SBucharest
5 : OZadar \ Serbia » :
Jnon s San Marino SRR Rﬁ
Monaco Florenceo J Pyce
*e_,,fﬁ‘, oSplit Ni
Marseille Makarskao OMostar A O _ Varna
N BapHa
Italy 4% )l‘ ‘\ N Q\ f- p
W =, wbo 1a
OPescara e Podaorica~ Kosovo o Cogus Bulgaria g;,’{,?gi
&9
. . . 99 HOILACODE=
VexTrio Origins dhors o
NOﬂh_ Edirne
- < .-Macedonia
@Tirané

Ohrid
Oxpua

©OBariz o Albania

Two major groups:

Italian (Turin)

Russian speakers

Origin story back
to ~2004

Merger ~2020 in
Lugano
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Kroum Vassilev

Advage
Teknology SA @
. Redacted4
Tekka Date
Dzmitry Laptsevich
ApexView GmbH fdtialiar
P Kaya Brands
@
Tekka SHl Adtrafico Marco Rufa &
SN Tekkanext
Giulio Lingua

Andrew Kunitsa

Nascor LTD AdsPro Group Klover group
Hey Kraken
GL Holding SA
Taco Loco Jumpgram SA
Bidok Apperito Fidelity Mail
AdsPro Development'sro - @
Matteo Costa Cyberika Group
YotaByte Media
AdsPro Limited @ One Date
® Krediamo Group Redacted1
Unknown Individuals ApexLimit sro Los Pollos
Iridio SA
SkyForge SA
Pikemob Sagl .
Intellilgent Supply sro ByteCore AG
Falkenzer SX' 3 RRYy I Vi X AdsPro vt
gor-voronin Tekka Limited UK
Giulio Cerutti
Holacode DOO Siondev AG
Torcale Investments Limited Mobappa SAGL 2 B ’
Communication Intelligence sro
@ Malthael GmbH
Advxnext Redacted2
@
@ Katerina Torpova

Redacted3

Nascor sro BlueQuant SA

Pulling Thread

Dozens of micro-companies
across a dozen countries

8-10 key figures

Hard find the boundary
between companies and
partners
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I h e I ta I i a n s e HEaRE $Toma'a WhatsApp 10:00 1 % 100% =
& Giulio Lingua Q ad.vfnetwork.it ¢
‘ 4 Giulio Lingua shared a memory.
Oct 11,2020 - Q

é Giulio Lingua
. 8 Oct 11,2015 - Q@ IL DESIGN CORRE SU WEB

uu."“"““..n‘. : . = Motogp

-

Levoluzione delle-commerce e del marketing online

secondo Matteo Costa e Giulio Lingua, fondatori di Tekka
Digital.

di Franca Rottola

3 -3 MATTEO COSTA E GIULIO LINGUA FONDATORI DI TEKKA DIGITAL

| mondo del web. con la sua

dimensione planetaria. offre

maoltissime nossihbilith anche al

O Mm@
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More Italians - business guys

businessm@mnitor

[ Prospect Lists ] [Company Search ]

Marco Rufa @

<

Involvement

VICE-PRESIDENT

Fiduciaria Ferrecchi SA

MEMBER OF THE BOARD OF DIRECTORS

Marlu SA
Alumetal International SA
ETC Exclusive Travel Consulting SA

Intermetall Produkte AG
Apexview GmbH

Centro Tosaerba e Giardinaggio SA

GL HOLDING SA

iulio V. L. Cerutti

HPL INVEST SA .
Malthael GmbH,
*
HFV Europe SA ‘o,
SYNTEG SA
A n Falkenzer GmbH
mgest Dzmitry Laptsevich
g zmitry Laptsevi Teknology SA

SIGIT PROMOTERS SA
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The Eastern Europeans

some are good at hiding...
others not so much...
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® @

© & 6 @ 0

kroum - Follow
Switzerland

kroum Switzerland with good friends, always a winning
combination. .. @&

248w

brendan_v_m Beautiful
248w 1like Reply

chalashkanova w
248w 1like Reply

lambojoe77 Breathtaking . Living your best lyfe =

248w 1like Reply

ronirev Absolutely gorgeous there!
248w 1like Reply

wilbursmithhh Sorry that | miss our dates last time Mr.
lederhosen

248w 1like Reply

anniecanale HH &
248w 1like Reply

Qv

199 likes
October 10, 2020

Igor Itpark is % feeling grateful with Mari Li and Olga Kunitsa at Klausenpass.
September 27, 2020 - Unterschachen, Switzerland - Q

Atlantic road trip we
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New Friends!

Kevin Mccalister University of Oxford

CrtyneHT(ka) B yuy. 3aBegeHun University of Oxford

Rome, Latium, Italy - Contact info

( View in Recruiter> CMore)

Activity

0 followers

Kevin hasn't posted yet
Recent posts Kevin shares will be displayed here.

Show all activity =

Education

University of Oxford
2020 - 2030
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The Disappearing Internet Archive

vévAdspro HOME ABOUT OUR TEAM CONTACT TRAFFIC PACKAGES LOGIN
4+ Follow

. Apperito.com

1,368 followers

3w-®

Halloween Celebration ©:=

Take a look at some of our team celebrating Halloween together. & & From
creative costumes to festive decorations, we love bringing holiday spirit into the
workplace. These celebrations help us bond as a team and create a lively, inclusive
atmosphere. It's a fantastic way to show our creativity and enjoy some laughs
together. Wishing everyone a spooktacular Halloween from all of us.
#HalloweenAtWork #TeamCelebration #O0fficeFun #Apperito

Earn Profits on buying Ads while we do the work for you

Leading Digital Ads
Network| Platform

> Get Started

oops... VexTrio, you forgot a few.....
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Blank Credlt Card Submit “offers”

25 adtrafico.com/blog/

New Tier 2&3 Blank Page Offers

Paiement sécurisé &

(2325 avis) s o
. Résumeé de la commande
1. Information

Continuer

2. Paiement

We've got some exciting news from Adtrafico. This week we've rolled out new Blank Pages
specifically designed for Tier 2 and 3 countries. These offers are super customizable, with
modifiable landing pages, pre-filled forms, and a Facebook pixel support via URL. Check out
our latest Sweepstakes offer Dynamic Blank Express, available for a ton of GEOs.

Now Offers € 2024-10-25
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Fake Apps

' Google Play Games Apps Movies & TV Books Kids

C m 25 play.google.com/store/apps/developer?id=CoreFlowz

CoreFlowz

y Spam Guard
25 apps.apple.com/us/app/fast-vpn-with-ad-blocker/id1522664842

‘ Store Mac iPad iPhone Watch
~ Spam Guard - Spam Blocker ’ MGuard - Spam Protection
App Store Preview v CoreFlowz r 4 CoreFlowz
4.2 % 4.3 %
This app i

Fast VPN with ad blocker

Internet booster ad blocker
ALPHASCALE MEDIA GMBH

3 « 162 Ratings

Free - Offers In-App Purchases
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Three Things
1. Malicious Adtech is a thing -
we should all pay more attention!

2. The internet is an amazing place —
make a backup!

3. Scamming is big business —
private jets to Coldplay concerts!

Bonus: If you have a globally unique name,
change it before you go into crime.
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7B9605SE6-87A9-4F28-A134-
C2F1A15C1FDD

VexTrio
Fake
Captcha

) V! ‘!‘V”

Wm mvmwmmum e

| W

<Igor Andrew

Kroum Vassilev's Supersonic Flight to the Edge of Space

) Kroum i
4 2> Sh: L Download ¢ cli S
g 21 subscribers @ L& o are & LB & ciip [ save
210 views Apr 6,2017
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References

* Research released June 13, 2025 that reveals how VexTrio and several other TDS
systems are related to each, driving large volumes of traffic from compromised websites
for years. Deep dive into DNS TXT C2 and other adtech groups.

« Research released January 2024 as an original expose of VexTrio’s affiliate program
and relationship with SocGholish, as well as other actors like ClearFake

VexTrio’s Origin Story: From Spam to Scam to Adtech — release Aug 6%
VexTrio Unmasked: A Legacy of Spam and Home-Grown Scams — release ~Aug 12
Inside the Robot: Deconstructing VexTrio's Affiliate Advertising Network — release ~Aug 14


https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-criminal-affiliate-program/
https://www.infoblox.com/threat-intel/

