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Who are we?

Renée Burton
VP of Infoblox Threat Intel

Dave Mitchell
Sr Director, Infoblox Threat Intel

Chris Kim
Sr Staff Threat Researcher
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Let's go on a journey into the world of 
malicious adtech...
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What do those images have in common? 

We'll get there.

But first, a bit of background.
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Advertising Platforms

...are everywhere.

...are the financial backbone of the internet.

...are a great way for criminals to make a truckload of money. 

...enable threat actors to distribute malware easily.
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Mobile 
Ecosystem
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Affiliate Marketing 

© 2025 Backlinko
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Legitimate 
vs. 
Malicious 
AdTech
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Enter VexTrio
Single largest TDS that is 
connected to compromised 
website redirections 

Top 10k Popular Domains! 

Nearly 40% of all compromised 
sites in 2014 redirected to VexTrio

We have observed in >50% of 
customer networks 

VexTrio
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VexTrio Affiliates with Bad Guys
VexTrio has a strong financial relationship with website hackers

• Transient relationships: SocGholish, ClearFake

• Long-time relationships: Balada Injector, DollyWay / Master134, Sign1, DNS TXT C2, 
Github SEO poisoner… more…. 

VexTrio TDS is intertwined with other notorious TDS: we suspect same actors 

• Since at least 2017

• Help TDS, Disposable TDS, ROI777  

New research released June 13, 2025 on these relationships 



#BHUSA @BlackHatEvents

Have you or your loved ones been 
affected by one of these scams?

It was VexTrio.
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Our big break!
Years of frustration cured by a single frame of a YouTube video.
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All about 
CPA 
marketing –
in Russian
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Bazinga – the VexTrio URL format
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Los Pollos! 
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Breaking Bad. Fitting for VexTrio.
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Turns out some 
of these 
companies are 
one in the 
same...



#BHUSA @BlackHatEvents

Yup, these guys.
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A little white hat, a little black hat CPA
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Passive 
DNS Ties

All on one /24:
- Los Pollos
- Taco Loco
- AdTrafico
- AdsPro Group / AdsPro
- Teknology
- Holacode
- Alphascale
- PaySalsa
- Fidelity Mail
- Cantilever Digital
- Klover Group
- Total Cleaner App
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All Roads Lead to AdsPro

<screenshots>
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Everyone Loves a Good Origin Story
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Thank You, Internet. 
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Two major groups: 

• Italian (Turin) 
• Russian speakers

• Origin story back 
to ~2004

• Merger ~2020 in 
Lugano 
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Dozens of micro-companies 
across a dozen countries

8-10 key figures

Hard find the boundary 
between companies and 
partners 

Pulling Thread
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The Italians
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More Italians – business guys
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The Eastern Europeans
some are good at hiding…

others not so much…
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New Friends!
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The Disappearing Internet Archive

oops… VexTrio, you forgot a few….. 
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Blank Credit Card Submit “offers” 
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Fake Apps
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Scammers Take Vacations
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Three Things
1. Malicious Adtech is a thing  -

we should all pay more attention!
2. The internet is an amazing place –

make a backup! 
3. Scamming is big business –

private jets to Coldplay concerts! 
….
Bonus: If you have a globally unique name, 
change it before you go into crime.
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Dd Guilio Ski Frais!

Kroum

VexTrio
Fake 
Captcha

Igor, Andrew, 
Kroum
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References

VexTrio’s Relationship with Website Malware Actors

• Research released June 13, 2025 that reveals how VexTrio and several other TDS 
systems are related to each, driving large volumes of traffic from compromised websites 
for years. Deep dive into DNS TXT C2 and other adtech groups. 

VexTrio at the Center of CyberCrime
• Research released January 2024 as an original expose of VexTrio’s affiliate program 

and relationship with SocGholish, as well as other actors like ClearFake

VexTrio’s Origin Story: From Spam to Scam to Adtech – release Aug 6th here. 

VexTrio Unmasked: A Legacy of Spam and Home-Grown Scams – release ~Aug 12
Inside the Robot: Deconstructing VexTrio's Affiliate Advertising Network – release ~Aug 14
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