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How API Connections Spill Secrets
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Vulnerability Discovery

Azure Logic Apps
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Logic App Designer
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Logic App Designer



#BHUSA   @BlackHatEvents

What do they mean?
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Azure Resource 
Management
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Subscription
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Resource Group
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API Type
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Resource
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Action/Endpoint
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ANY GET Request action on an API Connection 
can be called by Readers
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API Connection Architecture

https://learn.microsoft.com/en-us/connectors/connector-architecture
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Action Definitions
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Action Definitions
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Global APIM Host
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Connector Type



#BHUSA   @BlackHatEvents

Connection ID
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Action endpoint
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But they were, all of them, deceived, for another 
Connection ACL was made.
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API Connection Architecture

https://learn.microsoft.com/en-us/connectors/connector-architecture
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Specifically Azure Resource Management

Things that are not facts 
about Azure
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Well, simple-ish
Simple Security Model
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Readers GET
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Readers GET
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Not anything else
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Not anything else
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Empty POST Request

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/list-host-keys?view=rest-appservice-2024-11-01
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Empty POST Request

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/list-metadata?view=rest-appservice-2024-11-01
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and then uses its own token

ARM does all the 
authentication
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Role Check
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Role Check: 👌
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Role Check: 👌Full Control
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OOPS

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/get-functions-admin-token?view=rest-appservice-2024-11-01
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OOPS

https://binarysecurity.no/posts/2023/06/function-apps-rce
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OOPS

https://binarysecurity.no/posts/2023/06/function-apps-rce
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OOPS (2)

https://www.token.security/blog/azures-role-roulette-how-over-privileged-roles-and-api-vulnerabilities-expose-enterprise-networks
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What this means for API Connections
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Azure SQL Database
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Jira
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Jira
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Jira
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Keyvaults
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Keyvaults
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“Azure Key Vault safeguards encryption 
keys and secrets like certificates, 
connection strings, and passwords.”

https://learn.microsoft.com/en-us/azure/key-vault/general/best-practices
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Microsoft Response
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What did they fix?
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Lots of others

Ref: https://learn.microsoft.com/en-us/connectors/connector-reference/
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Sensitive Testconnections (?)

https://www.pagerduty.com

https://pagerduty.com
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Sensitive Testconnections (?)

https://mail.google.com
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Sensitive Testconnections (?)

https://calendar.google.com
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All connections are hosted in the same place

Could we do more?
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Do you remember Slide 9?
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Do you remember Slide 9?
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Dynamic Invoke
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Dynamic Invoke
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Path Parameters!
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😊
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😊

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 
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😊

Role Check: 👌

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 
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😊

Path and 
method 
valid?

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 
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😊

Path and 
method 
valid?

Validated: 👌

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 
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😊

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 

Path and 
method 
valid?



#BHUSA   @BlackHatEvents

😊

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 
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😊

Call endpoint “/path”, Method: 
“POST”, Body: “<Data>” 

Path and 
method 
valid?

Uh oh!
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Path Traversal
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New Path
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Runtime URL
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Traversal
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Victim’s API Connection
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Victim’s secret
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Demo
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https://docs.google.com/file/d/1rI7gub2yADBwfcT9w-S71G4aDhBqaBxI/preview
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Microsoft Response
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What did they fix?

https://learn.microsoft.com/en-us/co
nnectors/connector-architecture
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What did they fix?

https://learn.microsoft.com/en-us/co
nnectors/connector-architecture
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Takeaways
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Hacking Azure is not black magic
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The Fix is Silent
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Any Questions?


