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Introduction to PyTorch
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What Is PyTorch?
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PyTorch Key Use Cases
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ML Frameworks
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Market Share

https://paperswithcode.com/trends
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Where It All Began
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Initially, Use Pickle to Save Model
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Pickle Is Not Safe

https://docs.python.org/3/library/pickle.htmlhttps://docs.python.org/3/library/pickle.html
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Community Discussion

https://github.com/pytorch/pytorch/issues/52596
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Introducing weights_only Parameter

https://github.com/pytorch/pytorch/pull/86812
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Implementation
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Try It Out: weights_only=False
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Try It Out: weights_only=True
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Official Security Statement
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Community Trust in weights_only: A Case Study

https://github.com/vllm-project/vllm/security/advisories/GHSA-rh4j-5rhw-hr54
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Patch
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Follow the Crowd?
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How weights_only Works

21



#BHUSA @BlackHatEvents

🤠 Before we analyze how weights_only is implemented, 
we need to understand how pickle works.
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load_global
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load_unicode & load_tuple1
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load_reduce
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🧐 How does weights_only address this issue?
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Restricted load_global
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Restricted load_reduce
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😕 How to Bypass?
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😭 No Useful Results from Whitelist Analysis

30



#BHUSA @BlackHatEvents

I was ready to call it quits 
— until I thought, 

"Why not try something different?"
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Full Analysis

32



#BHUSA @BlackHatEvents

What Is torch.jit.load?
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TorchScript 101
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• Convert PyTorch code into a portable 
format for efficient execution in 
environments without Python 
interpreter, such as C++ and mobile

Overview

An intermediate representation (IR) of 
PyTorch

Goal

Python TorchScript
Code

Serialized 
Model

(model.pt)

Execution 
envirment

(c++\Mobile)

What is TorchScript?
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Python Code

(def
(ident model)
(decl
(list
(param
(ident x)
(option
(variable (ident Tensor)))

(option)
(False)))

(option))
...

(return (variable (ident y)))))

Python AST JIT AST
Module(
body=[
FunctionDef(
name='model',
args=arguments(
posonlyargs=[],
args=[
arg(
arg='x',
annotation=Name(

id='Tensor', ctx=Load()))],
kwonlyargs=[],
kw_defaults=[],
defaults=[]),

body=[
If(...),
Return(
value=Name(id='y', ctx=Load()))],

decorator_list=[])],
type_ignores=[])

@torch.jit.script
def model(x: torch.Tensor):

if x.sum() > 0:
y = x * 2

else:
y = x + 2

return y

Python to TorchScript -- Overview
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original IR graph

graph(%x.1 : Tensor):
%12 : int = prim::Constant[value=1]()
%2 : NoneType = prim::Constant()
%4 : int = prim::Constant[value=0]() 

#  poc.py:5:14
%9 : int = prim::Constant[value=2]() 

#  poc.py:6:10
%3 : Tensor = aten::sum(%x.1, %2) #  

poc.py:5:4
%5 : Tensor = aten::gt(%3, %4) #  

poc.py:5:4
%7 : bool = aten::Bool(%5) #  

poc.py:5:4
%y : Tensor = prim::If(%7) #  

poc.py:5:1
block0():
%y.1 : Tensor = aten::mul(%x.1, 

%9) #  poc.py:6:6
-> (%y.1)

block1():
%y.3 : Tensor = aten::add(%x.1, 

%9, %12) #  poc.py:8:6
-> (%y.3)

return (%y)

optimized IR graph
graph(%x.1 : Tensor):
%9 : int = prim::Constant[value=2]() #  

poc.py:6:10
%4 : int = prim::Constant[value=0]() #  

poc.py:5:14
= prim::Store[name="x"](%x.1) #  

poc.py:4:10
%x.3 : Tensor = prim::Load[name="x"]()
%2 : NoneType = prim::Constant()
%3 : Tensor = aten::sum(%x.3, %2) #  

poc.py:5:4
%5 : Tensor = aten::gt(%3, %4) #  poc.py:5:4
%6 : int = prim::Constant[value=0]()
%7 : bool = aten::Bool(%5) #  poc.py:5:4
= prim::If(%7) #  poc.py:5:1
block0():
%x.5 : Tensor = prim::Load[name="x"]()
%y.1 : Tensor = aten::mul(%x.5, %9) #  

poc.py:6:6
= prim::Store[name="y"](%y.1) #  

poc.py:6:2
%y.7 : Tensor = prim::Load[name="y"]()
%y.9 : Tensor = prim::Load[name="y"]()
-> ()

block1():
%x : Tensor = prim::Load[name="x"]()
%12 : int = prim::Constant[value=1]()

...

Python to TorchScript -- Overview
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Function Module

def model(x: torch.Tensor):
if x.sum() > 0:

y = x * 2
else:

y = x + 2
return y

class SimpleModel(nn.Module):
def __init__(self):

super(SimpleModel, self).__init__()

def forward(self, x: torch.Tensor):
if x.sum() > 0:

y = x * 2
else:

y = x + 2
return y

Python to TorchScript – Function and Module
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def _script_impl(
...
ast = get_jit_def(obj, obj.__name__)
if _rcb is None:

_rcb = _jit_internal.createResolutionCallbackFromClosure(obj)
fn = torch._C._jit_script_compile(

qualified_name, ast, _rcb, get_default_args(obj)
)
# Forward docstrings
fn.__doc__ = obj.__doc__
fn.__name__ = "ScriptFunction"
fn.__qualname__ = "torch.jit.ScriptFunction"
...
return fn
...

Python Function JIT AST IR
Python AST

Python to TorchScript -- Function
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def _script_impl(
...
ast = get_jit_def(obj, obj.__name__)
if _rcb is None:

_rcb = _jit_internal.createResolutionCallbackFromClosure(obj)
fn = torch._C._jit_script_compile(

qualified_name, ast, _rcb, get_default_args(obj)
)
# Forward docstrings
fn.__doc__ = obj.__doc__
fn.__name__ = "ScriptFunction"
fn.__qualname__ = "torch.jit.ScriptFunction"
...
return fn
...

Python Function JIT AST IR
Python AST

Python to TorchScript -- Function
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def _script_impl(
...
ast = get_jit_def(obj, obj.__name__)
if _rcb is None:

_rcb = _jit_internal.createResolutionCallbackFromClosure(obj)
fn = torch._C._jit_script_compile(

qualified_name, ast, _rcb, get_default_args(obj)
)
# Forward docstrings
fn.__doc__ = obj.__doc__
fn.__name__ = "ScriptFunction"
fn.__qualname__ = "torch.jit.ScriptFunction"
...
return fn
...

Python Function JIT AST IR

#0 torch::jit::to_ir::to_ir
#1 torch::jit::CompilationUnit::define
#2 script_compile_function
#3 _jit_script_compile

Python AST

Python to TorchScript -- Function
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def create_script_module_impl(nn_module, concrete_type, stubs_fn):
...
cpp_module = torch._C._create_module_with_type(concrete_type.jit_type)
method_stubs = stubs_fn(nn_module)
property_stubs = get_property_stubs(nn_module)
hook_stubs, pre_hook_stubs = get_hook_stubs(nn_module)
ignored_properties = jit_ignored_properties(nn_module)
...
# Compile methods if necessary
if concrete_type not in concrete_type_store.methods_compiled:

create_methods_and_properties_from_stubs(
concrete_type, method_stubs, property_stubs

)
...

IRPython nn.Module Python Functions JIT ASTPython AST

Python to TorchScript -- Module
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def create_script_module_impl(nn_module, concrete_type, stubs_fn):
...
cpp_module = torch._C._create_module_with_type(concrete_type.jit_type)
method_stubs = stubs_fn(nn_module)
property_stubs = get_property_stubs(nn_module)
hook_stubs, pre_hook_stubs = get_hook_stubs(nn_module)
ignored_properties = jit_ignored_properties(nn_module)
...
# Compile methods if necessary
if concrete_type not in concrete_type_store.methods_compiled:

create_methods_and_properties_from_stubs(
concrete_type, method_stubs, property_stubs

)
...

alias infer_methods_to_compile

IRPython nn.Module Python Functions JIT AST
Python AST

Python to TorchScript -- Module
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def infer_methods_to_compile(nn_module):
...
exported = []
for name in dir(nn_module):

if name in ignored_properties:
continue

item = getattr(nn_module, name, None)
if (

_jit_internal.get_torchscript_modifier(item)
is _jit_internal.FunctionModifiers.EXPORT

):
exported.append(name)

methods = methods + exported
...
stubs = [make_stub_from_method(nn_module, method) for method in methods]
return overload_stubs + stubs

IRPython nn.Module Python Functions JIT AST
Python AST

Python to TorchScript -- Module
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def infer_methods_to_compile(nn_module):
...
exported = []
for name in dir(nn_module):

if name in ignored_properties:
continue

item = getattr(nn_module, name, None)
if (

_jit_internal.get_torchscript_modifier(item)
is _jit_internal.FunctionModifiers.EXPORT

):
exported.append(name)

methods = methods + exported
...
stubs = [make_stub_from_method(nn_module, method) for method in methods]
return overload_stubs + stubs

IRPython nn.Module Python Functions JIT AST
Python AST

Python to TorchScript -- Module
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def create_script_module_impl(nn_module, concrete_type, stubs_fn):
...
cpp_module = torch._C._create_module_with_type(concrete_type.jit_type)
method_stubs = stubs_fn(nn_module)
property_stubs = get_property_stubs(nn_module)
hook_stubs, pre_hook_stubs = get_hook_stubs(nn_module)
ignored_properties = jit_ignored_properties(nn_module)
...
# Compile methods if necessary
if concrete_type not in concrete_type_store.methods_compiled:

create_methods_and_properties_from_stubs(
concrete_type, method_stubs, property_stubs

)
...

IRPython nn.Module Python Functions JIT AST
Python AST

Python to TorchScript -- Module
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def create_script_module_impl(nn_module, concrete_type, stubs_fn):
...
cpp_module = torch._C._create_module_with_type(concrete_type.jit_type)
method_stubs = stubs_fn(nn_module)
property_stubs = get_property_stubs(nn_module)
hook_stubs, pre_hook_stubs = get_hook_stubs(nn_module)
ignored_properties = jit_ignored_properties(nn_module)
...
# Compile methods if necessary
if concrete_type not in concrete_type_store.methods_compiled:

create_methods_and_properties_from_stubs(
concrete_type, method_stubs, property_stubs

)
...

#0 torch::jit::to_ir::to_ir

#1 torch::jit::CompilationUnit::define
#2 _create_methods_and_properties
#3 create_methods_and_properties_from_stubs

IRPython nn.Module Python Functions JIT AST
Python AST

Python to TorchScript -- Module
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Printed Code

def forward(self,
x: Tensor) -> Tensor:

if bool(torch.gt(torch.sum(x), 0)):
y = torch.mul(x, 2)

else:
y = torch.add(x, 2)

return y

IR graph module.pt
ScriptModule
----------------------------------

ScriptFunction

torch.save() torch.load()
ScriptModule

TorchScript Serialization
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ScriptFunction

ScriptModule

addFunctionToModule

data.pkl
Ivalue

ScriptModuleSerial
izer::serialize()

code/
python code/debug 

info

constants.pkl
tensor

TorchScript Serialization -- save
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void ScriptModuleSerializer::serialize(
const Module& module,

...
writeArchive(

module._ivalue(),
/*archive_name=*/"data",
/*archive_dir=*/"",
/*tensor_dir=*/"data/");

convertTypes(module.type());
writeFiles("code/");

std::vector<IValue> ivalue_constants(
constant_table_.begin(), constant_table_.end());

...
writeArchive(

c10::ivalue::Tuple::create(ivalue_constants),
/*archive_name=*/"constants",
/*archive_dir=*/"",
/*tensor_dir=*/"constants/");

...
}

data.pkl
Ivalue

code/
python code/debug 

info

constants.pkl
tensor

TorchScript Serialization -- save
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For TorchFunction, first convert it to TorchModule, the remaining process is 

the same

1.The ivalue corresponding to the module is serialized in pickle format as 

data.pkl.

2.Obtain code and debug info via PythonPrint, and write to code/ directory

3.Save tensor constants to constants.pkl

TorchScript Serialization -- save

51



#BHUSA @BlackHatEvents

0: \x80 PROTO      2
2: c    GLOBAL     '__torch__ PlaceholderModule'

31: q    BINPUT     0
33: )    EMPTY_TUPLE
34: \x81 NEWOBJ
35: }    EMPTY_DICT
36: (    MARK
37: X        BINUNICODE 'training'
50: q        BINPUT     1
52: \x88     NEWTRUE
53: u        SETITEMS   (MARK at 36)
54: b    BUILD
55: q    BINPUT     2
57: .    STOP

data.pkl

module
├── byteorder
├── code
│ ├── __torch__.py
│ └── __torch__.py.debug_pkl
├── constants.pkl
├── data.pkl
└── version

module.pt

TorchScript Serialization – inside serialized pt file
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class PlaceholderModule(Module):
__parameters__ = []
__buffers__ = []
training : bool
def forward(self: __torch__.PlaceholderModule,
x: Tensor) -> Tensor:
if bool(torch.gt(torch.sum(x), 0)):
y = torch.mul(x, 2)

else:
y = torch.add(x, 2)

return y

code/__torch__.py

0: \x80 PROTO      2
2: )    EMPTY_TUPLE
3: .    STOP

constants.pkl

TorchScript Serialization – inside serialized pt file
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ScriptModuleDeseria
lizer::deserialize ScriptModule

data.pkl
Ivalue

code/
python code/debug 

info

constants.pkl
tensor

TorchScript Serialization -- load
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Module ScriptModuleDeserializer::deserialize(
std::optional<at::Device> device,
ExtraFilesMap& extra_files,
bool restore_shapes) {

...
auto tuple = readArchive("constants").toTuple();
for (auto constant : tuple->elements()) {
constants_table_.push_back(constant.toIValue());

}
auto m_ivalue = readArchive("data");
auto m = Module(m_ivalue.toObject());
...
return m;

}

data.pkl
Ivalue

code/
python code/debug 

info

constants.pkl
tensor

TorchScript Serialization -- load
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Module ScriptModuleDeserializer::deserialize(
std::optional<at::Device> device,
ExtraFilesMap& extra_files,
bool restore_shapes) {

...
auto tuple = readArchive("constants").toTuple();
for (auto constant : tuple->elements()) {
constants_table_.push_back(constant.toIValue());

}
auto m_ivalue = readArchive("data");
auto m = Module(m_ivalue.toObject());
...
return m;

}

Unpickling

constants.pkl
tensor

constants_table_
Ivalue

TorchScript Serialization -- load
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Token

JIT AST

IR

Module ScriptModuleDeserializer::deserialize(
std::optional<at::Device> device,
ExtraFilesMap& extra_files,
bool restore_shapes) {

...
auto tuple = readArchive("constants").toTuple();
for (auto constant : tuple->elements()) {
constants_table_.push_back(constant.toIValue());

}
auto m_ivalue = readArchive("data");
auto m = Module(m_ivalue.toObject());
...
return m;

}
Unpickling and import 

code

data.pkl
Ivalue

code/
python code/debug 

info

constants_table_
Ivalue

TorchScript Serialization -- load
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• Reach main logic via ScriptModuleDeserializer::deserialize

• Call readArchive to read constants.pkl, convert constants to IValues by 

unpickling and save them to constants_table_

• Call readArchive to read data.pkl, restore corresponding IValues by 

unpickling

• During data.pkl unpickling, SourceImporter reads code files and 

constants_table_ to restore IR through parseType->findNamedType-

>importNamedType

TorchScript Serialization -- load
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graph(%x.1 : Tensor):
%12 : int = prim::Constant[value=1]()
%2 : NoneType = prim::Constant()
%4 : int = prim::Constant[value=0]() #  poc.py:5:14
%9 : int = prim::Constant[value=2]() #  poc.py:6:10
%3 : Tensor = aten::sum(%x.1, %2) #  poc.py:5:4
%5 : Tensor = aten::gt(%3, %4) #  poc.py:5:4
%7 : bool = aten::Bool(%5) #  poc.py:5:4
%y : Tensor = prim::If(%7) #  poc.py:5:1

block0():
%y.1 : Tensor = aten::mul(%x.1, %9) #  poc.py:6:6
-> (%y.1)

block1():
%y.3 : Tensor = aten::add(%x.1, %9, %12) #  poc.py:8:6
-> (%y.3)

return (%y)

optimized IR graph

output op input

Node format

TorchScript Execution -- Node
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InterpreterStateImpl:: 
runTemplate

Interpret 
Instruction

invokeScriptMethodF
romPython

GraphFunction::
run

emit IR to 
Instruction

bool runTemplate(Stack& stack) {
...
try {
while (true) {
Frame& frame = frames.back();
...
switch (inst.op) {
case INST(ENTER): {
[[maybe_unused]] auto _ = instGuard();
const auto& obj = peek(stack, 0, 1);
TORCH_INTERNAL_ASSERT(obj.isObject());
entered_objects.push_back(obj);

}
INST_NEXT;

...
case INST(OP): {
[[maybe_unused]] auto _ = instGuard();
auto stackSizeGuard = stackSizeAssertGuard();
frame.function->operator_table_[inst.X](stack);
stackSizeGuard.callAssert();

}
...

TorchScript Execution
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bool runTemplate(Stack& stack) {
...
try {
while (true) {
Frame& frame = frames.back();
...
switch (inst.op) {
case INST(ENTER): {
[[maybe_unused]] auto _ = instGuard();
const auto& obj = peek(stack, 0, 1);
TORCH_INTERNAL_ASSERT(obj.isObject());
entered_objects.push_back(obj);

}
INST_NEXT;

...
case INST(OP): {
[[maybe_unused]] auto _ = instGuard();
auto stackSizeGuard = stackSizeAssertGuard();
frame.function->operator_table_[inst.X](stack);
stackSizeGuard.callAssert();

}
...

What is OP instruction?

What about the callee?

TorchScript Execution
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• Some built-in functions register themselves as Operators, requiring OP 

instructions to call corresponding functions. 

• The RegisterOperators class manages these Operators, and register them by 

registerOperator function.

TorchScript Operators
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• Some built-in functions register themselves as Operators, requiring OP 

instructions to call corresponding functions. 

• The RegisterOperators class manages these Operators, and register them by 

registerOperator function.

Are these operators safe?

TorchScript Operators
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"prim::PythonOp",
"aten::has_torch_function",
"aten::is_scripting",
"aten::as_tensor",
"aten::tensor",
"prim::TimePoint",
"prim::AddStatValue",
"prim::awaitable_nowait",
"prim::awaitable_wait",
"aten::wait",
"prim::IgnoredPythonOp",
"aten::save",
...
"aten::from_file",
...

What are these?

TorchScript Operators
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Tensor from_file(
std::string_view filename,
std::optional<bool> shared,
std::optional<int64_t> size,

...
int64_t my_size = size.value_or(0);
int flags = shared.value_or(false) ? ALLOCATOR_MAPPED_SHARED : 0;
auto my_dtype = options.dtype();
size_t size_bytes = my_size * my_dtype.itemsize();
auto storage_impl = c10::make_intrusive<at::StorageImpl>(

c10::StorageImpl::use_byte_size_t(),
size_bytes,
MapAllocator::makeDataPtr(

std::string(filename), flags, size_bytes, nullptr),
/*allocator=*/nullptr,
/*resizable=*/false);

auto tensor = detail::make_tensor<at::TensorImpl>(
storage_impl, at::DispatchKey::CPU, my_dtype);

tensor.unsafeGetTensorImpl()->set_sizes_contiguous({my_size});
return tensor;

}

read filewrite file
Operator(

"aten::save(t item, str filename) -> ()",
[](Stack& stack) {
auto filename = pop(stack).toStringRef();
auto ivalue = pop(stack);

// Pickle the tensor
auto data = jit::pickle_save(ivalue);

// Write file
std::fstream output(filename, std::ios::out |
std::ios::binary);
output.write(data.data(), data.size());

},
aliasAnalysisFromSchema()),

TorchScript Operators
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Tensor from_file(
std::string_view filename,
std::optional<bool> shared,
std::optional<int64_t> size,

...
int64_t my_size = size.value_or(0);
int flags = shared.value_or(false) ? ALLOCATOR_MAPPED_SHARED : 0;
auto my_dtype = options.dtype();
size_t size_bytes = my_size * my_dtype.itemsize();
auto storage_impl = c10::make_intrusive<at::StorageImpl>(

c10::StorageImpl::use_byte_size_t(),
size_bytes,
MapAllocator::makeDataPtr(

std::string(filename), flags, size_bytes, nullptr),
/*allocator=*/nullptr,
/*resizable=*/false);

auto tensor = detail::make_tensor<at::TensorImpl>(
storage_impl, at::DispatchKey::CPU, my_dtype);

tensor.unsafeGetTensorImpl()->set_sizes_contiguous({my_size});
return tensor;

}

read filewrite file
Operator(

"aten::save(t item, str filename) -> ()",
[](Stack& stack) {
auto filename = pop(stack).toStringRef();
auto ivalue = pop(stack);

// Pickle the tensor
auto data = jit::pickle_save(ivalue);

// Write file
std::fstream output(filename, std::ios::out |
std::ios::binary);
output.write(data.data(), data.size());

},
aliasAnalysisFromSchema()),

TorchScript Operators

How to call them from TorchScript?
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# lazily built to ensure the correct initialization order
def _get_builtin_table():

...
def register_all(mod):

for name in dir(mod):
v = getattr(mod, name)
if (

callable(v)
and not _is_special_functional_bound_op(v)

):
_builtin_ops.append((v, "aten::" + name))

for mod in _modules_containing_builtins:
register_all(mod)

...
for builtin, aten_op in _builtin_ops:

_builtin_table[id(builtin)] = aten_op

return _builtin_table

def _find_builtin(fn):
return _get_builtin_table().get(id(fn))

_modules_containing_builtins = (torch, torch._C._nn, torch._C._fft,
torch._C._linalg, torch._C._nested, torch._C._sparse, torch._C._special)

TorchScript Operators
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# lazily built to ensure the correct initialization order
def _get_builtin_table():

...
def register_all(mod):

for name in dir(mod):
v = getattr(mod, name)
if (

callable(v)
and not _is_special_functional_bound_op(v)

):
_builtin_ops.append((v, "aten::" + name))

for mod in _modules_containing_builtins:
register_all(mod)

...
for builtin, aten_op in _builtin_ops:

_builtin_table[id(builtin)] = aten_op

return _builtin_table

def _find_builtin(fn):
return _get_builtin_table().get(id(fn))

• Iterate through module attributes
• Get the actual attribute object
• Check if the attribute is callable
• Register address and new name of the operator

_modules_containing_builtins = (torch, torch._C._nn, torch._C._fft,
torch._C._linalg, torch._C._nested, torch._C._sparse, torch._C._special)

TorchScript Operators
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# lazily built to ensure the correct initialization order
def _get_builtin_table():

...
def register_all(mod):

for name in dir(mod):
v = getattr(mod, name)
if (

callable(v)
and not _is_special_functional_bound_op(v)

):
_builtin_ops.append((v, "aten::" + name))

for mod in _modules_containing_builtins:
register_all(mod)

...
for builtin, aten_op in _builtin_ops:

_builtin_table[id(builtin)] = aten_op

return _builtin_table

def _find_builtin(fn):
return _get_builtin_table().get(id(fn))

std::shared_ptr<SugaredValue> toSugaredValue(
py::object obj,
GraphFunction& m,
const SourceRange& loc,
bool is_constant) {

...
py::object builtin_name =

py::module::import("torch.jit._builtins").attr("_find_builtin")(obj);
if (!builtin_name.is_none()) {
return std::make_shared<BuiltinFunction>(

Symbol::fromQualString(py::str(builtin_name)), std::nullopt);
}
...

TorchScript Operators
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std::shared_ptr<SugaredValue> emitApplyExpr(
Apply& apply,
size_t n_binders,
const TypePtr& type_hint = nullptr) {

auto sv = emitSugaredExpr(apply.callee(), 1);
auto loc = apply.callee().range();
...
auto args = getNamedValues(apply.inputs(), true);
auto kwargs = emitAttributes(apply.attributes());
return sv->call(loc, method, args, kwargs, n_binders);

}

std::shared_ptr<SugaredValue> toSugaredValue(
py::object obj,
GraphFunction& m,
const SourceRange& loc,
bool is_constant) {

...
py::object builtin_name =

py::module::import("torch.jit._builtins").attr("_find_builtin")(obj);
if (!builtin_name.is_none()) {
return std::make_shared<BuiltinFunction>(

Symbol::fromQualString(py::str(builtin_name)), std::nullopt);
}
...

emitBuiltinCall

# lazily built to ensure the correct initialization order
def _get_builtin_table():

...
def register_all(mod):

for name in dir(mod):
v = getattr(mod, name)
if (

callable(v)
and not _is_special_functional_bound_op(v)

):
_builtin_ops.append((v, "aten::" + name))

for mod in _modules_containing_builtins:
register_all(mod)

...
for builtin, aten_op in _builtin_ops:

_builtin_table[id(builtin)] = aten_op

return _builtin_table

def _find_builtin(fn):
return _get_builtin_table().get(id(fn))

TorchScript Operators
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# lazily built to ensure the correct initialization order
def _get_builtin_table():

...
def register_all(mod):

for name in dir(mod):
v = getattr(mod, name)
if (

callable(v)
and not _is_special_functional_bound_op(v)

):
_builtin_ops.append((v, "aten::" + name))

for mod in _modules_containing_builtins:
register_all(mod)

...
for builtin, aten_op in _builtin_ops:

_builtin_table[id(builtin)] = aten_op

return _builtin_table

def _find_builtin(fn):
return _get_builtin_table().get(id(fn))

aten::save =

torch.save
torch._C._nn.save
torch._C._fft.save
torch._C._linalg.save
torch._C._nested.save
torch._C._sparse.save
torch._C._special.save

_modules_containing_builtins = (torch, torch._C._nn, torch._C._fft,
torch._C._linalg, torch._C._nested, torch._C._sparse, torch._C._special)

TorchScript Operators
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We just need to call torch.save or torch.from_file to 
get arbitrary file read/write ability in TorchScript.

@torch.jit.script
def read_file(x: torch.Tensor):

return torch.from_file('/file/path', dtype=torch.long, size=100)
# read the tensor try to get actual word

@torch.jit.script
def write_file(x: torch.Tensor):

return torch.save("xxx", "/file/path")
# will write dirty characters

TorchScript Operators
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Write File to RCE

.bashrc

.config/fish/config.fish
.profile

.ssh/authorized_keys

.zshrc

.cshrc
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ubuntu crontabcentos crontab

🧐 Why ubuntu crontab failed?

Write File to RCE
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POC Video
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Heap Overflow
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POC Video
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#BHUSA @BlackHatEventshttp://nvd.nist.gov/vuln/detail/CVE-2025-32434

This Is CVE-2025-32434!
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#BHUSA @BlackHatEventshttps://github.com/pytorch/pytorch/pull/143326/files

Patch
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The Impact
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A Shaky Base, a Shaken Ecosystem
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Codes Using weights_only
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Exploit Two of the Most Famous Projects
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#BHUSA @BlackHatEventshttps://github.com/vllm-project/vllm/security/advisories/GHSA-rh4j-5rhw-hr54

CVE-2025-24357
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https://github.com/vllm-project/vllm/pull/12366

Patch
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Safe Harbor or Hostile Waters
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🤠 One More Interesting Observation
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🤠 One More Interesting Observation
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🤣 The PyTorch Version Is Hardcoded
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Environment Setup
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The Vulnerable Function
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One Shot, One Kill?
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😭 But It Failed, Why?
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Previous PoC
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The Key to Failure

😲 The model was not invoked
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Is This Really the End?
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Learn From the Exception
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items()
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🤔 Can we spoof the function name?

101



#BHUSA @BlackHatEvents

First Attempt – Failed
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Second Attempt – Succeeded
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std::shared_ptr<SugaredValue> ModuleValue::tryGetAttr(
...
auto stub =

py::module::import("torch.jit._recursive")
.attr("compile_unbound_method")(concreteType_, unboundMethod);

return attr(loc, m, field);
...

def infer_methods_to_compile(nn_module):
...
for name in dir(nn_module):

if name in ignored_properties:
continue

item = getattr(nn_module, name, None)
if (

_jit_internal.get_torchscript_modifier(item)
is _jit_internal.FunctionModifiers.EXPORT

):
exported.append(name)

...

class FunctionModifiers:
"""
Used to denote the behavior of a function in TorchScript. See export() and
ignore() for details.
"""

UNUSED = "unused (ignored and replaced with raising of an exception)"
IGNORE = "ignore (leave as a call to Python, cannot be torch.jit.save'd)"
EXPORT = "export (compile this function even if nothing calls it)"
DEFAULT = "default (compile if called from a exported function / forward)"
COPY_TO_SCRIPT_WRAPPER = (

"if this method is not scripted, copy the python method onto the scripted model"
)
_DROP = "_drop (function is fully ignored, declaration can be unscriptable)" compile default method

Why?
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Two Ways to Export Custom Functions
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#BHUSA @BlackHatEventshttps://github.com/vllm-project/vllm/security/advisories/GHSA-ggpf-24jw-3fcw

Report Our Finding
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#BHUSA @BlackHatEventshttps://github.com/vllm-project/vllm/security/advisories/GHSA-ggpf-24jw-3fcw

Report Our Finding
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Patch
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Security Hardening

https://github.com/huggingface/transformers/pull/27282/files
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Environment Setup
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Usage Example
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Demo Repo
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Ultimately Calls torch.load
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Implementation
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keys()
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Local Repo

117



#BHUSA @BlackHatEvents

Exploit
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https://github.com/huggingface/transformers/pull/37785

Report the Finding
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Patch

https://github.com/huggingface/transformers/pull/37785
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Defense & Summary
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Update, Now!

122



#BHUSA @BlackHatEvents

Some Recommendations

• From the Model Format Perspective
• Use more secure formats like Safetensors

• From the Model Community Perspective
• Scan and flag malicious models

• From the User Perspective
• Don’t load untrusted models
• Load them in the sandbox
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Q & A
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Thanks
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