blgc’:khat
BRIEFINGS

AUGUST 6-7, 2025

MANDALAY BAY / LAS VEGAS

Use & Abuse of Personal Information
Politics - Edition

#BHUSA @BlackHatEvents



blgc’zk hat

Use & Abusé Team"
BRIEFINGS =

NATIONAL SECURITY INSTITUTE

VIRGINIA TECH

Dr. Alan.J. Michaels
Northrop Grumman Faculty Fellow /
Director, NSI Spectrum Dommance

Commonwealth
Cyber Initiative

Elliott Rheault  Jaden Leonard  Chris Henshaw Chelsy Ables a2 Raytheon
Research Engineer 2 Research Engineer Research Engineer 2 Graphics Design

Technologies

SPECTRUM
DOMINANCE
| o€ ¢
Jared Byers Mary Nerayo Casey Hines  Jack Kolenbrander
Research Associate

Research Data Analyst project Specialist

Chris Phelps S@ULSTICE

MS Graduate Network Security A CAPPELLA



blackhat Project Timeline ™,

BRIEFINGS

2024 U.S. Elections
Personal information usage/sharing
Mailing list content analysis

|
Iaﬂégzél(|1iit;

';as-:-)“mm)l:}}i H Predato ry Personal |'l'_y
ONiz KNOW _]Ourna|s Emulation

2020

2021 2022 2023 2024

Rheault, Elliott, Mary Nerayo, Jaden Leonard, Jack Kolenbrander, Christopher Henshaw, Madison Boswell, and Alan J. Michaels. 2024. "Use and Abuse of Personal Information,
Part |: Design of a Scalable OSINT Collection Engine" Journal of Cybersecurity and Privacy 4, no. 3: 572-593. https://doi.org/10.3390/jcp4030027

2025



£

black hat . Motivation.
BRIEFINGS :

In aggregate, the 2024 elections cost $15.9B.
32 x 5000 Tons, S100 bills 37,605 X $423K homes

Met favorability of each party
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Give me information!!
Passive
OSINT

Here’s my “ID”

Now gimme...!

Active
OSINT

OSINT Researcher Internet
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blackhat Unique Attributi “o'r}f_ t6 all Inceming Content

: Lo SA FEDERAL
f(/lrgmm IDENTIFICATION CARD arriy
116700487
TESSIER

BELLA

=

Address Phone
8274 W RESTIN RD. 434-735-4202
WITTMAN, AZ 85361 USA

“One-Time” use
Fodo @ of Fake ID

Height Restrictions

56" NONE
Iss ORI Exp
05/19/2023  06/04/2031

THIS IS NOT AREAL ID CARD

5DD 71536362

IR «—————

Gender: Female, Orientation: Straight, Age: 35,
Race: White/ Non-Hispanic, Votes: Democrat,
Job: Industrial Machinery Repair Worker, Security

@ Answers: {The Truman Show, Omaha, White},
Education: less than high school, Major: none,
Marital status: married, Salutation: Mrs.

THIS IS NOT A REAL ID CARD

Height: 5 6”
Weight: 136  SSN: )

Fake ID

Use & Abuse
Servers



O

black hat
BRIEFINGS

Fake Identity Generator ‘
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Fake IDs take a few
seconds to create,
limited only by
external APlIs
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IDENTIFICATION CARD ArpLy

Customer number

T16700487
TESSIER
BELLA

Phone

434-735-4202

Address
8274 W RESTIN RD.
WITTMAN, AZ 85361 USA

Date of birth

06/04/1988

Sex

F' BRO

FEDERAL

LISFS AR

T
mongo DB
.I E o bav

FavalD Darabges

.

THIS IS NOT A REAL ID CARD

Height
51 6!1
Iss ORI

05/19/2023

;DD 71536362

Restrictions

NONE
Ex
06/04/2031

Fake Address Generator
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Kolenbrander, Jack, Ethan Husmann, Christopher Henshaw, Elliott Rheault, Madison Boswell, and Alan J. Michaels. 2024. "Use & Abuse of Personal Information,
Part Il: Robust Generation of Fake IDs for Privacy Experimentation" Journal of Cybersecurity and Privacy 4, no. 3: 546-571. https://doi.org/10.3390/jcp4030026
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Field

ID Mumber

Value

S0

URL

Phaone Mumber

First Marne Bellz
Last Mame Tezziz
Age 54 »
Birth Diate Thi Jun 35 1955 03:00000 GMT +0000 (Coordinated Linverzal Time) II:)

Email Username

I:-a"a_tss::e'EEE-_

Strest Address

3274 W Restin Rd

Towmy/ City Wittmanin {)
State/Province Arizong {)
Zip Code 5351
Country LUSA II:}
Website Password _ l[]
Sequrity Ouestion 1 Tha Green Milz (}
Sequrity Juestion 2 Black=burg {)
e

Sequrity Juestion 3

Floral White

Height

USE & Abuse Two-Factors

CEe

(:_," Refresh Two Factor \ﬂessages

OO LE:

Saturday signup events
~ 35 students
~ 8 hours
~ 20 pizzas

Succéssﬁl __Sijnupf
LB
AM.
g K
C .M.
M.B.

i

|03

95799

7&
5¢

Subject Sender Date
St. Patrick’s Day Parade on Water Street 3/16 with Flemming Larsen christina@larsen4nevada.com 3/11/2024, 8:14:36 PM
St. Patrick’s Day Parade on Water Street 3/16 with Flemming Larsen christina@larsendnevada.com 3/11/2024, 8:14:36 PM
St. Patrick’'s Day Parade on Water Street 3/16 with Flemming Larsen christina@larsen4nevada.com 3/11/2024, 8:14:36 PM
Dump Day and Shredding Event This Saturday! Senator.Min@outreach.senate.ca.gov 3/20/2024, 5:01:23 PM

-

Page1of1 | Gotopage: 1 &  Show 15V
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1418 Accounts
Zip Code Collection: Nov 2023 — Apr 2025
phone b [ R [1/0

fown/eity House 521|431 24
State

Country I ol Senate 174 185 20

Password | Requested PfESident 17 30 16

Income
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Voicemail
Timescale
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BRIEFINGS
4212 phone lines
34,355 calls

blg'c’:k hat

Strong evidence of tainted VolIP lines with
incoming calls carrying over from previous owners

7,351 voicemails
203 political VMs
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Voicemail Time-of-Day

300+
6000
250+
5000 | Calls
200+
4000
150
3000
100 -
2000
B -
10001 | hﬂ
m 0 i a
.D_
Sunday Monday Tuesday Wednesday Thursday Friday  Saturday 00:00 04:00 08:00 12:00 16:00 20:00 00:00

Call centers/scammers operate Monday-Friday, 8am-6pm
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800 Third Part
3188 VMs < 5 sec y
.« . ’¢——‘\
600 _—» 203 Political Messages - N
500 P 4
400 ’ Republican
- / Scam ratio: 1961/3551=55.2%
200 Democrat
llllll
0 .IIII-----_
E 2 E g 5§ E E § 8 & E © & 8 ks s 8§ &5 E
8 8 8§ o2 8 8 o9 g @ § £ o < 8 8 © 8 a 5 «© 3§
2228222 8082°853%96235¢2s¢§ 2
E O 8 - o wn o
; "3 . F E atet Yerizon
- sprint /> - Mobile:
More than half of VMs are scams 4 N\
q
<4=—= Number

Strong evidence of scammers
randomly emulating our numbers

Verification QI /’
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oS 2024 U S. El ection? Email Collection/Scope /7 Y

Democrat Independent Republican

Average number of emails from a
signup, primary to election day

Average Emails

Democrat | Republican Other/
Independent
House of 23.2 15.2 0.39
Representatives
Senate 32.3 18.7 2.5
Presidential 11.4 0.48 11.6

37,123 emails
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black hat ~ Email Timeline®,

150 1

100 1

50 -

66.9 emails/day

Email Count

34.4 emails/day

50 1

14.6 emails / day
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errored Histogram of Email Send Times by Party (Hour of Day)

Democrats appear Party

B Democrat
s 0 wark 9am—5pm, """ BN Republican
and send a Iot more

2000

1000 A

500 ~

Email Count

500 1

1000 1

1500 ~

2000

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Hour of Day



Cumulative Consumption Time (minutes)

5000 A

4000 -

3000 A

2000

1000

O
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R House of Representatives

R Senate 93.3 hours
—— R Presidential / — 87.4 hours
D House of Representatives 75 7 hours
D Senate 72.7 hours
—— D Presidential
e e _____50hours
Assumption:
read @ 250 wpm
12.0 hours

Expect to receive 10-100 hours of
content from a political mailing list

T T T T T T T T
2024-01 2024-03 2024-05 2024-07 2024-09 2024-11 2025-01 2025-03
Date



blackhat 1rl1||rCi F>Ea|ﬂt‘l‘I\I()lS;E%}lr1H13WF€35;ICi£3r11tlziI [;in(rtl() _;; 

BRIEFINGS

without -term
2 federal

acces

yhouse

payment

o rule

ffffff o

al
merlcan
voter
new
sure

fpeop o

éhned

paidcard
address

J1la

cton SE:!JE r‘)/ \\\/// rrrrrr *
'JggUW chool ln;!;ié!5!11

péi?iﬁ[:;jylrééip!:! 4:)

(american national’ =" 5 5

event

candidate pLS‘

PEESldmwrf
esant

rrrrrrrr

persion oy

freedom

post

differ

nnnnnnnnn

uniteddecline

11.4 emails / day 0.48 emails / day 11.6 emails / day

Biden: 10.2 / day Trump: 0.18 / day RFK: 4.3 / day
Harris: 7.3 / day Desantis: 0.45 / day Stein: 1.6 / day
Haley: 0.30 / day West: 2.0 / day
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S _ Keyword Apalysis: Distinctives

Convicted Felon Pro-Choice Reproductive Climate

Mentions
#Hemail::#mentions

109::125 388::533 2115::3203 1367::1871

Liberal Assassination Pro-Life Crime Inflation

L]

1685::2257 166::227 236::434 996::1457 1103::1462
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biacichal Keyword Analysis: Similar Interests /7 -

Tariff Defense CoviID Liar

Mentions
#Hemail::#mentions

136::406 4770::5188 285::343 225::253

Racist Education Ukraine NATO Jobs

%00

161::240 1326::2516 236::443 4367::7184 1746::2298
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CISA Cyber

3::3 55::57

UFO Data suggests

that politicians
are more
interested in
UFOs than
cybersecurity

82::88
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Mentions

Hemail::#mentions

17548::52215 4770::5188 23214::50871 19987::29392

Vote Trump

Based on the number of
mentions, giving politicians
your money and voting them
into power trumped all issues
by an order of magnitude

12183::32960 17828::39856 10803::34560
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Number of mentions about a candidate, not by the candidate themselves 2200




blacsigl Donors Receive 275 timesias many emails”

T
0
2
v
9
o
L)
e
£
L
©
0
|_

Avg Donor Highest Avg. Non-Donor

Donors received 2.5x |
Ty as many emails, with 2506 Emails
higher rate of
donation requests.
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0.26
u(D) =10.10 Average email
W(R) =9.58 written at a 9th -10t
0.13 -
grade level

: Higher educated
; politicians wrote
: simpler emails

Probability Density
o
o

Lesser educated
districts received
harder to read emails

0.13

0.26

4 6 8 10 12 14 16 18 20
Gunning Fog Score

http://gunning-fog-index.com/
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Mirrored Daily Average Sentiment: Democrats (Top), Republicans (Bottom)
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All Emojis Used: All Emojis Used: Chellie Pingree
© Maine’s 1st District (D)

All Emojis Used:
ChatGPT
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Joe Biden

Robert F. Kennedy |r
Cornel West
Marianne Williamson
Jill Stein -

Ryan Binkley

Dean Phillips

Ron Desantis

Nikki Haley

Donald Trump |

Chris Christie

Doug Burgum

Corey Stapleton -

N Emails With Tracking
Bam Emails Without Tracking

0 500 1000

1500 2000 2500 3000

Total Emails




black hat Political Shaging Behaviors
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[]
Cory Booker, Angela Alsobrooks, Barbara Lee, ‘/ @1@6

Ro Khanna, National Black Women’s Naciona Black
. . Women'’s
Reproductive Justice Agenda Reproductive Justice

Agenda

* Seamless transition from Biden mailing list
to Harris (even the website re-directs) -/ S ,
e 72 candidates shared email lists /0 TTTTTTTTTTTTTTTTTT T e

To: Glen Geelhaar, Finn Vizzi, C Liddick, HappyHahns?, Rich Gei,
D R 3rd | UNK Traditional Wing Chun Baltimore

— e e e e e e e e e e e e e e e e e e e -

D 29 1 3 20 | Sharing
R 4 18 1 24 Events
3rd 0 1 4 9

* 61/72 of candidates lost their races (85%)

From:

KENNEDY

—_—2024

— e o e e o e e e e e e e e e e e e -

Hope your candidate
=8 winsor else they’ll likely N N = ,
share you contact info

DigiDems




2ot Intra-Party Sharing: Democrats/(1 of 20~

BRIEFINGS

* Adam Schiff 2 {National Black Women’s Reproductive Justice Agenda, Cory Booker, Barbara Lee, Angela
Overbrooks, Ro Khanna}

* Bob Casey Jr. 2 {Josh Shapiro}

* Bruno Grandsard = {Olivia Young}

* Don Samuels = {Jacob Frey (Minneapolis Mayor)}

* Emily Busch = {Alex Hawkins (M| House of Reps)}

* Eric Sorensen =2 {Digi Dems}

* Erin Marshall 2 {Cherlynn Stevenson (KY House)}

* Ernest Lineberger Il = {C.R. Stewart, Darlene Oertel, Julie Bengston}

* Gabriel Vasquez =2 {Democratic Congressional Campaign Committee}

* Gloria Witt = {Alex Bastani (VA Lt. Governor), Gary Miller (VA House 49t District)}
* Hilary Franz = {Keith Dough}

* Joe Biden = {Kamala Harris}

* Kari Lerner = {Julie Falconer (canvasser), Pat Sjolander ( )}
* Kirsten Engel 2 {Ro Khanna}

* Laura Gillen 2 {NY Democratic Party}

* Manny Lopez =2 {chinfl@pb08.wixemails.com}

* Marie Gluesenkamp Perez = {Digi Dems}


https://www.facebook.com/lernerforflorida/posts/regardless-of-the-election-outcome-i-have-been-deeply-humbled-by-the-outpouring-/122191046654120435/

biSek hat Intra-Party Sharing: Democrats/(2 of 2

BRIEFINGS

* Melanie Ann Stansbury = {Donna Lockner (Blue Review Democra-si), SC Forrester}
* Nick Melvoin 2 {Mark Hatton}

* Patricia Campos-Medina =2 {Sophia Bobrowsky}

* Rachel Bohman =2 {Larry Lanphere}

* Raquel Teran =2 {Mark Kelly (AZ Senate)}

* River Gassen = {Drew Goymerac}

e Sam Eppler = {John Bennett}

* Steny Hoyer = {chpf.net (website disabled)}

* Steve Williams = {Gabor Nemeth}

e Susan Wild = {M. Kelly}

e Tatiana Fernandez = {Ricky Santiago (KY House)}

* Tom Wells = {Avery Pittman (UF Pre-Law/intern)}

* Trisha Calvarese = {Upstream (Campaign Launching Platform)}
* Ty Pinkins = {MS Votes, Judy Ross}

e Valerie Lin McCray =2 {Sierra Roussos (signature gatherer)}

* Vaughn Cook = {Stephen Sobisky}

e Zachary Shrewsbury = {Jlen Perelman (FL House)}



blSakhat Intra- P‘é]rty Shar rng Republica ns (1 of,

BRIEFINGS

* Alex Balekian = {Ani Torosyan ( )}

* August Pfluger 2 {Troy Downing (MT House 2" District)}

* Brian Wright = {Nick Begich, Tony Gonzales}

e Burt Thakur = {Albert@stpse.com [Deceptive site notification]}

e Chris Bish = {Atlan Consulting}

 Dan Franzese = {Diane Evans}

* Derek Merrin = {Charlie Mlcek, National Republican Congressional Committee}

* Derrick Anderson =2 {Winsome Earle-Sears, National Republican Congressional Committee}
* Eddie Garcia =2 {tim@vaffc.ccsend.com [Constant Contact ‘Do-it-yourself Marketing’]}

* Eric Hansen = {Pat Herrity (Fairfax County Board of Supervisors), newsletter@parlermailer.com}
e James Judge 2 {Matthew J Wuethrich}

» Jeff Gunter - {ambjrg.pinfiber.com}

* Jerry Evans 2 {John Goodman (IL Senate)}

* John Fabbricatore = {M-squaredstrategies.com (Political Strategy Consulting)}

* Michael Baumgartner = {dbx55555}

* Philip Singleton = {J Simpson (Capitol Resources — State and Government Affairs)}

* Robert Weinroth = {The Liberty Playbook, Unwavering Freedom}

* Roger Wicker = {Desoto County District Attorney’s office}


https://www.thearmenianreport.com/post/the-power-of-one-how-alex-balekian-s-campaign-is-awakening-the-armenian-community

biS&khat Intra-Party Sharing: Republicans (2 of;

BRIEFINGS

* Ryan Mackenzie 2 {Andrew Bucci}

* Scott Parkinson = {George Washington University}

e Tad Jude = {Jason Stauffacher (State Farm Insurance?), Ruth Bittner (Vice Chair MN 3@ District)}
* Trent Staggs = {Brad Wilson (UT House 15% District)}

* Valdamar Archuleta = {Alton Rules ?}

* Yvette Herrell 2 {National Republican Congressional Committee}

Intra-Party Sharing: Third-Party

* Dan Osborn = {Leanne Fan (Brennan Institute for Labor)}

* Jill Stein = {C. Rose, Dina Browning, Green Yager, Tamara Yager (VA Green Party)}

* Mark Ruzon = {Brent TR, cgrOss, K Dephanger, Kevin C. Walsh, American Solidarity Party, Sarah Christina}
* Michael Dublin 2 {NC Green Party}



blS&khat Cross-Party’Sharing
BRIEFINGS )
———— A
* Dean Phillips 2 {Andrew Yang} 100% LOST I
* Jennifer Tran = {Jamieson Greer (US Trade Representative)}

e Joshua Griffin 2 {Joe Reagan (CO House)}

* Kim Klacik = {C Liddick, Finn Vizzi, Glen Geelhaar (MD House), happyhahns, Rich Gei/Kennedy for
President, Traditional Wing Chun Baltimore}

e Mark Lamb = {Amnani Jamsari, Claudia Burton (OR Judge, 3 District), C Leff, GEL Chirilov, Katelyn Gray,
Mehan Bray, , Tyga Inzunza}

* Michael Van Meter = {Julie Mayfield (NC State Senate 49" District)}

* Robert F. Kennedy Jr = {Rural and Red Super PAC, solriou}

* Theodore Liddell = {Joe Miller (OH House 53" District)}

* Thomas Carle = {Karen Baker (VA House), J David Swift (NY Green Party), Joeby Kowicz, Marcia Jo,
Matthew Podoba (Political Podcasts)}

* Thomas Witkop = {AOL News, Paxus Calta (Anarchist)}
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“Pat Maebh
D. Thomas”

Mark Lamb N |
AZ S e n a t_e ( R ) ‘ These New Generation Japanese Ins;ole;s Get Rid of

TR — ey Agonizing Foot Pain Without Expensive Medical Bills

Akusoli insoles combine advanced arch support, acupressure
cushioning, and magnetic therapy to relieve foot pain and

provide comfort instantly. O 3 rd
Let's start with the proper arch support. It distributes your weight re g O n

evenly to reduce pressure and pain in your feet. The technology

also eliminates muscle tension and joint pain in most parts of e o . .
your lower body. Yes, this also includes the lower back. J u d I C I a | D I St r I Ct

Akusoli insoles are designed to help support your feet while
HEL SINGIN @ Y ACCOUNT W MYCART

providing relief from various foot conditions, such as plantar
OLKAIN =3 Sl Carolyn Leff AmnaniJamsari  Tyga Inzunza

fasciitis and general foot discomfort. The cushioned areas and

targeted pain relief features can help alleviate pain and improve
GEL Chirilov Katelyn Gray Mehan Bray

overall foot well-being.

Feel Like Your Old Self Again 70% OFF

Today Only!
< C @ O 8 wwwolkain fi/index php?language=11&consent=2 80% 1Y y & 95 =
[ \Welcome to the suspenders store @ customer service: posti@olkain.fi / 09-417 1620 Mon-Fri at 8-16

CATALOG ~ CATEGORIES~  INFO ~  INFORMATION v  BUSINESS CUSTOMER »  NEWS
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John Liccione
(D) for U.S. House
Fl. 13t District

e T,

2 credit cards w/ fraud alerts
2 debit cards frozen

| 8 pieces of mail from
Oct 2023-Nov 2024
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Tell me

about your . . _
mother - Exploring LLM emulation of human personality

.
Personality Input Vector
1 QT

We’re not even
backwards

: 1% K o ) Openness
Compatlble e ; _ Agreeableness to
ko | e . Experience @ ﬁ
[ Vi N Z Yo}
@ | —@— Success Score
@ - Email
T~ BIG Response @
N Human
@ PFER!ME ﬁ ™ Perception
Extraversion| L Neurotici Survey
euroticism

Conscientiousness

Kolenbrander, Jack, and Alan J. Michaels. 2025. "Personality Emulation Utilizing Large Language Models" Applied
Sciences 15, no. 12: 6636. https://doi.org/10.3390/app15126636
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o

Automation processes now

support Al-generated responses Pausing Al usage to develop an
active OSINT ethics framework

Research Quesncn External/internet

1D Modifications
Fake Identity Generator I Collection Engine
.f )
PRNG | Email Server Phone Server ‘-—
Fake
Identity —=| Fake Identity
] Template Database P — ( Prepracessar
Census
data
Preprocessed
Database
L— —————————— -~
f Accountisraction Engine. | 1 Sign-Up Engine
I Anti Virus . I = T Sy o . ===
| Scanner I AP| Server Wl _—_ = — — =
Rl YOU WERE SO PREOCCUPIED WITH WHETHER OR NOT YOU COULD === s =
I System Controller . W
Logger | = =
l | Web Scraper | Frontend “ , 3 . | :_ ¢ ‘.
I : . i ; : . = , . —— .
| T | : ~ | MongoDB CentBot [ ™| Z | \ /’I F ERNSL AN Y
| Virtual Machine Al Content "W? T I _ II'I’ _
1 Manager Generation | MongoDB | | .. ‘- ' ' ——
\ VAR » YOU DIDN'T STOP TO THINK IF YOU Slllllllll_
| ]
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If you donate to a Personal information usage is Fundamentally, candidates
political campaign, they plentiful, and similar across did not talk much about
will ask you to donate parties; 5% of candidates share issues other than Trump,

again 2.5 times as much. your info with third parties. just requests to donate.
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Filters

Welcome to U&A

Access your research guestions and
manage FIDs Al

s, House
U&A Dashboard Demo
Senate

Branch

Blackhat USA 2025 Whltepaper

Need access? Contact your administrator

blgck hat Lost Primary

Visiting from BlackHat Conference? Won Primary, Lost Election

R o https://uaabank.com

BHUSA 2025 U&A Briefings Page



Thank you!

#BHUSA @BlackHatEvents
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