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Agenda

1 DNS a critical backdoor for enterprise networks

(1 DNS Exfiltration Attack Vectors

 DNS C2 Attack Infrastructure

O Existing Approaches and Challenges

U Al-Driven Linux Kernel Enforced Endpoint Security

U Cloud Deployment Architecture at scale to combat DNS C2 infrastructures
0 Demo (disrupt Sliver, DNSCat2)

O Key Takeaways & Future Directions

0 Q&A
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They Breach Through DNS — Almost Every Time

Compromise Supply Chain:

* APT29 (Cozy Bear) — SolarWinds  pNS-Based C2 and Tunneling Attacks Timeline
Breach Cloud & Hyperscalers:

* UNC2452 (APT29) 2014 2017 2018 2020 202l 2024
.y -@ @ & @ B @

Damage Critical Infrastructure: APT32 Boa Cozy Cozy  APT29 Volt

» Volt Typhoon (Oceanletus)  Turtle Bear Bear (Cozy  Typhoon
Vietnam Russia Russla (Nobel) China

Harvest Credentials at Scale: DNS DNS  DNS-based DNS-based Living-ofi-  KV-botnet
tunneling hijacking; DGA DGA land + intrusien &

* APT28 (GRU), Sea Turtle at SEA global  (eary  EU/NATO  proxyDNS disruption

govemments tld/regisitar research targets beaconing
stage)

Exploit Shared Offensive Tools:
 APT41, FIN7

85%+ of APT’s employ DNS for C2 and data breaches
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DNS a Blind spot to compromise networks
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» Unencrypted by Default

o

» Logs Rarely Monitored

» Firewall Blindspot
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DNS: Not Just For Name Resolution Anymore. Next channel

deliver zero-day attacks.

J DNS C2 — Uses DNS to embed
commands, data in queries and
responses to maintain covert
communication with remote C2
attacker infrastructure.

am9liHh.hack.cu

apsulates
"_’_‘-‘.‘ 1@ Otﬁees‘f“r')sfetocols

Qt)

within DNS packets to bypass

network r%tms.
] DNS-RawExFdtration — Leaks

aded in base64 as hostname ’

sensitive data files directly in DNS
gueries.

RCE & Shellcode — Exploiting memory bugs,
dropping payloads

Script & File Attacks — Scripted execution, file
corruption

Side-Channel Process Abuse: Processing
Injection Hallowing

Persistent Backdoors: Rootkits, ransomware
stealth persistence.

Network Pivoting: Port Forwarding, reverse
tunnels
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DNS

UDP Packet Size

Max Domain Question
length

Max number of labels
per query
Max Label Length

Max Response Size

DNS Header Size
Query Section Size

512 bytes (default) Up to
4096 bytes (with EDNS0)

255

127 labels

63

512 bytes, except 4096 for
EDNSO

Limited by packet size
Limited by packet size

DNS Protoco Specifications

DNS Question Record
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What Makes DNS Query contam C2 orexflltrated d'ata |

d High Entropy QNAME

1 Long or Excessive Labels

1 No Dictionary Tokens

1 DGA-style Patterns

(L NXDOMAIN Abuse and Ghost domains flood



blgt’:k hat
BRIEFINGS

Enterprise
Network 1

Enterprise
Network 2
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DGA (L7) and IP (L3) Mutation

] Evade Detection — Generates thousands of reflectors, IPS, domains to avoid static and policy
blocklists.

J Resilience — If one domain is taken down, others remain reachable.

. No Hardcoded domains — Domains are algorithmically created on both attacker and implant

sides.
. Character-Based
Time-Based Seed-Based Wordlist DGAs or Randomized
DGAs DGAs
DGAs
fkeol2jdn7z.com bhackl.com catsun.net

232. N
sk9qpdmx43a.com bhack2.com reddog.org sdas232.bleed.io



0

blackhat %
BRIEFINGS J = _ y

Existing Approaches

= Semi-Passive Analysis
= DNS Exfiltration Security as Middleware (DPI as middleware)
= Passive Analysis

* Anomaly Detection (Traffic Timing / Volume)

» Threat Signatures, Domain Reputation scoring
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DNS Traffic Anomaly Detection and Preveion Peline )

Blacklist 4 ™ Blacklist
Domains Domains
in RPZ in RPZ
| » Add Domain %
Stateless e
Feature
Analysis \‘_ DHS SEI"U'EI' _,./"I
Analyze
DNS stateless
features
. . Qutliers
DNS Data » DNS Data IP + Destination --> Domain (Alerts)
Filter Session DNS
Analyzed A{-:::II::; : : Stateful Classifier T
Over F"““-“d Features IP + Destination —> Domain Feature = ——  (Machine
Window Session Analysis Learning
+ L ) Model)
DNS IP + Destination > Domain
Requests Session
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Challenges with current aproahes ;

(] Slow Detection, Slower Response: Stealthy mutable Implants survive

] Slow and easy bypass to Advanced DNS C2 Attacks

1 Lack robust protection over Domain Generation Algorithms, IP mutation
 Unwanted latency for proxy-based DPI on benign traffic

J Dynamic Threat Patterns

Proposed Solution:

v" Reactive Kernel EDR at Ring 0 — closest to the wire, at the implant source, beyond reach of userland
evasion .
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e B P F Userspace

<[>

eBPF source

« Reprogram the Linux kernel in safe code SRR
7 _}f_ Bytecode |

way. | P Dyiesede
eBPF Loader
Process
| - | |
* Runs BPF virtual machine inside
———————— poll() _————— === bpf() - e - - - - ——-
kernel BPF_MAP_{CREATE, ,— ﬁs_eFIEn_d =
READ, DELETE, UPDATE} BPF_PROG_LOAD : T I
« Custom BPF bytecode Consume T ¢ __R; r:-r.;e.- |
. . T ) g | Tracepoints __!
« CPU architecture and Linux kernel —— SBPF Veritier = ~Rerrsl"
version agnostic (BTF) BUFFER Maps y _ Proves
J —_ JIT  Kernel LSM
Produce THEAD fWRITE :._ I:I.;T:ilér:(_ : :
' Stack

eBPF Programs
Linux Kernel Attached Hookpoints
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At
EDR Agent Linux Kernel eBPF Hooks
Kernel Network Stack Attachr Kernel MAC (Access Control) Attachments

.........................................

Tracepoints LSM (Linux Security Modules) BPF LSM

Sockops

[ Link Layer ] BPF Netfilter
BPF TC
BPF XDP

Egress
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Kernel Enforced Endpoint Securitv for DNS

EDR Agent Userspace Security Layer

Agent based Endpoint Security Userspace p—
Iy
Continuous Security Enforcement Loop Jeent | @R
DNS C2 Impla nt (" Kernel Cache
Userspace Events [l
p Exporters f:\.l.ﬁiit:iﬁ.l.;l; eBPF driven
. eBPF Agent Process | | %
DNS Query KILL ""-(-:Fcl'—lg""
« eBPF AgentCaches = L o e oo e e e e e e e e e e — = S
. . A 4
* Quantized Deep Learning Model Access Control E P Read
(MAC) ) Update
« Events malicious metrics exporters l Hunts parent each
process for malicious Malicious
. child forks Process
Linux Kernel [ sycan jl«— o Status
° eBPF R|ng BUfferS Enforce Malicious !: ‘ :4
]I:Irocc.ess CZD::f;l;I Process | i Redirect / Clone
 Access Control Layer (LSM) { Netwolr:cermg/ Z:'c‘:"e"t : Suspicious
. Stack Packetl RS C2 Traffic
« Syscall Layer (Tracepoints) '
v
* Network Stack (TC, Sockets) i
Linux Kernel Kernel Security Layer !
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Infer Cache EDR eBPF components

521021915« A Write-Through

»| Agent DNS C2 Implant
Caches

EDR Active | UsTre

Process
= Packet:
secu "ty Packet scan-time \ =

Enforcement and Process info J Endpoint | ONNX

Malicious Agent Run inference DL Model
DNS C2 -
| lant Benign:
LUl AF PACKET Authorize
DNS packet resend in maps
_____________________________________ .1__ AR PACKET S
R""ﬁ Unsure eBPF ] Unsure redirect 1 T
S—— ¢ TC egress Key: system
Key: D Y ’L DPI J< | > time
< verify integrity \_______
# get resent ] of sender Ty
ey time Senign Is Scanned
Value sfjﬁm scanned Malicious Value
Process D \““'-»—___———F”/
— NIC rse
Questions

Linux Kernel RAW from SKB
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EDR Agent Passive Process S

Packet hits kernel
eBPF

Suspicious packet

l

Kernel Clone
Packet Expose
Attempts to
Userspace
Once blacklisted

Userspace
eBPF Agent

l Deep scan

DNS Exfiltration
Found {C2,tunneling}

Userspace EDR Agent

Same Malicious
Process exhibits

multiple
{C2,tunneling} Userspace EDR Agent
attempts

update

Track Each Process
Malicious Activity
1

Process as malicious in eBPF
maps

SIGKILL

Userspace EDR

Agent Kill Implant
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DNN based DNS Data Obfuscation Detection (Features)

4 Kernel Features Feature Description

subdomain length per_label | Length of the subdomain per DNS label.

3 Limits for DPI in Kernel number_of periods Number of dots (periods) in the hostname.
total_length Total length of the domain, including periods/dots.
total_labels Total number of labels in the domain.
query_class DNS question class (e.g., IN).

query_type DNS question type (e.g., A, AAAA, TXT).
Feature Description

. Userspace Features total_dots Total number of dots (periods) in DNS query.

. total_chars Total nmumber of characters in DNS query, excluding periods.

J Enhanced Lexical Features total_chars_subdemain | Number of characters in the subdnmqainriﬂrtinn ﬂnﬁr.p

number Count of numeric digits in DNS query.
upper Count of uppercase letters in DNS query.
max_label length Maximum label (segment) length in DNS query.
labels_average Average label length across the request.
entropy Shannon entropy of the DNS query, indicating randomness.
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DNN fueled DNS Data Obfuscation Detecton Model

Output Layer

| DNS Payload Extracted | ONNX DNN Model Graph

Lexical Features Benign / Malicious
A
Sigmoid
A

Input Layer Hidden Layer 1 Hidden Layer 2 Hidden Layer 3
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Framework
Deployment in
Cloud to Disrupt

Remote DNS C2
Infrastructure

F
- 3298176¢380.ex il com—>

8a98176e380.exfil.com

10.0.100.121

I

: Control
| Plane

1 Nodes
I

I

I

L]

8a98176€e380.exfil.com

|
|
|
I

10.0.100.121

Compute
Node1

8a98176€380.exfil.com
10.0.100.121

Local DNS
Auth Server

DNS Recursor

>3

Generic
DNS Firewall

<C11.0.100.121 >
\'4

Compute
NodeN

DNS Server
Backend

Cloud Siem

!

Cloud
IDS /IPS

Network
Firewall

8a98176€380.exfil.com
10.0.100.121 ”

& eBPF Endpoint
Agent

.

Data Plane
safeguarded
from exfil.com
C2 server (non-
redirector’s IP

Export data-plane
Kernel eBPF ring buffer

T~—__ cvenisto SIEM

IGW

Upstream DNS

Resolver
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B2 U § mex

Data-Exfiltrati urity ework [SSH: 192.168.6

mConsumer.go so events.go kernelDropped.go U $ exfil.sh m M Makefile M x o iface.g

M Makefile
build-controller:

LU LONLI UL LEl oy VI L LETll PaLROUE G0 LR Lol UEL/ IIUUE=ayeil L=LUil LI UL LET =L O=JNAFIMU e Jdi ULIY o VI L eedil
@echo "Building the controller UNIX stream Inference NetworkPolicyHandlers"
cd controller/cmd & go build —¢ ../bin/main main.go

«PHONY: build-controller-cni-sec

build-contraller—cni-sec:
@echo "Building the controller UNIX stream Inference MetworkPolicyHandlers"
cd controller/cmd && go build -o ../bin/main main.go

«PHONY: run-controller-cni-sec

run-controller-cni-sec:
@echo "Running the controller UNIX stream Inference NetworkPolicyHandlers"
cd controller/bin &8 ./main

«PHONY: build-controller-image
build-controller-image:
@echo "Building the controller docker image"
cd controller && docker build -t S{CONTROLLER_IMAGE_NAME) .

«PHONY: run-controller-image
run-controller-image:
@echo "Running the controller"
docker run -—name controller —p $(CONTROLLER_PORT):9008 —-d $(CONTROLLER_IMAGE NAME) : ${ CONTROLLER_IMAGE_TAG)

.PHONY: stop-controller-image
stop-controller-image:
@echo "Stopping the controller”
docker kill controller

«PHONY: run—controller
run-controller:
@echo "Running the controller"
cd controller &% java —jar bin/node-agent—controller-1.8-SNAPSHOT.jar

.PHONY: controller
controller:
@echo "Build and Run Controller”

QUTPUT TERMINAL PORTS

synarcs@synarcs:

@ F5 Access £ @™ ® ¢ | =+ FriMay 16 00:34

sotc.go M C dns_tc.c M

C dns_tc.c > () classify(__sk_buff *)
int classify(struct _ sk_buff sskb){

}else if (eth-=h_proto =
[ipv6-=nexthdr =
|| udp—=dest == bpf

if (actions.parse_dns_header_size{&cursor,
return TC_DROP;
void sdns_payload = cursor.data + sizeof(struct
id *) dns_payload + 1 > cursor.data_end)
t dns_header %dns = (struct dns_header %) (1

if (actions.parse_dns_payload_transport_udp(&cur:

DROP;
__u8 parse_flag = actions.parse_dns_payload_mems:
ct result_parse_dns_labels result = _ parse ¢
__ul6é dns_payload_size = udp_payload_exclude_hear

if (result.deep_scan_mirror) {

if D RATE_LTMIT VOLUME

__u32 out = skb-=ifindex;

@ bash - node_agent /A -~ [ W

% 65H: 192.168.64.31 | [° security* = @ 0A16@ 15 0 & Java: Ready ® Synarcs (1 month ago) Ln 46, Col 26 Tab Size:4 UTF-8 LF {) Makefile &
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Response Time Per Each DNS Exfiltration Attempt
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Response Speed with Preci

Precision, Recall, and F1 Score vs. Threshold

0.998 -
0.996 -
g 0.994
50
0.992 -
0.990 -
—&— F1 Score
= Precision
—& Recall
T T T T T T T T
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
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Nxt Steps

 TLS Fingerprinting & Tunnel Detection: eBPF-based TLS fingerprinting to detect, hunt,

and block exfiltration over encrypted channels (TLS, WireGuard).

1 Process Correlation: Kernel eBPF programs and agents correlate cross-protocol exfil

attempts to originating processes for precise blocking.

 Al-Driven Detection: Real-time drift detection, confidence-based updates, and

GAN+LSTM models adapt to DNS obfuscation and kernel event patterns in eBPF maps.

1 DNS DDoS Guard: eBPF-based endpoint defense against NXDOMAIN floods and DNS-C2

ghost domain flood.
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Black Hat Sound Bytes

» Al + eBPF for Real-Time Kernel Threat Hunting: Dynamically detect and disrupt C2

implants in-kernel, boosting EDR with adaptive, Al-driven kernel enforcements.

» Dynamic Kernel powered EDR fuels Cloud NACL’s: Enforce L3 filters at the endpoint

and sync with cloud firewalls to disrupt DGA and evolving C2 infrastructure.

> Deep OS Telemetry powers SIEM/SOAR: Kernel-powered visibility via eBPF feeds rich

behavioral signals into upstream SIEM and matures SOAR.
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Thank You

Framework Codebase:
Framework WhitePaper:


https://github.com/Synarcs/DNSObelisk
https://shorturl.at/42dVC
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