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● On a mission to secure the AI revolution, which is 

currently like a whack-a-mole game

● Over a decade of cybersecurity and AI research

● Head of Aim Labs @ Aim Security

● Author of #EchoLeak vulnerability

(CVSS score 9.3) in M365 Copilot

- First AI agent 0-click

About me
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Today’s Menu

The risks of using 3p AI models

How current protections are 
inherently flawed

A novel detections approach FTW
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Models are made out of 2 parts

What are 
AI Models?

Usually millions-billions of 
numerical parameters

Weights

How those parameters interact 
with one another

Architecture
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These days you can find 
architectures for nearly any task you 
have in mind on platforms such as 
Hugging Face

What are 
AI Models?
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ML engineers / data scientists use 
proprietary or public datasets to 
retrain existing models to their 
very-specific subtask

What are 
AI Models?



#BHUSA   @BlackHatEvents

ML 
Frameworks
& Formats 

ML Framework Model file formats Serialization format

PyTorch PyTorch ZIP
PyTorch legacy

Pickle inside Zip
Pickle

Tensorflow Keras v3
Keras legacy
SavedModel

“Json”
HDF5
“Protobuf”

Transformers SafeTensors
…

“Json” + SafeTensors

MLflow - Pickle
Cloudpickle (still pickle…)

Joblib Joblib Joblib pickle

ONNX ONNX Protobuf
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Black Hat Asia 2024
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Using 3p Models Risks

Code Execution 
Load Time

Code Execution
Inference Time

Backdoored Inputs
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Current
Protection:
Static 
Scanners

Contain a preset denylist / allowlist of modules 
and functions, based on known methods 
attackers can use to inject malicious payloads 
into the model files

For example, using os.system in a pickle is 
detected as malicious

In other formats, based on rules denylisting 
modules, such as Lambda functions in Keras
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HF Picklescan
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Bypass
Method #1

Thousands of python libraries, thousands of functions 
within each

Wrote an AI agent to find esoteric functions that call 
python exec / eval / other unsafe functions based on 
GitHub source code

Scanners denylist can never be 
comprehensive
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Bypass 
Method #1
2 hours of work yielded 
>50 “easy examples” of 
unsafe functions missed 
by current static 
scanners
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Bypass 
Method #1
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Static Scanners Shortcomings

Near impossible
to create a 

comprehensive 
denylist
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Bypass
Method #2

In pickle formats - using dill / cloudpickle imports, but 
also in others such as Keras Lambda layers

Hence, model scanning is at least as complex a 
problem as the halting problem

Static code analysis is NP-hard, leaving static 
scanners at an obvious disadvantage

Custom architectures may 
include python bytecode into the 
model file
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Bypass
Method #2
Even simple examples go 
undetected
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Static Scanners Shortcomings

Near impossible
to create a 

comprehensive 
denylist

Computationally 
limited because 

static code analysis 
is NP-hard

There is inherent 
ambiguity in only 

looking at modules 
used 



#BHUSA   @BlackHatEvents

Bypass 
Method #3
Static scanners are 
over-simplistic in their 
simulation of the loading 
process

Let’s talk Pickles…
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Bypass 
Method #3
Static scanners are 
over-simplistic in their 
simulation of the loading 
process

Python assembly language - retains state over two 
data structures:

- Stack - LIFO structure
- Random access memory

For our purposes:
- PYTHON_IMPORT (GLOBAL, STACK_GLOBAL)

- PUSH_STACK / POP_STACK (STRING, INT, …)

- PUT_MEM / GET_MEM (PUT, BINPUT, MEMOIZE, GET, BINGET)

- INSTANTIATE (INST, OBJ)

- CALL_IMPORTED_FUNC (REDUCE)
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Bypass 
Method #3
Static scanners are 
over-simplistic in their 
simulation of the loading 
process

[2] mmaitre314, https://github.com/mmaitre314/picklescan
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Bypass 
Method #3
An attacker could utilize this to 
desynchronize scanner and 
unpickler

[2] mmaitre314, https://github.com/mmaitre314/picklescan
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Static Scanners Shortcomings

Near impossible
to create a 

comprehensive 
denylist

Computationally 
limited because 

static code analysis 
is NP-hard

There is inherent 
ambiguity in only 

looking at modules 
used 

Always behind the 
curve of novel 

attack methods
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Bypass
Method #4

Joblib - a pickle that’s optimized for numpy arrays

A block of pickle opcodes with numpy array 
“interruptions” in the middle:

- Random numpy array bytes (dtype uint32, 
float16, …)

- Embedded pickle blobs that use a new stack 
and new memo (dtype object)

Some model file formats are just 
too complicated to statically 
analyze
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Bypass
Method #4
Some model file formats are just 
too complicated to statically 
analyze
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Static Scanners Shortcomings

Near impossible
to create a 

comprehensive 
denylist

Computationally 
limited because 

static code analysis 
is NP-hard

There is inherent 
ambiguity in only 

looking at modules 
used 

Always behind the 
curve of novel 

attack methods

Some formats too 
convoluted to 

properly analyze 
this way
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Why not 
allowlist-based 
static scanners 
then?

Custom architectures often include 
non-standard libraries

For example, YOLO models achieve State-of-the-Art 
results for image-based tasks  while relying on 
non-standard ultralytics library
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Why not 
allowlist-based 
static scanners 
then?

Custom architectures often include 
non-standard libraries

For example, YOLO models achieve State-of-the-Art 
results for image-based tasks  while relying on 
non-standard ultralytics library

Formats such as SafeTensors also struggle with 
custom architectures
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Let’s talk about 
DeepSeek and 
Kimi-K2

Their architectures were not included in standard 
SafeTensors libraries such as transformers

To allow loading this SafeTensors repo, transformers 
allows loading architectures from custom code 
shipped in the repo.
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Let’s talk about 
DeepSeek and 
Kimi-K2
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How to Handle Static Scanners’ 
Shortcomings?

Pickle has existed for ages, 
but model scanning is different

Tracing inside a sandbox FTWStatic scanners are like EDRs
having malware hashes
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Why is that the 
right approach?

Model loading and inference performs an expected 
set of system and library calls

By strictly marking “normal” operations, we easily get 
a comprehensive list of “abnormal” actions for models

Targets the “exploit” part of a supply chain attack, and 
once an attack is recognized, “hashes” can be 
updated to include it as well
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Static Scanners Shortcomings

Near impossible
to create a 

comprehensive
denylist

Always behind the 
curve of novel attack 

methods

Computationally
limited because

static code analysis
is NP-hard

Some formats too 
convoluted to properly 

analyze this way

There is inherent 
ambiguity in only 

looking at modules 
used 
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Dynamic Scanners Strengths

Near impossible
to create a 

comprehensive
denylist

Always behind the 
curve of novel attack 

methods

Computationally
limited because

static code analysis
is NP-hard

Some formats too 
convoluted to properly 

analyze this way

There is inherent 
ambiguity in only 

looking at modules 
used 

Easy to build an 
exhaustive list of 

abnormal system and 
library calls

No static analysis 
needed as all 

formats are easy to 
load / infer

Unveils novel 
backdooring 

methods without 
prior knowledge

Running python 
(byte)code is not 

NP-hard ;)

No ambiguity when 
tracing the actual 

operations
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Dynamically tracing model 
operation in a sandbox detects 
both existing and novel attack 

methods

Black Hat Sound Bytes

As data scientists experiment 
with custom architectures, 

supply chain risk from model 
files is here to stay

Static scanners have inherent 
shortcomings and are always
“behind the attackers curve”
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Thank You!

Itay Ravia

Head of Aim Labs


