
#BHUSA   @BlackHatEvents

BylineHacker Dropping Mid-Heist Selfies
LLM Identifies  Information Stealer Infection Vectors and Extracts IoC

Estelle Ruellan, Threat Intelligence Researcher

Olivier Bilodeau, Principal Cybersecurity Researcher



flare.io

Who Are We?

2

Olivier Bilodeau Estelle Ruellan

• Cyber Threat Intelligence Researcher
• Mathematics and Criminology Background
• Former student athlete
• Loves data science,  shapes and colors
• Baby serial presenter: NorthSec, ShmooCon, 

Botconf, Hack.lu, eCrime APWG, EUROCRIME

• 15 years cybersecurity industry experience
• Principal Cybersecurity Researcher at Flare
• Former GoSecure, ESET. Founder MontréHack
• NorthSec’s President
• Serial presenter: DEFCON, BlackHat, 

SecTor, Botconf, CERT-EU, AtlSecCon

Honorable mentions:

https://flare.io/


flare.io

Agenda
1. The Information Stealer Malware Phenomenon

2. Mid-Heist Selfies
3. The LLM Pipeline

4. Prompt Engineering
5. LLM Assessment

6. Discriminating IoCs
7. Inside the Infostealer Playbook

8. Successful Campaigns: 2 Case Studies
9. Strength and Limits

10. Conclusion

https://flare.io/


flare.io

Agenda
1. The Information Stealer Malware Phenomenon

2. Mid-Heist Selfies
3. The LLM Pipeline

4. Prompt Engineering
5. LLM Assessment

6. Discriminating IoCs
7. Inside the Infostealer Playbook

8. Successful Campaigns: 2 Case Studies

10. Conclusion
9. Strength and Limits

https://flare.io/


flare.io5

The Malware you (may) have never heard of:
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What is an Infostealer?

Administrative rights NOT required! && No Persistence!

User downloads 
cracked software

Individual logs are 
packaged together

Log Files are distributed in 
Telegram Channels

Infostealer grabs:
- credentials
- crypto wallets 
- browser Data …

Malware is executed on 
victim computer

Data exfiltrated to C2 
infrastructure

https://flare.io/
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Stealer Log Structure

crazy_cloud_daily.zip

78a5g6fdg.zip

un347y8erf.zip

jnh2389dfv.zip
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uni34r893.zip

Here is the daily 
update for Jan 
27th!

crazy_cloud
_daily.zip

From: Cr4zy Cl0ud 2025!1
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Stealer Log Structure
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crazy_cloud_daily.zip

78a5g6fdg.zip

jnh2389dfv.zip

jnkdf89345.zip

uni34r893.zip

files

Here is the daily 
update for Jan 
27th!

crazy_cloud
_daily.zip
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SystemInfo.txt

Passwords.txt

Screenshot.jpg
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Mid-Heist selfies
REALISTIC PICTURE OF 

BRO BEHIND HIS SCREEN
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Mid-Heist selfies
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Some examples

Mid-Heist selfies
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Some examples

Mid-Heist selfies

Us
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THE NUMBERS

Mid-Heist selfies

Infection screenshots contain all the clues 
and hints needed to solve the mystery of 

infection
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THE NUMBERS

Mid-Heist selfies

11
Malware Families

+25%
of all logs

+15M
Screenshots*

*Including duplicates
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Overview of the Pipeline
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Screenshot 1st LLM Layer Formatted 
Description

2nd LLM Layer
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Overview of the Pipeline
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2nd LLM Layer

[Vector ; Theme]

Live IoC

 Theme

 Dead IoC
IoC checking
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Screenshot 1st LLM Layer Formatted 
Description

2nd LLM Layer

Overview of the Pipeline
Why 2 Layers ?
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“Identify the infection vector”

Overview of the Pipeline
Why 2 Layers ?
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Overview of the Pipeline

23

“Identify the infection vector”

LLM

Why 2 Layers ?
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Prompt Engineering
Why 2 Layers ?
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1. Visually assess the screenshot

Overview of the Pipeline
WHY 2 LAYERS ?

https://flare.io/


flare.io26

Overview of the Pipeline
Why 2 Layers ?
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1. Visually assess the screenshot

Overview of the Pipeline
Why 2 Layers ?

2.  Point out potential infection         
vectors based on field knowledge

https://flare.io/
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Why 2 Layers ?

Overview of the Pipeline

An LLM can’t just ‘figure it out’:
we must translate intuition into 

instructions.

https://flare.io/
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1. Visually assess the screenshot

Overview of the Pipeline
Why 2 Layers ?

2.  Point out infection vectors         

https://flare.io/
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Prompt Engineering
The first layer

Visual Assessment

Web Content

Hybrid

File System
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Prompt Engineering
The first layer

Web Content
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Prompt Engineering
The first layer

File System
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Prompt Engineering
The first layer

File SystemPrompt Engineering
The first layer
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Prompt Engineering
The first layer

Hybrid

https://flare.io/


flare.io36

Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements

https://flare.io/
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Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements

### Main Content:
Describe the main content visible on the screen, include as much detail as possible.

### Files/Programs:
Installer: Focus on installers or install window, put the name of the file being installed. When there is a name 
for the installer window, get the name of file/folder or the path.

File explorer: Focus on file explorer if there is one. Put the names of files and their extensions in this section. 
If the path of the file explorer reveals the name of a folder/file, get it. Ignore all desktop programs and icons.
Seperate filenames by a ",". If there aren’t any file, executable or program put "X".

### URL
Put all URLs you see. If there aren’t any URLs, put "X".

### Browser Tabs Analysis:
Ignore bookmarks. For each active browser tab in the top row, list in this format:
- [logo: {logo name}] [text: {visible text}] (meaning/context if apparent). If there aren’t any webpage, put 
"X".

### Suspicious Elements:
Highlight any file, executable, program, URL or download link that could contain malware. These could be 
youtube videos, blogs, google drive, etc.

https://flare.io/
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Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements
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Prompt Engineering
The first layer
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Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements
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Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements
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Prompt Engineering
The first layer

Visual 
Assessment

https://flare.io/
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Prompt Engineering
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab Identification Suspicious Elements

### Main Content:
The screenshot displays a computer desktop environment with an ESET Security window on the left side, prompting 
the user to input a license key. There is a red error message indicating that the entered license key is not correct. On 
the right side, there is a YouTube video titled "ESET NOD32 ANTIVIRUS CRACK 2023" which claims to offer a free 
download of a license key for ESET antivirus software. It includes a description with instructions for installation and 
cautionary steps such as disabling antivirus and Windows Smart Screen.

### Files/Programs:
Installer: ESET NOD32 ANTIVIRUS CRACK 2023
File explorer: X

### URL
1. https://www.youtube.com/watch?v=HBG5nZQ7ThA

###Tabs
1. {Youtube} : [Download ESET NOD32 ANTIVIRUS CRACK 2023]
2. {ESET} [License key internet security 100% working]

### Suspicious Elements:
- The YouTube video titled "ESET NOD32 ANTIVIRUS CRACK 2023" and the associated download link 
(https://cutt.ly/NOD-32) are highly suspicious, as they suggest accessing cracked software, which typically contains 
malware.
- The license key entry prompt in the ESET window may indicate that the user is following instructions from the video 
to illegally activate software.

https://flare.io/
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Prompt Engineering
The first layer

Visual 
Assessment

Web 
Content

Hybrid

File 
System

Formatted 
Description Vector 

Identification

INPUT
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Prompt Engineering
The first layer

Visual 
Assessment

Web 
Content

Hybrid

File 
System

Formatted 
Description Vector 

Identification
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Evaluation
The first layer

Visual 
Assessment

96%

Scene Description

100%

File Explorer & Installer

100%

URL 

Browser Tab IdentificationINCONSISTENT

INCONSISTENT

Suspicious Elements

85%
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Evaluation - Browser Tab Identification
The first layer

Browser Tab IdentificationINCONSISTENT

INCONSISTENT

30%

32%

36%

https://flare.io/
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Evaluation - Browser Tab Identification - Case Study
The first layer

https://flare.io/
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The first layer

### Browser Tabs Analysis:

- [logo: TradingView] [text: Aplicación de escritorio TradingView] (A webpage for the desktop 

application of TradingView)

- [logo: YouTube] [text: (15) Tradingview para pc mas rápido] (A video related to using 

TradingView on PC)

- [logo: Google] [text: 1PrimeOptions] (A tab likely related to trading or financial 

information)

- [logo: WhatsApp] [text: (53)] (Notifications for WhatsApp)

- [logo: Google] [text: RePelis24 | Ver Pel...] (A site for watching movies or series)

- [logo: Google] [text: Creador de logotipo... (Logo creator link)

- [unknown logo] [text: Olymp Trade — Pla...] (A financial trading platform)

Evaluation - Browser Tab Identification - Case Study

https://flare.io/


flare.io51

Evaluation - Solution
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab IdentificationINCONSISTENT

INCONSISTENT

Suspicious Elements
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Evaluation - Solution
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab IdentificationINCONSISTENT

INCONSISTENT

Suspicious Elements
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Evaluation - Solution
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Browser Tab IdentificationINCONSISTENT

INCONSISTENT

Suspicious Elements
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Evaluation - Solution
The first layer

Visual 
Assessment

Scene Description File Explorer & Installer URL 

Suspicious Elements

85%
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Evaluation
The first layer

Visual 
Assessment

Web 
Content

Hybrid

File 
System

Formatted 
Description 2nd LLM 

Layer
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THE LLM LAYERS
THE 2ND LAYER

Vector identification
        

https://mega.nz/folder/GEkRCKaT#f93dJ6myfe3fENhDS4wqxQ;

KMSAuto++ v1.8.7 for Microsoft product activation

V
T

V
T

[Vector ; Theme]V T

+ formatting

https://flare.io/
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]

https://flare.io/
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]

Live IoC

 Theme

 Dead IoC
IoC checking
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Discriminating IoCs
Getting out the trash

2nd LLM Layer

[Vector ; Theme]

 Dead IoC

Live IoC

 Theme

IoC checking
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Discriminating IoCs
Getting out the trash

IoC checking

YouTube Videos

File sharing platforms

Others
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Discriminating IoCs
Getting out the trash

 Dead IoC

IoC checking
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Discriminating IoCs
Getting out the trash

IoC checking

Live IoC
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Discriminating IoCs
Getting out the trash

IoC checking

Live IoC
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Discriminating IoCs
Getting out the trash

IoC checking

 Dead IoC
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Discriminating IoCs
Getting out the trash

IoC checking

Live IoC
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Discriminating IoCs
Getting out the trash

IoC checking

 Theme

https://flare.io/
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DEMO
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https://flare.io/
https://docs.google.com/file/d/1_pDSnwZ3ml6TresxMBKq6UhyST0qvEPB/preview
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Lure Themes - Cracked Software
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Lure Themes - Cracked Software
Infostealer Playbook 

$$$ 0$
Cracked
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Lure Themes - Cracked Software
Infostealer Playbook 
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150$ 0$
Cracked
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Threat actors prey on users’ willingness to 
bypass legitimate licensing fees at the cost 

of their own security

Lure Themes - Cracked Software
Infostealer Playbook 

https://flare.io/
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Lure Themes - Cracked Software
Infostealer Playbook 

https://flare.io/
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MAINSTREAM

Lure Themes - Cracked Software
Infostealer Playbook 
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Infostealer Playbook - Lure Themes

Targeting mainstream products ensures 
large pool of potential victims

https://flare.io/
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Lure Themes - Gaming Cheats & Mods
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Lure Themes - Gaming Cheats & Mods
Infostealer Playbook 
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Lure Themes - Gaming Cheats & Mods
Infostealer Playbook 
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Lure Themes - Gaming Cheats & Mods
Infostealer Playbook 

https://flare.io/
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Lure Themes - Gaming Cheats & Mods
Infostealer Playbook 

WeaponsSkins

Mods

https://flare.io/
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If it’s free and shady, you’re likely the 
victim

Lure Themes 
Infostealer Playbook 

https://flare.io/
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Distribution Strategies - 
YouTube as a Distribution System
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Distribution Strategies - YouTube as a Distribution System
Infostealer Playbook

🔥 BEST FREE FORTNITE CHEAT 2025 | 
SILENT AIM + ESP | UNDETECTED 🛡

🔥MICROSOFT 2022 CRACK (GENUINE  + 100% FREE)🔥
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Distribution Strategies - YouTube as a Distribution System
Infostealer Playbook

🔥 BEST FREE FORTNITE CHEAT 2025 | 
SILENT AIM + ESP | UNDETECTED 🛡

🔥MICROSOFT 2022 CRACK (GENUINE  + 100% FREE)🔥
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Distribution Strategies - YouTube as a Distribution System
Infostealer Playbook

It is free

Disabling antivirus is 
needed & safe

It works

https://flare.io/
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Distribution Strategies - YouTube as a Distribution System
Infostealer Playbook

It is free

Disabling antivirus is 
needed & safe

It works
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Distribution Strategies - YouTube as a Distribution System
Infostealer Playbook

YouTube’s reach and tutorial-driven-content 
make it the perfect launchpad for infostealer 

malware

https://flare.io/
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Distribution Strategies - Google Ads
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Distribution Strategies - Leveraging Google Ads
Infostealer Playbook

Software S

https://flare.io/
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The Anatomy of a Stealer Log

109
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Distribution Strategies - Leveraging Google Ads
Infostealer Playbook

Google Ads give threat actors a fast lane to users’ trust 
— by placing malicious content where users expect 

safety: at the top.

https://flare.io/


flare.io

Agenda
1. The Information Stealer Malware Phenomenon

2. Mid-Heist Selfies
3. The LLM Pipeline

4. Prompt Engineering
5. LLM Assessment

6. Discriminating IoCs
7. Inside the Infostealer Playbook

8. Successful Campaigns: 2 Case Studies
9. Strength and Limits

10. Conclusion

https://flare.io/


flare.io113

Successful Campaigns: 3 2 Case Studies
Infostealer Playbook
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Successful Campaigns: 3 2 Case Studies
Infostealer Playbook

Blitz JavaMidJ0urney
5.3%6.3%

https://flare.io/


Blitz Java
MidJ0urney
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The Anatomy of a Stealer Log
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The Anatomy of a Stealer Log
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The Anatomy of a Stealer Log
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It is possible that the computer’s security 
systems may FALSELY trigger
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The Anatomy of a Stealer Log
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It is possible that the computer’s security 
systems may FALSELY trigger
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The Anatomy of a Stealer Log
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How to disable bitdefender antivirus 2023
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The Anatomy of a Stealer Log
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ai.midj0urney or virus
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The Anatomy of a Stealer Log
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ai.midj0urney or virus

https://flare.io/
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Midj0urney Campaign
Use Cases

https://flare.io/


Blitz Java
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Legit

Malicious

https://flare.io/


flare.io160

https://flare.io/


flare.io161

https://flare.io/


flare.io162

https://flare.io/


flare.io163

https://flare.io/


flare.io164

https://flare.io/


flare.io165

19h

https://flare.io/


flare.io166

Blitz Java Campaign
Use Cases
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Successful Campaigns
Use Cases
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Successful Campaigns
Use Cases

Threat actors rely on simple psychological 
tactics—because they still work.
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Strength and Limits
Discussion

The screenshots embody both our greatest 
strength and our primary limitation
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Strength and Limits
Discussion
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Strength and Limits
Discussion

LLM TRADITIONAL MALWARE 
ANALYSIS

Works w/o Code Signatures 

Robust against Code Changes*

Cross Family Friendly

Works w/o Screenshot 
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Strength and Limits
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Strength and Limits
Discussion

LLM TRADITIONAL MALWARE 
ANALYSIS

Works w/o Code Signatures 

Robust against Code Changes*

Cross Family Friendly

Works w/o Screenshot 
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Strength and Limits
Discussion

Existence
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Strength and Limits
Discussion

Existence
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Strength and Limits
Discussion

Existence Quality
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Strength and Limits
Discussion

LLM TRADITIONAL MALWARE 
ANALYSIS

Works w/o Code Signatures 

Robust against Code Changes*

Cross Family Friendly

Works w/o Screenshot 
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Cost and Speed
Discussion

5-10s
processing

0.003$
per image

Cost for 100k images: 300$
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Conclusion
Discussion

+120M
Stealer Logs
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Conclusion
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Conclusion
Discussion

1st LLM Layer Formatted 
Description

2nd LLM Layer
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Conclusion
Discussion

1. Identify IoCs at scale

2. Track campaigns
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Sound Bytes
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(aka Takeaways)

Conclusion

• AWARENESS: Saw evidence rarely seen in public: actual stealer 
log victim desktop screenshots: a previously hard to analyze 
story-telling artifact

• They provide valuable intelligence for Indicators of Compromise 
(IoCs), tracking malware activity and understanding broader 
campaign patterns

• To use LLMs to analyze cybersecurity artifacts translate analyst 
intuition into instructions
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Conclusion - What’s next ?
What’s next ?

System.txt

Processes.txt

Screenshot.jpg

Chrome_HIstory.txt

Brave_HIstory.txt

stealer_log.zip
History

Software.txt
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Conclusion - What’s next ?
What’s next ?

System.txt

Processes.txt

Screenshot.jpg

Chrome_HIstory.txt

Brave_HIstory.txt

stealer_log.zip
History

Software.txt
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Conclusion - What’s next ?
What’s next ?

Screenshot.jpgProcesses.txt HistorySoftware.txt System.txt
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One More Thing ™
Discussion
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Questions?

Olivier Bilodeau
● Email: olivier.bilodeau@flare.io
● Other Hat: https://nsec.io
● Social: @obilodeau.bsky.social
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Estelle Ruellan
● Email: estelle.ruellan@flare.io
● Social: linkedin.com/in/estelle-ruellan

First to ask a question will 
get a NorthSec 2025 

hardware badge!
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