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The Malware you (may) have never heard of:

User downloads

ked soft
cracked sorrware Malware is executed on

victim computer

Infostealer grabs:
- credentials

- crypto wallets

- browser Data ...

‘

J

Data exfiltrated to C2
infrastructure

Individual logs are
packaged together

T

. Administrative rights NOT required! & & No Persistence!

Log Files are distributed in
Telegram Channels
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Stealer Log Structure
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Stealer Log Structure

From: Cr4zy ClOud 2025!1
Here is the daily
update for Jan
27th!

t crazy_cloud
_daily.zip

crazy_cloud_daily.zip

un347y8erf.zip

SystemlInfo.txt

Passwords.txt
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cookies
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Opera_profile_2.txt
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Mid-Heist selfies

= Youlube how to install mod menu fortnite pc 2022
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! IF YOU HAVE TROUBLES
DOWNLOADING/LAUNCHING FILE JUST TURN OFF
YOUR ANTI-VIRUS ITS ABSOLUTELY SAFE !

FORTNITE HACK | UNDETECTED | FORTNITE MOD MENU | DOWNLOAD FREE

6 7S,S&B ‘ Subscribe 5 17 (= ~> Share 4 Download

267 views 8 Dec 2022
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Mid-Heist selfies

Infection screenshots all the
needed to the mystery of
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Mid-Heist selfies

11 +15M +25%

*Including duplicates
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THE NUMBERS

Mid-Heist

*Including duplicates
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Overview of the Pipeline

&

2nd LLM Layer

Screenshot
1st LLM Layer Formatted

Description
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Overview of the Pipeline

o
_ ‘?&‘ ——» [Vector ; Theme] —» \

2nd LLM Layer loC checking
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Why 2 Layers ?

Overview of the Pipeline

Screenshot
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Overview of the Pipeline
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“|dentify the infection vector”
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= 3 YouTube

y

e

!IF YOU HAVE TROUBLES
DOWNLOADING/LAUNCHING FILE JUST TURN OFF
YOUR ANTI-VIRUS ITS ABSOLUTELY SAFE !

14
FORTNITE HACK | UNDETECTED | FORTNITE MOD MENU @DOWNLOAD FREE
r 0. -
oR NITE 267 views 8 Dec 2022
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Overview of the Pipeline

1. the screenshot
Y X
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Overview of the Pipeline

>

= 3 YouTube

!IF YOU HAVE TROUBLES
DOWNLOADING/LAUNCHING FILE JUST TURN OFF
YOUR ANTI-VIRUS ITS ABSOLUTELY SAFE !

14
FORTNITE HACK | UNDETECTED | FORTNITE MOD MENU BIDOWNLOAD FREE
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the screenshot

potential infection
based on
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Overview of the Pipeline

An LLM can’t just ‘figure it out’:
we must info
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Why 2 Layers ?

Overview of the Pipeline

1. Visually assess the screenshot 2. Point out infection vectors
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File System

Please stay online while Office
downloads

We'll be done in just a moment.

N N Q@
e o &

06 e

@ 33C Ensokeille ~ O @ &3 7 Q) FRA

13:36
19/01/2023 q'



https://flare.io/

35

Prompt Engineering

000

III]Q

Hybrid

@ Lista » CLA® » Clasc » CLA » EXAl tme @) Light @ Term ¥ tearn Jll lost = Arp @ Rest © Youl @ MV O Odc ® Selfl Act Mic Susc » Mici Soft # L X O Cont = o
C n @ mega.nz/file/DZxXBB5H#INTbUEPAK 1L4xYmGJ9ligZZSItjTc352iU R - B3 8 » =N 0O =
m Mikrotik @MW Graficas @@ OLT W ODOO Testing () Saifo <% ISP-Jira #® Trello @7 Comeo:Rafa 3 Muvecom ¢ Webmail Fast.com B Geo P @) Whaticket A Drive ) IESS H Fatbol Libre TV »
M MEGA o- [FEEE W
I Microsoft_Office_Crack 2022 = (=] X
@ Nuevo ~ 4 0 (=] ® W . Ordenar ~ = Ver v e
& S5 v A > Esteequipo > Descargas > Microsoft Office_Crack 2022 > Microsoft_Office_Crack_2022 v C jo)
W Desktop » Nombre Fecha de modificacion Tipo REELT)
i Descargas  # | data 21/11/2022 9:10 Carpeta de archivos
’ Documentos #
X @fomicvell 21/11/2022 9:09 Aplicacion 696.320 KB
& Imégenes  #
» 25-11-2022 B win-3241 10/8/2021 7:21 Extension de la ap... 1295 KB
W Hallo_Rafa B win-s4.41 10/8/20217:21 Extension de la ap.. 571KB
 Manuales
BW Septiembre 202;
v @ Dropbox
#8 Espacio familiar ;
83 HALO
83 MUVECOM
m Soporte Tecnico
@ OneDrive - Person
> M Este equipo
4 elementos | 1 elemento seleccio ado 680 MB. | | [=]
# Microsoft Office_Cr...iar A ( Mostrartodo ) X
~————

11:45
25/11/2022 %

. Microsoft_Office_Cr... . MUVECOM@128.20... ' Download - MEGA ... - Seguridad de Wind... AW D) ESP

@ @ whasap



https://flare.io/

Prompt Engineering

http://
o . :
y. Scene Description File Explorer & Installer URL
Visual —
Assessment 7

Browser Tab Identification Suspicious Elements

36


https://flare.io/

Describe the main content visible on the screen, include as much detail as possible.

### Main Content:

### Files/Programs:

Installer: Focus on installers or install window, put the name of the file being installed. When there is a name
for the installer window, get the name of file/folder or the path.

File explorer: Focus on file explorer if there is one. Put the names of files and their extensions in this section.
If the path of the file explorer reveals the name of a folder/file, get it. Ignore all desktop programs and icons.
Seperate filenames by a ",". If there aren’t any file, executable or program put "X".

### URL
Put all URLs you see. If there aren’t any URLs, put "X".

### Browser Tabs Analysis:
Ignore bookmarks. For each active browser tab in the top row, list in this format:

- [logo: {logo name}] [text: {visible text}] (meaning/context if apparent). If there aren’t any webpage, put
IIX".

##t# Suspicious Elements:

Highlight any file, executable, program, URL or download link that could contain malware. These could be
youtube videos, blogs, google drive, etc.
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### Main Content:

The screenshot displays a computer desktop environment with an ESET Security window on the left side, prompting
the user to input a license key. There is a red error message indicating that the entered license key is not correct. On
the right side, there is a YouTube video titled "ESET NOD32 ANTIVIRUS CRACK 2023" which claims to offer a free
download of a license key for ESET antivirus software. It includes a description with instructions for installation and
cautionary steps such as disabling antivirus and Windows Smart Screen.

### Files/Programs:
Installer: ESET NOD32 ANTIVIRUS CRACK 2023
File explorer: X

### URL
1. https://www.youtube.com/watch?v=HBG5nZQ7ThA

###Tabs
1. {Youtube}: [Download ESET NOD32 ANTIVIRUS CRACK 2023]
2. {ESET}[License key internet security 100% working]

### Suspicious Elements:

- The YouTube video titled "ESET NOD32 ANTIVIRUS CRACK 2023" and the associated download link
(https://cutt.ly/NOD-32) are highly suspicious, as they suggest accessing cracked software, which typically contains
malware.

- The license key entry prompt in the ESET window may indicate that the user is following instructions from the video
to illegally activate software.
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Evaluation - Browser Tab Identification
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Evaluation - Browser Tab Identification - Case Study
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Evaluation - Browser Tab Identification - Case Study

._. 1PrimeQOpticns X m Aplicacion de escritorio Trading

< - = o ) HRR o e & R D B o S ~l~AC4 0~ Aol AN Ar~DEN A ~\AT A4 CEVIa Y~ IO DL iLrld D ~vD ;
C . tradlng‘.’l\'-‘.lcu‘v' fKeyworg LI P ls_:'~‘ CVWOCoOUUILE yuoougy oy - IWALAIA-QLUCDINIDW WAESWIAIUTOOA .\'.‘o.r"'.'n:'\.;l.» ‘-.;.[-‘.ﬁ.‘\l‘(u L'.IL:.‘. ()Y

M GCmail B YouTube ’) Maps (@) er Goog » RePelis24 | Ver Pel... € (53) WhatsApp Creador de logotip... m Clymp Trade — Pla..

### Browser Tabs Analysis:
& - [logo: TradingView] [text: Aplicacién de escritorio TradingView] (A webpage for the desktop
|application of TradingView)
v [logo: YouTube] [text: (15) Tradingview para pc mas rapido] (A video related to using
~,|TradingView on PC)
- [logo: Google] [text: 1PrimeOptions] (A tab likely related to trading or financial
information)
[logo: WhatsApp] [text: (53)] (Notifications for WhatsApp)
[logo: Google] [text: RePelis24 | Ver Pel...] (A site for watching movies or series)

[logo: Google] [text: Creador de logotipo... (Logo creator 1link)
[unknown logo] [text: Olymp Trade — Pla...] (A financial trading platform)
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Getting out the trash
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Cloud-delivered Wrotection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

@ off

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

A Automatic sample submission is off. Your device may be Dismiss
vulnerable.

@ off

Submit a sample manually

Tamper Protection
Prevents others from tampering with important security features.

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

@ o
n Q 9 ® €C v *

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Midjourney is making fake images go mainstream
30 Mar 2023 — The Al image generator Midjourney has quickly become one of the internet's
most eye-catching tools, creating realistic-looking fake visuals ...
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Midjourney Kills Free Al Image Generator Access After ...
30 Mar 2023 — A “deep fake” is realistic-looking media created by Al by altering images, videos,
or audio to show real people doing or saying things they ...
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Ljava  Download Help

Help Resources Download Java for Windows
Version 8 Update 361 (filesize: 40.11 MB)

Release date: January 17, 2023

Important Oracle Java License Information

The Oracle Java License changed for releases starting April 16, 2019.

The Oracle Technology Network License Agreement for Oracle Java SE is substantially different

from prior Oracle Java licenses. This license permits certain uses, such as personal use and

Trouble downloading?Try the development use, at no cost -- but other uses authorized under prior Oracle Java licenses may no
alle longer be available. Please review the terms carefully before downloading and using this

product. An FAQ is available here.

Offline Installation

Commercial license and support is available with a low cost Java SE Subscription.

Download Java
By downloading Java you acknowledge that you have read and accepted the

terms of the Oracle Technology Network ense Agreement for Oracle Java SE

ﬁ When your Java installation completes, if you are using webstart, you may need to restart your browser (close all
browser windows and re-open)
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Help Resources Download Java for Windows
Version 8 Update 361 (filesize: 40.11 MB

Release dale
=Javaa  Download Developer Resources Help

Help Resources Download Java for Windows

Version 8 Update 361 (filesize: 62.11 MB) Why is Java 8 recommended?
Release date: January 17, 2023

What is Java?
Remove older versions

Offline Installation Disable Java

1 Error messages
Trouble downloading?Try the - -
Mine installe Troubleshoot Java Important Oracle Java License Information
Otherfilp The Oracle Java License changed for releases starting April 16, 2019.
. - The Oracle Technology Network License Agreement for Oracle Java SE is substantially different
Windows 64-bit Users e e = i " v Y
from prior Oracle Java licenses. This license permits certain uses, such as personal use and

development use, at no cost -- but other uses authorized under prior Oracle Java licenses may no
longer be available. Please review the terms carefully before downloading and using this
product. An FAQ is available here.

Do you use both 32-bit and 64-bit
browsers?

FAQ about 64-bit Java for Windows
Offline Installation Commercial license and support is available with a low cost Java SE Subscription.
Trouble downloading?Try the

offline installer

Download Java

By downloading Java you acknowledge that you have read and accepted the
terms of the Oracle Technology Network License Agreement for Oracle Java SE

g Whe
brov
ﬂ When your Java installation completes, if you are using webstart, you may need to restart your browser (close all

browser windows and re-open).
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D ) h alow cost Java SE Subscription.
Jesactiver Java

es d'erreur

Dépanner Java Informations importantes sur la licence Oracle Java

Aide sup e La licence Oracle Java a été modifiée pour les versions publiées a compter du 16 avril 2019.

Le contrat de licence Oracle Technology Network pour Oracle Java SE est sensiblement différent
des précédentes licences Oracle Java. Cette licence autorise certaines utilisations a titre gratuit,
telles qu'une utilisation personnelle ou pour le développement, mais d'autres utilisations peuvent be that you have read and accepted the

ne plus étre disponibles, bien qu'autorisées sous les précédentes licences Oracle Java. Veuillez lire k License Agreement for Oracle Java SE
attentivement les conditions avant de télécharger et d'utiliser ce produit. Une FAQ est disponible ici.

Le support et la licence commerciale sont disponibles a moindre cout avec un abonnement a Java
SE. I webstart, you may need to restart your browser (close all

En téléchargeant Java, vous reconnaissez avoir lu et accepté les conditions du
Contrat de licence Oracle Technology Network License pour Oracle Java SE
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java jok download Java Computer software

Ad - https:/igo java-gapp.space/ ~ Java is a set of computer software and specifications

App - Java Download

Java - a programming language for creating powerful applications and websites. Java- a
platform that allows you to expand the functionality of your system.

developed by James Gosling at Sun Microsystems,
which was later acquired by the Oracle Corporation
that provides a system for developing application
software and deploying it in a cross-platform
computing environment. Wikipedia

Ad - hitps://oracle 58226 click/ ~

Java - Specifically applications Programming languages: Java. C, C++ Assembly
Programming language and computing platiorm. Get for desktop applications language

Initial release date: January 23, 1996

Developer: Cracle, Sun Microsystems. James
https:iwwwijava.com Gosling

Java | Oracle
Get Java for desktop applications. Download Java - What is Java? Uninstall help. Happy Java

User. Are you a software developer looking for JOK downloads? People also search for

i N\
Download Java for Windows
Download or update your existing Java Runtime Environment y
M Id — »en Group St
Y ?I‘I L OOwan S : Minecraft  Unix WinRAR  Minecraft
Java manual downlead page. Get the Iatest version of the Java Bedrock servers
Install Java on Windows More about Java -
This article applies to: Platform(s): Windows 10, Windows 8 .
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Java | Oracle

Get Java for desktop applications. Download Java - What is Java? Uninstall help. Happy Java

User. Are you a software developer looking for JOK downloads?

Download Java for Windows
Download or update your existing Java Runtime Environment
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Java manual download page. Get the latest version of the Java .

Install Java on Windows
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LILM-Based Identification of Infostealer Infection
Vectors from Screenshots: The Case of Aurora

Estelle Rucllan
Flare Systems

Montreal. Canada

Abstract—Infostealers exfiltrate credentials, session cookies,
and sensitive data from infected systems. With over 29 million
stealer logs reported in 2024, manual analysis and mitigation at
scale are virtually unfeasible/unpractical. While most research
focuses on proactive malware detection, a significant gap remains
in leveraging reactive analysis of stealer logs and their asso-
ciated artifacts. Specifically, infection artifacts such as screen-
shots, image captured at the point of compromise, are largely
overlooked by the current literature. This paper introduces a
novel approach leveraging Large Language Models (LLMs),
more specifically gpt-4o-mini, to analyze infection screenshots to
extract potential Indicators of Compromise (IoCs), map infection
vectors, and track campaigns. Focusing on the Aurora infostealer,
we demonstrate how LLMs can process screenshots to identify
infection vectors, such as malicious URLs, installer fles, and
exploited software themes. Our method extracted 337 actionable
URLs and 246 relevant files from 1000 screenshots, revealing
key malware distribution methods and social engineering tactics.
By correlating extracted filenames, URLs, and infection themes,
we identified three distinct malware campaigns, demonstrating
the potentinl of LLM-driven analysis for uncovering infection
workflows and eshancing threat intelligence. By shifting malware
analysis from traditional log-based detection methods to a reac-

e, artifact-driven approach that leverages infection screenshots,
this research presents a scalable method for identifying infect
vectors and enabling early intervention.

Index Terms—LLM, infostealer, malware

I. INTRODUCTION

Infostealers are a type of malware that infect a victim
computer, and steal all of the credentials, session cookies, and
personal data out of a browser, in addition to other sensitive
information from the host. As such, infostealer malware repre-
sents a major threat to corporate and personal identities today

In 2024, Flare reported over 29 million (29.003,537) steale
logs posted on cybercrime forums and channels. The she
volume of Jogs. each containing hundreds of credentials and
multiple files per entry, renders manual analysis impractical
The overwhelming scale of data makes tracking and mitigating
infostealer campaigns exponentially challe: for humans to
do

In recent years. many variants of infostealer malware have
evolved beyond their data-exfiltration capabilities. A notable
development is the inclusion of a screenshot-capturing func-
tionality, which enables threat actors to take a snapshot of the
victim’s device. These screenshots are typically captured at
or shortly after the point of infection, with the precise timing

on the offset selected by the attacker.

Enc Clay
Flare Systems
Montreal, Canada

Flare’s dataset has amassed over 60 million stealer ko
to date, capturing infections across millions of devices (
Table I). In particular, more than a quarter of these logs,
approximately 165 million entries, include a "Screenshot’
file. In other terms, ove: % of stealer | contain a visual
record of the crime scene at the m ent of infection, providing
comprehensive clues and evidence critical to understanding
the infection. These screenshots have the potential to deliver
immediate insights that can reveal context and subtleties often
missed or overlooked in texwal logs.

What may seem like a trivial feature from the perspective of
the attacker—an intrusive snapshot of the victim's screen—has
proven to be an unexpected gold m w the cyber threat

ence con y. Initially, these screenshots may have
served a simple purpose for threat actors: to ge the
effectiveness of their infection tactics and determine which
traps were most successful. However, as malware campaigns
have become increasingly numerous, this seemingly small
addition has become a powerful tool for understanding and
tracking infostealer campaigns. These screenshots offer unfil-
tered in s into the victim's environment at the ment
eal critical information such as the
fection occurred or
even the installer of a software, peo invaluable context
leading to the infection

These untapped "crime scene” images represent a valuable
resource for further ysis and inves . They offer a

ique visual metric that helps analy y and ur
stand the infection vectors responsible for promising mil-
lions of devices worldwide. Far from being a ¢ byproduct
of the atack, these screenshots now represent a key source
of intell e for mapy analyzing, and better mititg

infostealer campaigns.

II. PREVIOUS WORK

The continuous evolution of « are analysis has given
rise to diverse detection methodologies over the past decades
Malware detection approaches can be broadly categorized into
static signature-based and behavior-based methods (dy

memory ysis) [3]. [4]. [6]. F

Signature-based detection remains a fundamental approach,
where binary patterns extracted from malicious files serve
as identifiable fingerprints. While efficient for known the .
this traditional thod relies on matching suspicious files
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