
#BHUSA @BlackHatEvents

Booting into Breaches
Hunting Windows SecureBoot's Remote Attack Surfaces

Azure Yang @ CyberKunlun



#BHUSA @BlackHatEvents

About me

•Azure Yang @4zure9
Security Researcher @ Cyber Kunlun | MSRC MVR(2022–2025)

• Started journey into Windows security from late 2021

• Discovered 79 public CVEs in Windows security, 
specializing in bootloaders, remote vulnerabilities. 
Ranked #5 on MSRC’s 2024/2025 annual Windows 
Leaderboard and #2 in 2023Q4 for SecureBoot research. 

• Retired CTF player, DEF CON CTF Black Badge owner.

• Blending offensive expertise into defensive evolution.
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Agenda

• Background

• Attack surface in bootloader
• Network protocol
• BCD Registry
• Security Policy
• Filesystem
• Logic flaw

• How to fuzz

• Attack surface beyond bootloader

• Future Work & Take Aways
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Why Explore SecureBoot?

• Exploring unknown area is attractive for researcher

• The foundation of computer security starts with SecureBoot process

• SecureBoot vulnerabilities in Windows is rare in past decade.
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SecureBoot – The bigger picture

• Mobile – Hardware lockout implementation

• PC – UEFI

• Using digital signatures and certificates to establishing a chain of 
trust from hardware to OS
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Mobile Secureboot
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SecureBoot – Where is enforced
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What makes the SecureBoot breaches

• Despite fixed in code and the updates has already been shipped, all 
my 32 Secure Boot Vulnerabilities findings still exploitable by default

• PCA2011 gets expired in 2026

• PCA2023

• UEFI var DBX 32K limit

• Compatibility issue
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Fixed in CVE Title In wild Score CVSS

2016-Jul CVE-2016-3287 Secure Boot Security Feature Bypass Vulnerability FALSE 6.2 CVSS:3.0/AV:P/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

2016-Aug CVE-2016-3320 Secure Boot Security Feature Bypass Vulnerability FALSE 6.6 CVSS:3.0/AV:P/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/RC:C

2016-Nov CVE-2016-7247 Secure Boot Component Security Feature Bypass Vulnerability FALSE 6.2 CVSS:3.0/AV:P/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/RC:R

2019-Sep CVE-2019-1294 Windows Secure Boot Security Feature Bypass Vulnerability FALSE 5.3 CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

2019-Oct CVE-2019-1368 Windows Secure Boot Security Feature Bypass Vulnerability FALSE 4.9 CVSS:3.0/AV:P/AC:H/PR:N/UI:N/S:C/C:H/I:N/A:N/E:P/RL:O/RC:C

2020-Feb CVE-2020-0689 Microsoft Secure Boot Security Feature Bypass Vulnerability FALSE 8.2 CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H/E:F/RL:O/RC:C

2022-Jan CVE-2022-21894 Secure Boot Security Feature Bypass Vulnerability FALSE 4.4 CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:N/I:H/A:N/E:U/RL:O/RC:C

2023-May CVE-2023-24932 Secure Boot Security Feature Bypass Vulnerability TRUE 6.7 CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:F/RL:O/RC:C

Previous research

• About Attack vector
• (P)hysical

• (L)ocal

• (R)emote

• (A)djacent

Used by BlackLotus bootkit malware

Golden Key’s unlock attack
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My findings

1 2024-Apr CVE-2024-20688 Secure Boot Security Feature Bypass Vulnerability 7.1 CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

2 2024-Apr CVE-2024-28896 Secure Boot Security Feature Bypass Vulnerability 7.5 CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

3 2024-Apr CVE-2024-28898 Secure Boot Security Feature Bypass Vulnerability 6.3 CVSS:3.1/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

4 2024-Apr CVE-2024-20689 Secure Boot Security Feature Bypass Vulnerability 7.1 CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

5 2024-Apr CVE-2024-26171 Secure Boot Security Feature Bypass Vulnerability 6.7 CVSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

6 2024-Apr CVE-2024-26175 Secure Boot Security Feature Bypass Vulnerability 7.8 CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

7 2024-Apr CVE-2024-26180 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

8 2024-Apr CVE-2024-26189 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

9 2024-Apr CVE-2024-26240 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

10 2024-Apr CVE-2024-28925 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

11 2024-Apr CVE-2024-28897 Secure Boot Security Feature Bypass Vulnerability 6.8 CVSS:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

12 2024-Apr CVE-2024-29061 Secure Boot Security Feature Bypass Vulnerability 7.8 CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

13 2024-Apr CVE-2024-29062 Secure Boot Security Feature Bypass Vulnerability 7.1 CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

14 2024-Apr CVE-2024-28923 Secure Boot Security Feature Bypass Vulnerability 6.4 CVSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

15 2024-Jul CVE-2024-28899 Secure Boot Security Feature Bypass Vulnerability 8.8 CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

16 2024-Jul CVE-2024-37969 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

17 2024-Jul CVE-2024-37970 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

18 2024-Jul CVE-2024-37974 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

19 2024-Jul CVE-2024-37981 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

20 2024-Jul CVE-2024-37986 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

21 2024-Jul CVE-2024-37987 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

22 2024-Jul CVE-2024-26184 Secure Boot Security Feature Bypass Vulnerability 6.8 CVSS:3.1/AV:A/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

23 2024-Jul CVE-2024-37971 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

24 2024-Jul CVE-2024-37972 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

25 2024-Jul CVE-2024-37973 Secure Boot Security Feature Bypass Vulnerability 8.8 CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

26 2024-Jul CVE-2024-37975 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

27 2024-Jul CVE-2024-37977 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

28 2024-Jul CVE-2024-37978 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

29 2024-Jul CVE-2024-37988 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

30 2024-Jul CVE-2024-37989 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

31 2024-Jul CVE-2024-38010 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

32 2024-Jul CVE-2024-38011 Secure Boot Security Feature Bypass Vulnerability 8 CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C

There’s only 56 Secure Boot SFB from 2016-2025
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Reflections on Research Impact
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How AV:A possible?
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Define Secure boot SFB in Windows

• Before secure boot, Microsoft doesn’t acknowledge vulnerabilities 
in bootloader.

• With Secure Boot, bootloader issue can get a CVE

• Secure Boot is a security feature of Windows

• Vulnerabilities in Secure Boot are security feature bypass
• It can be remote
• It can be without user interaction
• It can be preauth
• It can be Remote Code Execution/Information Leak
• It can’t be Denial of Service
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Impact

• Most of PC with UEFI Secure boot enabled
• Linux
• Windows

• B(ring) Y(our) O(wn) B(ootloader)
• Can be from adjacent network
• Can be preauth
• Exploitable by default in many scenario
• Exploitable until PCA2011 expire or added to DBX
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ID Attack Surface Compomnet method CVE Type

1Network protocol PXE Bootloader Audit CVE-2024-20688 Stack OOB W

2Network protocol PXE Bootloader Audit CVE-2024-20689 Stack OOB W

3Network protocol PXE Bootloader Audit - DoS

4Network protocol PXE Bootloader Audit CVE-2024-28925 Recursive Calling

5Network protocol PXE Bootloader Audit CVE-2024-26180 Recursive Calling

6BCD Element Processing Bootloader fuzzing CVE-2024-26175 Heap OOB W

7BCD Element Processing Bootloader fuzzing CVE-2024-37971 Recursive Calling

8BCD Element Processing Bootloader fuzzing CVE-2024-37970 Heap OOB W

9BCD Registry structer Bootloader fuzzing CVE-2024-37972 Heap OOB W

10BCD Element Processing Bootloader fuzzing CVE-2024-28896 Stack OOB W

11BCD Element Processing Bootloader Audit & fuzzing CVE-2024-28897 Arbitrary Memory W

12BCD Element Processing Bootloader fuzzing CVE-2024-28923 Heap OOB W

13BCD Element Processing Bootloader Audit & fuzzing CVE-2024-37973 Recursive Calling

14BCD Element Processing Bootloader Audit & fuzzing CVE-2024-29061 Stack OOB W

15BCD Element Processing Bootloader Audit CVE-2024-37969 Info leak

16BCD Element Processing Bootloader Audit CVE-2024-37974 Heap OOB W

17BCD Element Processing Bootloader Audit ? Recursive Calling

18BCD Element Processing Bootloader Audit CVE-2024-26171 Heap OOB W

19BCD Element Processing Bootloader Audit CVE-2024-37970 Heap OOB W

20Network protocol Bootloader Audit CVE-2024-37975 Integer Overflow

21BCD Element Processing Bootloader Audit ? Arbitrary Memory W

22BCD Element Processing Bootloader Audit CVE-2024-37978 Heap OOB W

23BCD Element Processing Bootloader Audit CVE-2024-26240 Calling Stack

24BCD Element Processing Bootloader Audit CVE-2024-37981 Heap OOB W

25BCD Element Processing Bootloader Audit CVE-2024-26189 Recursive Calling

26Security Policy Bootloader Audit - Logical

27BCD Element Processing Bootloader Audit CVE-2024-28897 Heap OOB W

28BCD Element Processing Bootloader Audit CVE-2024-26175 Heap OOB W

29BCD Element Processing Bootloader Audit CVE-2024-26175 Heap OOB W

30BCD Element Processing Bootloader Audit CVE-2024-26175 Heap OOB W

31BCD Element Processing Bootloader Audit CVE-2024-28898 Recursive Calling

32BCD Element Processing Bootloader Audit CVE-2024-37986 Heap OOB W

33Architecture issue Bootloader Audit - Logical

34WIM filesystem Bootloader fuzzing CVE-2024-37987 Invalid Pointer Deref

35WIM filesystem Bootloader Audit CVE-2024-37988 Heap OOB W

36WIM filesystem Bootloader Audit CVE-2024-37989 Arbitrary Memory W

37WIM filesystem Bootloader Audit CVE-2024-38010 Heap OOB W

38WIM filesystem Bootloader fuzzing - DoS

39WIM filesystem Bootloader fuzzing - DoS

40NTFS filesystem Bootloader fuzzing - DoS

41NTFS filesystem Bootloader fuzzing ? Recursive Calling

42WIM filesystem Bootloader Audit ? Arbitrary Memory W

43NTFS filesystem Bootloader fuzzing - DoS

44NTFS filesystem Bootloader fuzzing - DoS

45NTFS filesystem Bootloader fuzzing CVE-2024-38011 Heap OOB W

46NTFS filesystem Bootloader fuzzing CVE-2024-28899 Recursive Calling

47NTFS filesystem Bootloader fuzzing - DoS

48FAT filesystem Bootloader fuzzing - DoS

49FAT filesystem Bootloader fuzzing - DoS

50Architecture issue Bootloader Audit CVE-2024-29062 Logical

51Driver Config Kernel fuzzing - Heap OOB W

52Sdb Parsing Kernel fuzzing - DoS

53Driver Config Kernel Audit - Heap OOB W

54Driver Config Kernel Audit - DoS

55Driver Config Kernel Audit - Recursive Calling

Summary of my research

• 55 unique reports

• Duplicate cases are already removed

• All reported cases can be carried by 
unauthenticated attacker from network.

• By finding method
• Audit: 35

• Fuzzing: 20

• By attack surface
• BCD Registry: 25

• Filesystem: 16

• Network protocol: 6

• Windows Kernel: 5
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My way to reduce duplication report

• On the developer view
• Find a bug
• Write a fuzzer to make it discoverable through fuzzing
• Conduct hot patching on vulnerability
• Find out if there are still any related crashes caused by the same 

rootcause.
• Repeat
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About the heap memory management

• No pageheap

• OOB write can happened silently without crash the bootloader

• The MmHapReportHeapCorruption itself has self recursive calling 
issue

• Allocate 0x20 at least, OOB write to block offset less than 0x20 is 
not a real vulnerability can be exploit, block is 0x20 aligned.
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Agenda

• Background

• Attack surface in bootloader
• Network protocol
• BCD Registry
• Security Policy
• Filesystem
• Logic flaw

• How to fuzz

• Attack surface beyond bootloader

• Future Work & Take Aways
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Network protocol

• IPv4 DHCP PXE

• IPv6 DHCPv6 PXE

• HTTP

• WDS Multicast

wdsmgfw.efiFirmware UefiPxeBcDxe
IPv4/v6

bootmgfw.efi

BCD Registry parsing

UDP Device Uri Device

HTTPTFTP RedirectTFTPWDS Multicast 1

4 Bugs
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IPv4 PXE

Preboot Execution Environment (PXE) Specification – Version 2.1
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IPv6 PXE

Unified Extensible Firmware Interface Specification – Version 2.3
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Research environment

• Hyper-V Gen2 VM is recommended
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Hyper-V Gen 2 VM Default Boot Settings

Support IPv6 boot in firmware, 
Use powershell to enable IPv6 PXE booting.

Set-VMFirmware boottest -PreferredNetworkBootProtocol IPv6
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Why choose Hyper-V
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Why choose Hyper-V
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VMware ESXi Firmware

Support IPv6 boot in firmware and can be 
configured in UEFI console.
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Case study 

• CVE-2024-20688-PXE Bootloader BmpParseDhcpv6Packet 
ServerIdentifier stack out of bound write

• CVE-2024-20689-PXE Bootloader BmpParseDhcpv6Packet 
ClientIdentifier stack out of bound write
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Case study 

Register controlled by remote attacker.
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BCD Registry

• Registry Hive file

• Can be edit by regedit and API
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Case study - CVE-2024-37972

• Bootloader CmpRemoveCellFromIndex Heap out of bound write



#BHUSA @BlackHatEvents

Say hello to bcdedit
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BCD element meaning
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Understand BOOT_ENVIRONMENT_DEVICE

• REG_BINARY

• Valid when unpacking from REG_BINARY format.

• Size gets checked

• Content in it is not checked
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BCD Element processing

• BL_DEVICE_TYPE
• DiskDevice = 0x0
• LegacyPartitionDevice = 0x2
• SerialDevice = 0x3
• UdpDevice = 0x4
• BootDevice = 0x5
• PartitionDevice = 0x6
• VmbusDevice = 0x7
• LocateDevice = 0x8
• UriDevice = 0x9
• CompositeDevice = 0xA
• CimfsDevice = 0xB
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A tale of an unsafe function

CVE Attack Surface Finding method Report title

CVE-2024-28896 BCD Element Processing fuzzing Bootloader BiSanitizeRamdiskDevicesInDevice RamDiskDevice stack OOB Write preauth RCE

CVE-2024-28897 BCD Element Processing Audit Bootloader BiSanitizeRamdiskDevicesInDevice LocateDevice invalid ParentOffset arbitrary memory write preauth RCE

CVE-2024-29061 BCD Element Processing Audit Bootloader BiSanitizeRamdiskDevicesInDevice FileDevice stack OOB Write preauth RCE

CVE-2024-26175 BCD Element Processing Audit Bootloader BiSanitizeRamdiskDevicesInDevice CimfsDevice Heap OOB write preauth RCE

CVE-2024-26175 BCD Element Processing Audit Bootloader BiSanitizeRamdiskDevicesInDevice RamDiskDevice Heap OOB write preauth RCE

CVE-2024-26175 BCD Element Processing Audit Bootloader BiSanitizeRamdiskDevicesInDevice CompositeDevice Heap OOB write preauth RCE

BiSanitizeRamdiskDevicesInDevice
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A design level change to fix(?) them all

Define design level change:

Before: BiSanitizeRamdiskDevicesInDevice
After: BlDeviceSanitizeRamdiskDevicesInDevice
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A design level change to fix(?) them all
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When bcdedit cry

• CVE-2024-28898
• Recursive calling when enumerate the GUID element 
contained by the first 16 bytes GUID in the device element 



#BHUSA @BlackHatEvents

About Recursive calling

• Stack memory layout

RSP

edk2/ESXi firmware

RSP

Hyper-V firmware

Gap?
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• Stack memory layout

RSP

edk2/ESXi firmware

RSP

Hyper-V firmware

Gap?

About Recursive calling
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When bcdedit cry

• CVE-2024-28898
• Recursive calling when enumerate the GUID element 
contained by the first 16 bytes GUID in the device element 
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When bcdedit cry
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HTTP Protocol

• Can be set by BCD element

• Not vulnerable when use firmware HTTP function

• Vulnerability exists when using firmware TCP and a hand-made 
HTTP parser in the bootloader.
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Case study - CVE-2024-37975

• Bootloader HttppGetResponseTcp Integer overflow preauth RCE
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Security Policy

• Golden Key’s unlock attack
• CVE-2016-3287 / CVE-2016-3320
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Security Policy

• Case 83787
• Logic, by design, can be attack carried by unauthenticated attacker in network

• Ability to put everyone uses PXE boot at risk

• It only works in theory; this is one of only two cases among my submissions 
where I cannot bypass secure boot when I submitted.
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The real security feature bypass

• CVE-2024-29062

BmFwVerifySelfIntegrity SFB
• Exist because bootloader fetch 

bootmgfw.efi for verification 
from the bootdevice.

CVE-2021-40045 – By taszk



#BHUSA @BlackHatEvents

BlackHat USA 2024 - Locked Down but Not Out / Fighting the Hidden War in Your Bootloader - Bill Demirkapi@MSRC
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Bad Fixup

CVE method Titile
CVE-2024-37987 fuzzing FixupDirEntry wStream invalid 64bit pointer
CVE-2024-37988 audit WimpFixupRoot invalid WIM SecurityBlock size check heap OOB write
CVE-2024-37989 audit WimpFixupRoot lack of Directory attribute check arbitrary memory write
CVE-2024-38010 audit FixupDirEntry Directory File NextEntry invalid check heap OOB write

-fuzzing WimpRead invalid chunk error deadloop preauth DoS
-fuzzing WimpReadResource div zero preauth DoS
?audit WimpFixupRoot lack of flags check arbitrary memory write
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Fuzzing infra

• AFLplusplus
• NYX mode

• AFL++ - Free mutator

• NYX – Fast snapshot

• Intel PT – Code Coverage
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Harness – My approach

• Patch bootmgfw.efi

• Patch image integrity check

• Add sections
• Harness shellcode written by C++
• Metadata contains control data
• Bitmap is coverage
• Payload used to receive mutate input

• Modify target function call to trampoline 

Trampoline seg

Metadata segment

Bitmap segment

Payload segment
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Tips to fuzz filesystem

• Filesystem itself is a code coverage amplifier
• fuzzing use code basic block bitmap to collect coverage
• To reach same logic in code, all roads can lead you to Rome

• Fuzzing approach
• Reversing
• Understanding
• Fuzzing
• Conduct hot patching on vulnerability
• Repeat

• Result: 16 reports in 5 days, 5 by audit, 11 by fuzzing
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Harvest
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Go speed racer

Making VM snapshot tree really helps you accelerate the analysis
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Exploiting the vulnerability without infoleak

• Why do I need an infoleak to exploit the vulnerabilities?
• Because there’s ASLR on bootmgfw.efi
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Exploiting the vulnerability without infoleak

• What if I can bypass ASLR as if it does not exist from the start?
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Security boot chains remains intact and complete

Memory corruption

UEFI PXE

Unauthenticated Attacker
from network

Microsoft signed Bootloader

Protocol 
vulnerabilities

BCD Element Processing 
vulnerabilities

Filesystem
vulnerabilities

Remote code execution Security feature bypass

Firmware bootloader
verification
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Agenda

• Background

• Attack surface in bootloader
• Network protocol
• BCD Registry
• Security Policy
• Filesystem
• Logic flaw

• Attack surface beyond bootloader

• Future Work & Take Aways
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One more thing

• I have just taken my first step into secure boot research.

• The PXE architecture problem exposes countless Windows kernel 
and userland service code to unauthenticated remote attackers, 
potentially ushering in a new era of unauthenticated RCE attacks 
on Windows.

Bootloader

Windows Kernel

Windows Services
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Up-to date
OS Binary

Default
Configuration

Up-to date
OS Binary

Attacker compromised
Configuration
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Your PC is under risk
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How to make this attack
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Introduce a handful tool
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Introduce a handful tool
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Replace the setup.exe
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Just wait for fish to bite
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If you don’t want to wait

• You might exploit a remote DoS to force the victim to reboot

Physical Attack
SecureBoot

Local Attack
SecureBoot

Remote Attack
SecureBoot

Remote DoS
Based Attack
SecureBoot
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BlackHat USA 2024 - Locked Down but Not Out / Fighting the Hidden War in Your Bootloader - Bill Demirkapi@MSRC
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Data shared between bootloader and kernel

• \WINDOWS\inf\errata.inf

NT Kernel
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What’s the file looks like

• Attacker controlled
• Standard INF file
• Parsing in Kernel
• No common API
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Standing on the shoulders of giants

Start fuzzing harness code from opensource code base
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How to setup fuzzing infra

• Step.2 Store the fuzzing file
• pass in errata.inf to C:\Temp
• Install the fuzzing kdcom by clicking VirtualKD-redux Install
• Reboot the machine and press F8, to complete the snapshot capture
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Analyzing the crash
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Do RE job, find RCE

Windows Kernel EmpParseCallbacks Heap Out-of-
Bounds Write 

The first Windows kernel memory corruption I’ve 
discovered in my career.
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What’s Actually Going On?

Kernel-mode
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Agenda

• Background

• Attack surface in bootloader
• Network protocol
• BCD Registry
• Security Policy
• Filesystem
• Logic flaw

• Attack surface beyond bootloader

• Future Work & Take Aways
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Future Work

• Continue research on bootmgfw.efi on other attack surface

• Winload.efi
• Hardware specific firmware (etc. HSP on AMD platform)

• Resume.efi

• Hyper-V bootloader

• Research on Windows kernel and userland service code that is 
invisible to remote attacker from normal boot
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One more interesting thing

• Looking at Microsoft’s patch, there’s multiple branch, PCA2011 and 
PCA2023. Code before 26100 and code after 26100.

• You really should take the update guide manually. It’s not only for 
DBX update, also to switching your bootloader to PCA2023 branch.
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Booting into breaches

• PCA2011 Time breaches

• Patch branch breaches
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Take Aways

• B(ring) Y(our) O(wn) B(ootloader) to archive AV:A in secureboot attack

• Small function with sanitize in its name could be very vulnerable

• Recursive calling could be exploitable to RCE in UEFI environment

• Check twice after your patch release, especially when you have found 
vulnerabilities in same component at a very large volume, don’t be lazy.

• Take closer look at the code if fuzzer can generate DoS.

• Out of scope vulnerabilities could also be interesting in real world.

• Take further action immediately to fix these SecureBoot vulnerabilities. 
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Recheck for multiple WDS server
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A tool to detect secureboot
status



#BHUSA @BlackHatEvents

Thanks!
X: @4zure9
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