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mS2xnat About

* Azure Yang @4zure9

Security Researcher @ Cyber Kunlun | MSRC MVR(2022-2025)
e Started journey into Windows security from late 2021

* Discovered 79 public CVEs in Windows security,
| specializing in bootloaders, remote vulnerabilities.
I

¥ =| CYBER Ranked #5 on MSRC's 2024/2025 annual Windows

Leaderboard and #2 in 2023Q4 for SecureBoot research.
« Retired CTF player, DEF CON CTF Black Badge owner.
* Blending offensive expertise into defensive evolution.
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* Background

* Attack surface in bootloader
* Network protocol
* BCD Registry
* Security Policy
* Filesystem
* Logic flaw

* How to fuzz
* Attack surface beyond bootloader
* Future Work & Take Aways
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* Exploring unknown area Is attractive for researcher

Security is, | would say, our top priority because for all the exciting
things you will be able to do with computers - organizing your lives,
staying in touch with people, being creative - if we don't solve these
security problems, then people will hold back.

— Bill Gates

* The foundation of computer security starts with SecureBoot process
* SecureBoot vulnerabilities in Windows is rare in past decade.
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* Mobile — Hardware lockout implementation
* PC — UEFI

* Using digital signatures and certificates to establishing a chain of
trust from hardware to OS
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This phone is not running Samsung's official
software. You may h problems with features The boot loader is unlocked and software
or security,-and you woh't be able to in integrity cannot be guaranteed. finy data
% stored on the device may be available to
attackers. Do not store amy sensitive [ F1¥]
on the device.

software updates.

Visit this link on another device:
g .co/ABH

SAMSUNG
Galaxy S105G

¥ Secured by Knox

PRESS POVER KEY TO PAUSE BOOT

Powered by

android s
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Windows Feature Secure Boot

Required?

Windows 11 Installation/Upgrade  Yes (capable) Must be Secure Boot capable, recommended

to enable

BitLocker Device Encryption Strongly Protects boot chain integrity

recommended

Credential Guard Yes Depends on Secure Boot for trusted boot

Device Guard Yes Uses Secure Boot for code integrity

Early Launch Anti- Yes Ensures trusted anti-malware drivers load first
Malware (ELAM)

Measured Boot Relies on Secure Boot for integrity checks

Recall (Copilot+ PCs) Requires Secure Boot, BitLocker, and

Windows Hello
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* Despite fixed in code and the updates has already been shipped, all
my 32 Secure Boot Vulnerabilities findings still exploitable by default

= Microsoft Root Certificate Authority 2010

: . -5 Microsoft Windows Production PCA 2011
* PCA2011 gets expired in 2026 = Microsoft Root Certificate Authority 2010

e PCA2023 ~ElWindows UEFI CA 2023
Issued to: Microsoft Windows Production PCA 2011

* UEFI var DBX 32K limit
* Compatiblility 1ssue

Issued by: Microsoft Root Certificate Authority 2010

Valid from 10/19/2011 to 10/19/2026
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/ Golden Key’'s unlock attack

Fixed in|CVE Title / In wild |[Score |CVSS

2016-Jul |[CVE-2016-3287 Secure Boot Security Feature Bypass Vulnerability FALSE 6.2|CVSS:3.04AV:
2016—Aug CVE-2016-3320 Secure Boot Security Feature szass Vulnerability FALSE 6.6|CVSS:3.04AV:
2016-Nov|CVE-2016-7247 |Secure Boot Component Security Feature Bypass Vulnerability FALSE 6.2|CVSS:3.04AV:P
2019-Sep|CVE-2019-1294 |Windows Secure Boot Security Feature Bypass Vulnerability FALSE 5 3|CVSS:3.04AV:P
2019-0ct |CVE-2019-1368 |Windows Secure Boot Security Feature Bypass Vulnerability FALSE 49|CVSS:3.04AV:P
2020-Feb|CVE-2020-0689 |Microsoft Secure Boot Security Feature Bypass Vulnerability FALSE 8.2/CVSS5:3.04AV: L
2022-Jan|CVE-2022-21894 |Secure Boot Security Feature Bypass Vulnerability FALSE 4 4/CVSS:3.14AV:L
2023-May|CVE-2023-24932 [Secure Boot Security Feature Bypass Vulnerability B 6.7icvss:s.ifav:iL

* About Attack vector
* (P)hysical
* (L)ocal

Used by BlackLotus bootkit malware

* (R)emote
* (A)djacent
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There's only 56 Secure Boot SFB from 2016-2025

1|12024-Apr|CVE-2024-20688 [Secure Boot Security Feature Bypass Vulnerability 1|cvss:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
2|12024-Apr|CVE-2024-28896 |Secure Boot Security Feature Bypass Vulnerability 75 CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
3(2024-Apr|CVE-2024-28898 [Secure Boot Security Feature Bypass Vulnerability 6.3|CVSS:3.1/AV:A/AC:H/PR:H/UI:R/S:U/C:H/I1:H/A:H/E:U/RL:0/RC:C
4(2024-Apr|CVE-2024-20689 |Secure Boot Security Feature Bypass Vulnerability 7.1|cvss:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
5|2024-Apr|CVE-2024-26171 [Secure Boot Security Feature Bypass Vulnerability 6.7/|CvSS:3.1/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
6[2024-Apr|CVE-2024-26175 |Secure Boot Security Feature Bypass Vulnerability 7.8|cvss:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
7|2024-Apr|CVE-2024-26180 [Secure Boot Security Feature Bypass Vulnerability 8|CvsS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
8(2024-Apr|CVE-2024-26189 |Secure Boot Security Feature Bypass Vulnerability 8|cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
9|2024-Apr|CVE-2024-26240 |Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
10(2024-Apr|CVE-2024-28925 |Secure Boot Security Feature Bypass Vulnerability 8|cvssS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
11{2024-Apr|CVE-2024-28897 |Secure Boot Security Feature Bypass Vulnerability 6.8|CvsSs:3.1/AV:A/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
12(2024-Apr|CVE-2024-29061 |Secure Boot Security Feature Bypass Vulnerability 7.8|cvss:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
13|2024-Apr|CVE-2024-29062 |Secure Boot Security Feature Bypass Vulnerability 7.1|CvSsS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
14(2024-Apr|CVE-2024-28923 |Secure Boot Security Feature Bypass Vulnerability 6.4|CvSS:3.1/AV:L/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
15|2024-Jul|CVE-2024-28899 |Secure Boot Security Feature Bypass Vulnerability 88|Cvss:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
16(2024-Jul|CVE-2024-37969 |Secure Boot Security Feature Bypass Vulnerability 8|CvsS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
17|2024-Jul|CVE-2024-37970 |Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
18(2024-Jul|CVE-2024-37974 |Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
19(2024-Jul|CVE-2024-37981 |Secure Boot Security Feature Bypass Vulnerability 8|cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
20(2024-Jul|CVE-2024-37986 |Secure Boot Security Feature Bypass Vulnerability 8|CvsS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
21|2024-Jul|CVE-2024-37987 |Secure Boot Security Feature Bypass Vulnerability 8|cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
22(2024-Jul |CVE-2024-26184 |Secure Boot Security Feature Bypass Vulnerability 6.8|CvSsS:3.1/AV:A/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
23]2024-Jul|CVE-2024-37971 |[Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
24(2024-Jul|CVE-2024-37972 |Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
25|2024-Jul|CVE-2024-37973 |Secure Boot Security Feature Bypass Vulnerability 88|Cvss:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
26|2024-Jul |CVE-2024-37975 |[Secure Boot Security Feature Bypass Vulnerability 8|Ccvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
27(2024-Jul|CVE-2024-37977 |Secure Boot Security Feature Bypass Vulnerability 8|CvssS:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
28(2024-Jul |CVE-2024-37978 |Secure Boot Security Feature Bypass Vulnerability 8|cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
29|2024-Jul |CVE-2024-37988 [Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
30|2024-Jul |CVE-2024-37989 [Secure Boot Security Feature Bypass Vulnerability 8|Ccvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
31|2024-Jul|CVE-2024-38010 |Secure Boot Security Feature Bypass Vulnerability 8|Cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C :1()
32(2024-Jul |CVE-2024-38011 |Secure Boot Security Feature Bypass Vulnerability 8|cvss:3.1/AV:A/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:0/RC:C
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< C °5 zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-update-review Yk (‘2 2 O v,

ZERO DAY
INITIATIVE

There are also two dozen fixes for security feature bypass (SFB) bugs, although | think we
need to rename a component. Between 23 fixes in April and 20 more this month, | don't
think we can really call it Secure Boot anymore. Even worse, all but two of these could be
exploited by an Adjacent attacker with LAN access to the target. Oof. I'm calling this feature
“Protected Boot" rather than “Secure Boot". The SFB bug in BitLocker requires physical
access, but BitLocker is specifically designed to prevent this sort of attack, so...er...not good.
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' OS Deployer PXE server
Ports used - 69 and 4011

Client Computer Router

DHCP Server
12
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* Before secure boot, Microsoft doesn’t acknowledge vulnerabilities
IN bootloader.

* With Secure Boot, bootloader issue can get a CVE
* Secure Boot Is a security feature of Windows

* Vulnerabillities in Secure Boot are security feature bypass
* |t can be remote

It can be without user Interaction

It can be preauth

It can be Remote Code Execution/Information Leak

It can’'t be Denial of Service

13
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* Most of PC with UEFI Secure boot enabled
* Linux
* Windows

* B(ring) Y(our) O(wn) B(ootloader)
* Can be from adjacent network
* Can be preauth

* Exploitable by default in many scenario
* Exploitable until PCA2011 expire or added to DBX

14
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Attack Surface

Compomnet
PXE Bootloader

method
Audit

CVE
CVE-2024-20688

Type
Stack OOB W

* 55 unique reports

* Duplicate cases are already removed
* All reported cases can be carried by
unauthenticated attacker from network.

By finding method
* Audit: 35
* Fuzzing: 20

* By attack surface
* BCD Registry: 25
* Filesystem: 16
* Network protocol: 6
* Windows Kernel: 5

1Network protocol
2Network protocol
3Network protocol
4Network protocol
5Network protocol
6BCD Element Processing
7BCD Element Processing
8BCD Element Processing
9BCD Registry structer
10BCD Element Processing
11BCD Element Processing
12BCD Element Processing
13BCD Element Processing
14BCD Element Processing
15BCD Element Processing
16BCD Element Processing
17BCD Element Processing
18BCD Element Processing
19BCD Element Processing
20Network protocol
21BCD Element Processing
22BCD Element Processing
23BCD Element Processing
24BCD Element Processing
25BCD Element Processing
26Security Policy
27BCD Element Processing
28BCD Element Processing
29BCD Element Processing
30BCD Element Processing
31BCD Element Processing
32BCD Element Processing
33Architecture issue
34WIM filesystem
35WIM filesystem
36WIM filesystem
37WIM filesystem
38WIM filesystem
39WIM filesystem
A0NTFS filesystem
41NTFS filesystem
42WIM filesystem
43NTFS filesystem
44NTFS filesystem
45NTFS filesystem
46 NTFS filesystem
47NTEFS filesystem
48FAT filesystem
49FAT filesystem
50Architecture issue
51Driver Config
52Sdb Parsing
53Driver Config
54 Driver Config
55Driver Config

PXE Bootloader
PXE Bootloader
PXE Bootloader
PXE Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Bootloader
Kernel
Kernel
Kernel
Kernel
Kernel

Audit
Audit
Audit
Audit
fuzzing
fuzzing
fuzzing
fuzzing
fuzzing
Audit & fuzzing
fuzzing
Audit & fuzzing
Audit & fuzzing
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
Audit
fuzzing
Audit
Audit
Audit
fuzzing
fuzzing
fuzzing
fuzzing
Audit
fuzzing
fuzzing
fuzzing
fuzzing
fuzzing
fuzzing
fuzzing
Audit
fuzzing
fuzzing
Audit
Audit
Audit

CVE-2024-20689

CVE-2024-28925
CVE-2024-26180
CVE-2024-26175
CVE-2024-37971
CVE-2024-37970
CVE-2024-37972
CVE-2024-28896
CVE-2024-28897
CVE-2024-28923
CVE-2024-37973
CVE-2024-29061
CVE-2024-37969
CVE-2024-37974
?

CVE-2024-26171
CVE-2024-37970
CVE-2024-37975
?

CVE-2024-37978
CVE-2024-26240
CVE-2024-37981
CVE-2024-26189
CVE-2024-28897
CVE-2024-26175
CVE-2024-26175
CVE-2024-26175
CVE-2024-28898
CVE-2024-37986
CVE-2024-37987
CVE-2024-37988
CVE-2024-37989
CVE-2024-38010

?
?

CVE-2024-38011
CVE-2024-28899

CVE-2024-29062

Stack OOB W

DoS

Recursive Calling
Recursive Calling
Heap OOB W
Recursive Calling
Heap OOB W

Heap OOB W

Stack OOB W
Arbitrary Memory W
Heap OOB W
Recursive Calling
Stack OOB W

Info leak

Heap OOB W
Recursive Calling
Heap OOB W

Heap OOB W
Integer Overflow
Arbitrary Memory W
Heap OOB W
Calling Stack

Heap OOB W
Recursive Calling
Logical

Heap OOB W

Heap OOB W

Heap OOB W

Heap OOB W
Recursive Calling
Heap OOB W
Logical

Invalid Pointer Deref
Heap OOB W
Arbitrary Memory W
Heap OOB W

DoS

DoS

DoS

Recursive Calling
Arbitrary Memory W
DoS

DoS

Heap OOB W
Recursive Calling
DoS

DoS

DoS

Logical

Heap OOB W

Do
He: w

DoS
Recursive Calling
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* On the developer view
* Find a bug
* Write a fuzzer to make It discoverable through fuzzing
* Conduct hot patching on vulnerability

* Find out If there are still any related crashes caused by the same
rootcause.

* Repeat

16
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* No pageheap
* OOB write can happened silently without crash the bootloader

* The MmHapReportHeapCorruption itself has self recursive calling
ISsue

* Allocate Ox20 at least, OOB write to block offset less than 0x20 Is
not a real vulnerability can be exploit, block is 0x20 aligned.

17
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* Background

* Attack surface in bootloader
* Network protocol
* BCD Registry
* Security Policy
* Filesystem
* Logic flaw

* How to fuzz
* Attack surface beyond bootloader
* Future Work & Take Aways

18
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* |IPv4d DHCP PXE
* IPvo DHCPv6 PXE

« HTTP
* \WDS Multicast WDS Multicast HTTP @

UDP Device Uri Device

BCD Registry parsing

bootmgfw.efi

IPv4/v6

Firmware UefiPxeBcDxe wdsmgfw.efi 4 Bugs
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DHCP Discover to port 67

“ " DHCP Discover to Port 67
Contains “PXEClient” extension
/ \ DHCP Contains "PXEClient" extension l‘agsh__""“‘ DHCP
DHCP Offer to port 68 _ Service Service
Contains [other DHCP option tags] + /
Client IP addr DHCP Offer to port 68 contains:—— |

[Other DHCP option tags] +
Client IP addr +
PXE Opt 60 "PXEClient"

DHCP Request to port 67 -____‘___‘_--
DHCP

DHCP Ack to port 68 - Service

DHCP
DHCP Request to Installation Server port 67— | Service
Contains [Other DHCP option tags]

DHCP Server
DHCP Discover to port 67
Contains “PXEClient” extension

DHCP Offer to port 68 \

Client IP addr set to 0.0.0.0

DHCP Ack reply to Port 68

/DI-ICP’Request to Port 4011 —_

| —————Contains "PXEClient" extension tags

/

Extended DHCP Offer to client port contains:

D

DHCP Request to port 4011
Contains “PXEClient” extension

__________'——'———

DHCP Ack reply to port client’s port
Contains “PXEClient” extension tags + —— |

Client |/~ BStrap.0 file PXE client extension tags Proxy DHCP
\ BStrap.0 download request to TFTP Server
port 69 or MTFTP port assignedin  ______— - Boot Service Discovery

DHCP Ack w/ BStrap.0 file. Service

Contains "PXEClient" extension tags

BStrap.0 download to client's port F'roxy DHCP * [Other DHCP OPtion tags] \\\ Boot
-— 00
— Server , Service
Boot Service Discover to port 67 or 4011 Client ________BOO( Service Ack reply to Client's P'Ol"tr________
c°““"[‘gth::‘Sﬁg‘f,“;p:‘;':'::;? tags + Contains: PXE Client extension tags

+

T Boot Execute NBP file name
Boot Service Ack reply to port 68 or client’s port Service

| ——— " Contains: “PXEClient” extension tags + —_ Downloaded

\ NeF Hlename ol NBP Download
Request to TFTP port 69— |
NEP Download request to TFTP port 69 or - PXE q P
MTETP port assigned in Boot Service Ack — | M/TFTP

000 00

PR
¥

\ / e Client \ /

" t NBP Download to
PXE Client NBP Download to client's port Boot Server PXE c"ent Client's port BOOt Ser\"er
Figure 2-4 PXE Client Response to DHCP Server Supplying Boot Service Discovery Code Figure 2-3 PXE Client Response to DHCP Server Containing a Proxy DHCP Service

Preboot Execution Environment (PXE) Specification — Version 2.1 20
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DHCPE Solicit to 547 -
FCnntains “PXEClient” exttags —————__| DHCPE Solicit to 547

FCn ntains “PXEClient” ext tag&——‘_h___‘_‘_“
DHCPS Advertise o546 — 1] onere

Contains [Other DHCPE option tags
DHCPE Advertise to 546 E DHCPS
Contains[Other DHCPG options tags] Service

+ client address
+ “PYEClient” + client address

DHCPG Request to 54?—-—.__,_______2
DHCPS Reply to 548 n‘ DHCFS

Service

DHCPE Request to 547

rCunmins [Other DHCPE option mgdmﬁ’

DHCPE Salicitto 547
Contains “PXEClient” ext tags

\

DHCPE Advertise to 546
Contains “PXEClient” ext tags

DHCPS Request to 4011

Contains “PXEClient” ext tags

DHCPS Reply to 546 g Service

|

DHCPS Request to 4011

_E_.__-r—'—r_:cl ntains “PXEClient” exttags  —————_|
DHCPS Reply to client port
Contains “PXEClient” ext tags 4

+ BootFileURL Boot Server address)

DHCP6 Reply to client port
Contains “PXEClient” ext tags
+ BootFileURLBoot Seweraddress}—_n_

Boot Service Request to 4011
Contains “PXEClient” ext tags
+ [Other DHCP6 option tagg

‘\\\ DHCP6 Reply to client port
Contains “PXEClient” ext tags Boot
+ BootFileURLBoot Server address Service
and MNBP file name) _)_nt

+ BootFilePara (NBP file size)

_,_,--"'(_F'_'_'_FF
Boot Service Request to 4011
n Contains “PXEClient” ext tags

+ [Other DHCPE option tags \

Boot Service Reply to client port
Contains “PXEClient” ext tags Boot
|+ BootFileURLiBoot Server address Service

and MBP file name) —E—

+ BootFilePara (NEP file size)

TETP ReadFile to 69to request NBP file :.

TFTF ReadFile to 69 to request NBF file TETP

COOROE
gloojololo

Seni TFTP
vice Service
1 [)
NBP file download to client purﬁ————m" "—-——_.__,__Napﬁle download fo dlient pmr/—ﬂ"
Figure 59. IPv6-based PXE boot (DHCP6 and ProxyDHCPE reside on the different server) 21

— A

Unified Extensible Firmware Interface Specification — Version 2.3 Figure 58. netboots (DHCPG and ProxyDHCP6 reside on the same server)
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* Hyper-V Gen2 VM Is recommended

-- Microsoft
.- Hyper-V

22
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[§74 Settings for boottest on WIN-EPVOV39DIOG

Support IPv6 boot in firmware,

# Hardware [ Firmware

I Add Hardware Use powershell to enable IPv6 PXE booting.
[ — Boot order
Select the order in which boot entries are checked to start the
' S_F—'_'-"-'ri Type Value
S EnahEs B Network Adapter  Intel(R) 82574L Gigabit Network Co
" ey T TSV — -PreferredNetworkBootProtocol IPv6

== Hard Drive

+ n Processaor

< Virtual processors (E driver
5 &8 scsi Controler >»3tart PHE over IPv6... driver
¥ s Hard Drive Station IP address is 2001:DAB:FF:212:0:0:B8362:C674 driver
boottest. vhds (E driver
driver

+ H Metwork Adapte
T E"_“':'r :_‘?E'_ r_. N ~ driver
) ST e e driver
% Management Details for selected boot entry: (E driver
1| Mame — driver
hootte Description: EFT Network E driver
| Integration Services Value: Intel(R) 82574L Gigabit Network Connection - Virtual Swit 3’"?""3*"
Some services offere Fan=lr
s Checkpaints Firmware device path: AcpiEx{VMBus,0,0)/VenHw({3B 17E5A2-08 KE driver
= TR, B80B5C22309BA,635161F8 3EDFC 5469 13FF 2D 2F96 5SEDOE40ABE (E driver
aE _ F7DF3CB39EEA) MAC(000000000000) MessagingPath driver
wa Smart Paging File Location (E driver

fip Automatic Start Action

Hyper-V
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—

70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98

OIS TID | W Ly =3

v5 = v4— vftable >TriageDump64: :Initialize_ MEMORY_DUMP_PARAMETERS_ PTR(
v4,
(GuestCrashDumpWriter *)((char *)this + 56));
if (v5 >=8 )
{
LODWORD(v18) =
v19 = @i64;
= (const WCHAR *)((char *)this + 8);
v10 = (const unsigned __int16 *)((char *)this + 8);
if ( *((_QWORD *)this + 4) >= 8ui6d )
vle = *(const unsigned __intl6 **)v9;
Vml::VmFile: :VmFile((Vml::VmFile *)&v19, v1@, v&, *((_DWORD *)this + 11));
LODWORD(v18) =

]?Write@TriageDump64@@UEAAJAEAVVmFile@le@@@Z

v5 = v4->__ vftable-pTriageDump64: :Write_Vml::VmFile(v4, &v19);// Generate Dump,
Vml::VmFile: :Reset - 3y

if (v5 >=0 )
{
v4->_ vftable->TriageDumpé64: :GetBugcheckCode uint(v4, (unsigned int *)&vil8);
v20 = (struct _EVENT DESCRIPTOR)MSVM_GUEST_CRASH_DUMP_SUCCESS;
Vml::VmFile: :Reset(&v19, v13);
vE = 8;
¥
else
{
LODWORD(v18) = v5;
if ( *((_QWORD *)this + 4) >= 8uis4 )
v9 = *(const WCHAR **)v9;
DeleteFileW(v9);
Vml::VmFile: :Reset(&v19, v12);

bl

0OOA6275 ?InitiateDump@GuestCrashDumpWriter@@QEAAJIQEZ: 40 (1U4EOA6275)

P

24
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Bugcheck Analysis

KMODE_EXCEPTION_NOT_HANDLED (le)

This is a very common BugCheck.
the driver/function that caused the problem.

Usually the exception address pinpoints
Always note this address

as well as the link date of the driver/image that contains this address.
Arguments:

Argl: ffffffffcoeeeees,
Arg2: 0B000P0B3e915383,
Arg3: 0000000008000 00,
Argd: ©oeooloooedeceeces8,

bootmgfw!WimpSearchForDirent+0x63:
000e0ePe 3e915383 ©fb74364

kd> kf

# Memory
ee

el 40
e2 1ee
e3 ae
e4 ae
e5 ae
e6 160
e7 70
es8 70
e9 ibe
ea l1ee

Child-SP

©0000000"
©0000000"
oeeeeeee”
00000000
©0000000"
ooeeeeee”
oeeeeeee’
00000000
00000000
oeeeeeee’
oeeeeeee’

@46eebbe
@46eebfeo
846eecte@
846eedse
©46eee30
846eeed®
ed4e6efe3e
e46efea0
edeeflle
@46ef2ce
@46ef3ce

MovVZX

RetAddr

©o000e00"
©oo000e0e"
Poeeeeee”
©0000eee
90000000
eooeeeee”
eoooeeee”
90000000
90000000
oooeeeee”
oooeeeee”

The exception code that was not handled
The address that the exception occurred at
Parameter @ of the exception

Parameter 1 of the exception

eax,word ptr [rbx+64h] ds:0030:41414141 414141a5=????

3e91461c
3e90f36a
3e98f32c
3e90f32c
3e90eeld
3e90daz2l
3eabB84f
3e9e983e
3e8a2214
3e8a3ede
3eBalc4e

Call Site
bootmgfw!WimpSearchForDirent+@x63
bootmgfw!WimOpen+ex74
bootmgfw!FileIoOpen+8x24e
bootmgfw!FileIoOpen+8x210
bootmgfw!FileIoOpen+0x210
bootmgfw!BlpFileOpen+@xe8
bootmgfw!BlFileOpen+@x71
bootmgfw!SbeEnumerateFilesInDirectory+0x5f
bootmgfw!BlImglLoadBootApplication+@x21le
bootmgfw!BmTransferExecution+e@x84
bootmgfw!BmpLaunchBootEntry+0x25c

Why choose Hyper—V:

s ok ok ok ok o ok ok ok ok o ok o ok o ok o ok o o ok ok oo ok ok ok ok ok ok ok ook ok o o ook ook o ok ok sk o ok ok sk ok ok sk ok sk sk ok ok sk ok ok s ok ok sk sk ok ok ok ok sk ok SR Sk R K
ee
*
.
s ok ok ok ok o ok ok ok ok o ok o ok o ok o ok o o ok ok oo ok ok ok ok ok ok ok ook ok o o ook ook o ok ok sk o ok ok sk ok ok sk ok sk sk ok ok sk ok ok s ok ok sk sk ok ok ok ok sk ok SR Sk R K

BUGCHECK_CODE: 1le
BUGCHECK_P1: ffffffffcoeeeees
BUGCHECK_P2: 3e915383
BUGCHECK_P3: ©
BUGCHECK_P4: 46eece8
FILE_IN CAB: Memory.dmp
EXCEPTION_PARAMETER1: ©0000000000080
EXCEPTION_PARAMETER2: ©0000000046ee
READ_ADDRESS: ©0000000046eeced

25
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Boot Manager

Boot normally Device Path:
PciRoot (0x0) /Pci (0x16,0x . )
EFI Network 0) /Pci (0x0,0x0) /MAC 0050 | IRYUTe]elo] aMIRAVAS) boot I1n firmware and can be
5698947C, 0x0) /1Pub (0000 : . i
EFI Uirtual disk (0.0) rRREEGRTGE configured in UEFI console.
EFI UMware Virtual SATA CDROM Drive (0.0) :0000:0000,0x0,Static,00 _
PXE HITPvb 00: 0000 :0000:0000:0000:0 | D;Eiz File DXE :i:;g
PHEE HTTP v4 ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ,ﬂﬂqﬂ,ﬂﬂﬂﬂ F MnpDxe F:i.le DXE dr":i.luler"
0000 : 0000 : 0000 : 0000 : 0000 :ﬁﬁigi: iii: giE 3:1:::
Enter SEtLl]] 0000 ; 0000) b UdpdDxe File DXE driver
Reset the system i iy DXE drdver
Shut doun the SUStEm b UefiPueBcDxe File DXE driver
b Ip6Dxe File DXE driver
b UdpBDxe File DXE driver
¢ DhcpeDxe File DXE driver
b MtFtpeDue File DXE driver
b TcpDxe File DXE driver
b DnsDxe File DXE driver
b HttpDxe File DXE driver
b HttpBootDxe File DXE driver
b HttplhtilitiesDxe i driver

Ti=Move Highlight {Enter>=Select Entry
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: \ / 4 4
3 i - . - < \\\\ 5 ’,/' g
- /{ // \ \\ / ‘/{,
y 4 \.\ \\\ //.zv' ' A ’
= 7 ~ / \\\,,-‘ '/,/ / / y

* CVE-2024-20688-PXE Bootloader BmpParseDhcpvoPacket
Serverldentifier stack out of bound write

* CVE-2024-20689-PXE Bootloader BmpParseDhcpvoPacket
Clientldentifier stack out of bound write

if ( PxeFindDhcpv6Option(1l, 1, (_ inté4)pBuffer, cbLimit, &Src, v4) )
( : E —
{ 1
a3->word22A = v4[08];
L t(a3, @, sizeof( 135 - = = -
= 5T ( chLindt >= 4uibd ) memmove (&a3->pClientIdentifier, Src, |v4[@2]);
{ 1
[ pBuffer = pBuffer; T
L a3-r»word228 = ( Y*_pBuffer; f; . . - - s 2 ~a f —
L a3->dword33@ = (*pBuffer >> 8) & GxFFFFFF | a3->dword336 & @xFFoooer -~ ( pXEFlndDthVE’Optlon(é) o ( . ) )pBU fer} Cb-lrrlt) &Src) V4) )
L if ( PxeFindDhcpweOption(l, 1, ypBuffer, cbLimit, &Src, v4)}\ r
1
L a3-rword22A = va[@]; 2 L oV — Al .
L memmove (&a3->pClientIdentifier, Src, v4[8]); as>- >“Ord2;“c - V4[ = ] .
L J_- ( PxeFindDhcpwveOption(2, 1, ( ypBuffer, cbLimit, &Src, v4) merrlrr.CVE(&a?." >pserverIdentlfler) Src) V4[;J] ) ;
{ 1
L a3->word2AC = v4[a]; J
L memmove (&a3->pServerIdentifier, Src, v4[Bls

i // [rsp+EBh] [rbp-698h] BYREF



blackhat Case s

1111 X64 Exception Type - OD(#GP - General Protection) CPU Apic ID - 00000000 111!
ExceptionData - 0000000000000000

RIP - 4141414141414141, C5 - 0000000000000038, RFLAGS - 00000000000DO00202
RAX - 00000000C0O000240, RCX - 00000000CO000240, RDX - 00000000101338:Z8
RBX - 0000000000000013, RSP - OOOOOO0OOG3FE37510, RBP - 000000003FE375DO
RSI - 4242424242424242, RDI - 4242424242424242

R8 - ObooooOOOOOOOOOGO, RS9 - 0OOOOOOOOOOOOOODOO, R10 - OOOOOOOO1l10161170
R11 - O000000O3FE36CAD, R12 - 0000000000000000, R13 - 00O0OOO0OOOOOOOOOO
R14 - 0000000000000000, R15 - 0000OOOOOOOOOOOO

DS - ObooOOOOOOO0O0O30, ES - 0OOOOOOOOOOOOOO30, FS - OOOOOOOOOOOOOO3O

G5 - ObOOOOO0ODOO0OOD30, S5 - 00OOOOOOOOOOOO3O

CRG - 00000000BOO10033, CRZ - 4141414141414141, CR3 - 000000003FB01000
CR4 - 0000000000000668, CR8 - 00000OO0OOOOODOOOO

DRG - O06OOOOOOOOOOOOO, DR1 - OOOOOOOOOOOOOOOO, DRZ - OOOOOOOOOOOOOOOO
DR3 - 0000000000000000, DR6 - O0OOOOCOOFFFFOFFO, DR7 - 0000000000000400
GDTR 000000003F5DCO00O OOOOOOOOOOOOOO47, LDTR - 0O000000O00000D000

IDTR OO0000003EESED1E8 O000DOO0OO00ODOOFFF, TR - G0000000000DO0D00

FXSAVE STATE - O00000003FE37170

Register controlled by remote attacker.



$)

* Registry Hive file
* Can be edit by regedit and API

L

LY

PAEBCD
Description
Objects
{4636856e-540f-4170-a130-a84776f4cb54}
{68d9e51c-a129-deel-9725-2abl0a95/daf}
{9deadblc-5cdd-4e70-accl-f32b344d4 795}
{cd2dd485-Tdfe-438a-bb26-eBe3c0c8309d}

v {e3fdebcl-c/b4-4416-9bca-dfSfosd 7448}

: Description
v Elements
11000001
12000004
21000001
22000002
26000010
26000022

w2unat BCD Re gisgry~\

BRIEFINGS

Edit Binary Value x

Walue name:

|Elemerrt

Value data:

ee@eeER@ |85 D4 20 (D FE 7D BA 43 .o -Tpr.Cc A

BEBEEEEE BE 26 E& E3 Ca Ca E] an w & &3 AE

geaaaala 2a 2e aa 2a a8l aa 2e L

BEBEEE1 8 B& Be GE] 5 C] BE GlE] BE .

BEaEE628 @3 5 15] Ba 5t 5] Ba 26 L

BEBEEE2 8 B Be Ba B Be Ba Be .

BeaEaaa3a 4t 1G] E] 4t 5] E] G1g] e

aeaaaa3s al 2e aa 2a a8 aa 2e L

BEBEEE1E @5 Ba Ba B a5 Ba Be e

BEBE3EE1 8 500 5 15] Ba 500 48 Ba 510] B8 . H .

BEBEEE5E B Be Ba B Be Ba Be .

RRRARRS A fe¥e) fe¥e) Fe¥e) fe¥e) fe¥e) Fe¥e) Fe¥ey Fexe) =
Cancel

29
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Case s\tudy G\VE 2024-3 972

* Bootloader CmpRemoveCellFromIndex Heap out of bound write

1dex)

v2 = CellIndex;
result = CellPaged->word® - @x666C;
if ( (result & @xFDFF) != 0 )
{
v4 = CellPaged->CellCount - 1;
CellPaged->CellCount = v4;
if ( lva)
~etyrn resylt.
[vs = 4 * (v4 - (unsign 54)CellIndex);
v = &CellPaged[CellIndex z L],
v7 = &CellPaged[v2 + 1];

gl

= 1D
r

v8 = CellPaged->CellCount - 1;
CellPaged >CellCount = v8;

( !v8)

return result;
ve = 8 * (vB - v2);
v6 = &CellPaged[2 * (unsigned int)(v2 + 1
v7 = &CellPaged[2 * v2 + 1];

~eturn (unsigned intl6)memmove(v7, v6, v5);




blgc’:k hat

BRIEFINGS say he

BCDEDIT - Boot Configuration Data Store Editor

The Bcdedit.exe command-line tool modifies the boot configuration data store.
The boot configuration data store contains boot configuration parameters and
controls how the operating system is booted. These parameters were previously
in the Boot.ini file (in BIOS-based operating systems) or in the nonvolatile
RAM entries (in Extensible Firmware Interface-based operating systems). You can
use Bcdedit.exe to add, delete, edit, and append entries in the boot
configuration data store.

For detailed command and option information, type bcdedit.exe /? <command>. For
example, to display detailed information about the /createstore command, type:

bcdedit.exe /? /createstore
For an alphabetical list of topics in this help file, run "bcdedit /? TOPICS".

Commands that operate on a store

/store Used to specify a BCD store other than the current system default.
/createstore Creates a new and empty boot configuration data store.
J/export Exports the contents of the system store to a file. This file
can be used later to restore the state of the system store.
J/import Restores the state of the system store using a backup file
created with the /export command.
/sysstore Sets the system store device (only affects EFI systems, does

not persist across reboots, and is only used in cases where
the system store device is ambiguous).

Commands that operate on entries in a store

J/copy Makes copies of entries in the store.
Jcreate Creates new entries in the store.
Jdelete Deletes entries from the store.

Jmirror Creates mirror of entries in the store.

Run bcdedit /? ID for information about identifiers used by these commands.

Deletes entry options from the store.
Sets entry option values in the store.

Jdeletevalue
[/set

Run becdedit /7 TYPES for a list of datatypes used by these commands.
Run bededit /7 FORMATS for a list of valid data formats.

Commands that control output

Lists entries in the store.

Command-1line option that displays entry identifiers in full,
rather than using names for well-known identifiers.

Use /v by itself as a command to display entry identifiers
in full for the ACTIVE type.

Running "bededit" by itself is equivalent to running "becdedit /enum ACTIVE".

Commands that control the boot manager

/bootsequence Sets the one-time boot sequence for the boot manager.

/default Sets the default entry that the boot manager will use.

/displayorder Sets the order in which the boot manager displays the
multiboot menu.

Jtimeout Sets the boot manager time-out value.

/toolsdisplayorder Sets the order in which the boot manager displays
the tools menu.

Commands that control Emergency Management Services for a boot application

/bootems Enables or disables Emergency Management Services
for a boot application.
/ems Enables or disables Emergency Management Services for an

operating system entry.

femssettinas cets the alobal Emeraency Manadement Service=s parameters
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www.geoffchappell.com

Geoff Chappell, Software Analyst

5 Notes
# DOS
[ Expression Web
# Front Page

[ Independent Hardware Vendors
[# Independent Software Vendors

[# Office

[# Security

H Web

El Windows
[ Startup

£ Windows Vista and Higher
[= Boot Configuration Data
[E BCD Objects
[BIBCD Elements
[El The Advanced Boot Options Menu
[Z The Edit Boot Options Menu

[l The Boot Status Data Log
[# Older Windows Versions

[ Kernel
[ Licensing

[# Internet Information Services (lIS)

@ Shell

[ Internet Explorer
[# Help

[# Debugging

[ Retro-Computing
[# Archive

Internet Explorer

indeed look to be complete, given its stated caveats, for Windows 8.

Global Elements

The following apply to all object types.

Library Elements

Before Windows 10, all the elements that can be in all types of object are Library

elements.

Constant

0x11000001

0x12000002

0x12000004

0x12000005

0x14000006

0x15000007

0x14000008

0x16000009

0x1700000A

0x1600000B

Symbolic Names

BedLibraryDevice_ApplicationDevice
BCDE_LIBRARY_TYPE_APPLICATION_DEVICE

BcedLibraryString_ApplicationPath
BCDE_LIBRARY_TYPE_APPLICATION_PATH

BcedLibraryString_Description
BCDE_LIBRARY_TYPE_DESCRIPTION

BcdLibraryString_PreferredLocale
BCDE_LIBRARY_TYPE_PREFERRED_LOCALE

BcedLibraryObjectList_InheritedObjects
BCDE_LIBRARY_TYPE_INHERIT

BcedLibrarylnteger_TruncatePhysicalMemory
BCDE_LIBRARY_TYPE_TRUNCATE_PHYSICAL_MEMORY

BcedLibraryObjectList_RecoverySequence
BCDE_LIBRARY_TYPE_RECOVERY_SEQUENCE

BcedLibraryBoolean_AutoRecoveryEnabled
BCDE_LIBRARY_TYPE_AUTO_RECOVERY_ENABLED

BcedLibrarylntegerList_BadMemoryList
BCDE_LIBRARY_TYPE_BAD_MEMORY_LIST

BcedLibraryBoolean_AllowBadMemoryAccess
BCDE_LIBRARY_TYPE_ALLOW_BAD_MEMORY_ACCESS

Friendly Name

device

path

description

locale

inherit

truncatememory,

recoverysequence

recoveryenabled

badmemorylist

badmemoryaccess

Format or Value

device

string

string

string

GUID list

integer

GUID list

boolean

integer list

boolean

Versions

6.0 and higher
6.0 and higher
6.0 and higher
6.0 and higher
6.0 and higher
6.0 and higher
6.0 and higher
6.0 and higher

6.0 and higher

3.2nd higher
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* REG_BINARY

* Valid when unpacking from REG_BINARY format.
* Size gets checked

* Content In 1t Is not checked

Edit Binary Value X

Walue name:

Blement

Walue data:

apeaaaea |85 D4 20 cD FE 7D 84 43 . 0 -
BEEaaaaa BB 26 Ed E3 Ce Ca a8 oo w & B . .
geeaaala aa e aa aa a1 ae aa e L L L e . e e
EBEeaea1a BB e e e e e e e L e e e e e a .
GRaaea2a6 a3 e aa aa e Be aa e L. L. ..
Gpeaaa23 ae e aa aa e ae aa s L L. .
BEEaeasa e 2 e e 2 e e e L L L . e .
Gpeaaa3a a1 e aa aa ae ae aa s L. . e
e aaala a5 e e e a5 e e e L L L. ..

geaaaa4d aa e aa aa 48 ae aa e A
Geeaaase ae ae aa ae ae ae ae e L L L . ..
RARARGRS R =Ye) =Yc) =Ye] =¥e) =Yc) Ye) =Ye) =Yc) ¥

Cancel 33
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* BL_ DEVICE_TYPE

* DiskDevice = 0x0
LegacyPartitionDevice = 0x2
SerialDevice = 0x3
UdpDevice = 0x4
BootDevice = 0x5
PartitionDevice = 0x6
VmbusDevice = 0x7/
LocateDevice = 0x8
UriDevice = 0x9
* CompositeDevice = OxA
* CimfsDevice = OxB

34
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CVE Attack Surface Finding method
CVE-2024-28896 BCD Element Processing fuzzing

Report title

CVE-2024-28897 BCD Element Processing Audit

CVE-2024-29061 BCD Element Processing Audit
CVE-2024-26175 BCD Element Processing Audit
CVE-2024-26175 BCD Element Processing Audit
CVE-2024-26175 BCD Element Processing Audit

SCRIPTOR *Device)

inté4 fastcall _ spoils<> diskinfo = *(ramdisk *)&Device->field_28; [/ 2,6

Bootloader BiSanitizeRamdiskDevicesInDevice FileDevice stack OOB Write preauth RCE

Bootloader BiSanitizeRamdiskDevicesInDevice CimfsDevice Heap OOB write preauth RCE

2{ type = _mm_cvtsil28 si32(*(_ ml128i *)&diskinfo.type);
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND] if ( type == 3 ) // RamDiskDevice
5 wl =@ 6 Device = (BL_DEVICE_DESCRIPTOR *)&diskinfo.field 24;
6 for (i=@; ; +i) v7 = diskinfo.field 1€ <= @xCu;
7 EL_24:
8 if ( !Device ) ] if (w7 )
9 return vl; (] Device = @i64;
if (i==38) [ ] continue;
return @xCeeeaeaD; 1
DeviceType = Device->DeviceType; [ ] if ( type == 5 ) // FileDevice
if ( Device-»DeviceType > 6 )
break; - - -
- o _ e . [ ] if ( diskinfo.field 8 < 8x16u )
if ( DeviceType != PartitionDevice ) ° return @xCAGEERED;
. . g - [ ] v7 = diskinfo.field 8 <= @xCu;
;f ( DeviceType == DiskDevice ) '8 L] Device = (BL_DEVICE_DESCRIPTOR *)&diskinfo.field_1@;// take stack addr as Device Descriptor Pointeg
switch ( Device->field 18 ) L4 i
?
{ ase 3: . if ( type =6 )
Device->Flags |= 1u; L goto LABEL_28;
*(_QWORD *)&Device->field 14 = @i64;// [ ] Device = (BL_DEVICE_DESCRIPTOR *)({(char *)Device + @x38);// next node, heap oob access
*(_QWORD *)&Device-»field 1C = @i64;// cr_.
Device->field_24 = @; ool L] 3
v8 = &Dewvice->field 28;
if ( vB 88 *((_DWORD *)v8 + 1) > @xCu ) L] switch ( DeviceType )
{
Device = (BL_DEVICE_DESCRIPTOR *}((char *)}v8 + @xC);// case VUmbusDevice: /f/ 7,8,9
EL ff: 1 a [ ] return vl;
/ add n_6x80 case LocateDevice: // locate device
e [ ] if ( Device-»>field 1@ != 1 || !Device->Parent0ffset )
E' - [ ] return vi;
— [ ] if ( (BL_DE SCRIPTOR *)((char *)Device + (unsigned int)Device->ParentOffset) < Device )
caéa 5: ) FileDevice Y return @x ;
7 DmmEee R € el ) L] Device = (BL_DEVICE_DESCRIPTOR *}((char *)Device + (unsigned int)Device->ParentOffset);
return @xCeeeeesD; ) i . + ABE Eg' -
; e - ” e e - . goto LABEL_35;
Device = (EL DEVICE DESCRIPTOR *)((cha JDevice + @x28); add offset 8x28,00b @ Gxdd = 3 -
S — case UriDevice:
continue; . i
case 6: - *
Device = (BL_DEVICE_DESCRIPTOR *}((char *)Device + @x28);// add offset @x28 - cob 8x3c,@x44,8x4c b " - -
S [ ] T ( (unsigned int)(DeviceType - 18) > 1 )
} [ ] return @xCeeaooe0;
1 LABE . [ ] evice->Flags |= 1u;
LABEL_20: g H
Device = 9i64; L f ( DeviceType == @xA )
continue; [ ] *(_OWORD *)&Device->field 24 = @ics; oob ite to heap objec
e
\};4 = DeviceType - 1; i/ 2 L] Device->field_14 = 8;
if ( Iva ) return vl;

return vl- I/ 1 ®

(F)

BiSanitizeRamdiékDevicesInDéic

Bootloader BiSanitizeRamdiskDevicesInDevice RamDiskDevice stack OOB Write preauth RCE

Bootloader BiSanitizeRamdiskDevicesInDevice LocateDevice invalid ParentOffset arbitrary memory write preauth RCE

Bootloader BiSanitizeRamdiskDevicesInDevice RamDiskDevice Heap OOB write preauth RCE

Bootloader BiSanitizeRamdiskDevicesInDevice CompositeDevice Heap OOB write preauth RCE

Secure Boot Security Feature Bypass Vu
CVE-2024-26175

. Security Vulnerability

Released: Apr 9, 2024
Assigning CNA: Microsoft

CVE.org link: CVE-2024-26175 [@

Impact: Security Feature Bypass = Max Severity: Importal

Weakness: CWE-125: OQut-of-bounds Read

CVSS Source: Microsoft

Vector String: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:

35

Metrics: CVSS:3.178/68 @
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Subject: RE: MSRC Case 83872 CRM:0022036386

blackhat A design levelghangédjto fux;/(?) t.,, all

Hi Azure,
The cases listed were deemed duplicates of an internally reported case. We determine duplicate by a few different

criteria. In this case, a design level change was implemented to address them all and therefore deemed duplicate.

Qverview
Easic Blocks 85 4% Jumps 62 2% Instructions 790 0% Similarity 099
e 2 10"

1 3 Tl - 18 = . .

\ = A= = = Define design level change:
g B.3%) TO0.0%| "’5_', 0.5

S T e | Beforer  BiSanitizeRamdiskDevicesInDevice
Coemmmeer L After: BIDeviceSanitizeRamdiskDevicesInDevice

1/ 4853 Matched Functions

sanitizeRam |V” ” P | Show structural changes Show only instructions changed Show identical

Simi... ¥ |Con...: |Address Primary Name Address Secondary Name Type| Basic Blo... Jumps

T3l 0.88 0.98 |100D87... | BiSanitizeRamdiskDevices... | ... 10045B... | BlDeviceSanitizeRamdis... 3 41 416 56 18

36
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Release Date: 09/04/2024

on: OS Builds 22621.3447 and 22631.3447

kd: lmlevmbootmgLw
Browse full mnodule list

start end nodule names
oooooQooT 10000000 DDDDDDDD 101=e0000 bootngfw C (pdb symbols) C:~Program Files Windows Kits>1l0-Debuggers™.

Loaded symbol image file: bootmgfw.efi

Mapped memory image file: C:“Frogram Files“Windows Kit=-1l0“Debuggers"x6t4-=ym~bootmgfw. efi~C5D5959B1=0000~bootng
Image path: bootmgfw efi

Image name: bootmgfw efi

Brow=se all global symbols functions data

Image was= built with ~Brepro flag.

Timestanp: Q0000000 (This is a repradu01ble hu1ld fllE hash not a tlmestamp)
CheclSun: goooooon e e
InageSize: QoOlE000QO .
File version. 10.0.22621. 3447 ProductVersion: 10. EI 22621 . 3447
roduct version: 0.
File flags: 0 (Mask 3F) FlleVer81on lIJ 0.22621.3447 |
File 05: 40004 NT Win3Z2 D I
File tvpe: 1.0 App
File date: gooooooon. ooooooonon
Tran=slations: 0409 . 04b0
Information from resource tables:
CompanyHamne : Hicrosoft Corporation
FroductHamnes: Hicrosoft® Windows® Operating S¢=temn
Internallame: bootmngr  exe
MriginalFilernane . bootwor =wv=
FProductVersion: 10.0.22621.3447
b FileVersion: 10.0.22621 . 3447F (WinBuild. 160101 .0800)
L' J. J.EUEE!_'J. L J.Ull DI_H_F L J.lClIJCI.‘:l =1
LegalCopvright : @ Micro=soft CDrpDratan All rlghts rezserved.
I e l e

=0000000000000000 rbx=00000000008:
T 00000000005 3a£20 sox-ancoooooosi || PoOtngfw! HmHapREPDrtHeapCDrrth 1Dn+033?

rip=00000000100c24ab r=p=00000000046¢
r3=0000000000000000 x9=00000000000¢ DDDUDDDD 1006246'13 CC lnt

rl11=00000000046223d8 »12=000000000000uUUL rls=ulubuuuuouuouuuy
r14=00000000008383610 r15=00000000000000645

iopl=0 nv up i pl nz na pe nc

ce=0028  ===M008 H==0030 _===0030__f=="030__g==0030 ef l=00000202

bootmgfw! MmHapReportHeapCorrupt 1ion+0=x37 :

00000000 100c24ab co int 3 37
Kl s K1

k13 Memory Child-5F Fetaddr Call Site

0 gooo00o0” 0d4fez3el 000000007 0083af20 bootmgfw ! MmnHapReportHeapCorruption+0=37



BCDPXE
Descripticn
| Objects

. N - =
black hat /’ “ B
¢ » || {0D0DODO01-00D0-000D-00D0-00D0DDO0DD00}
B R I E F I N G S A ] b {0000DD02-0000-000D-0000-000000000000}
< / A {00000D03-0000-0000-0000-000000000000}
) {0D00DD04-0000-0000-0000-000000000000}

LU 3- DU - DIOD0 - LU= DRDDUDUUaUY

ANRAE - AR A AR AR AR
DROOOROE-D000-0000-0000-00000RO0GGO0

VUL ¢ - DUOU - UUOU - Uuiuu- vuuouuauuoay
o {DODODDDS-D000-00DD-0000-000DOD0D0D00
D00000S- 0000-D000-0000-00D00DOD0N00

00000009-0000

DT 3.2 D < Y O AN
IR = U = LI = U= DRI

NN AN AN AN AANANARANANN

* Recursive calling when enumerate the GUID element e

0000000d-0000-0000-0000-000000000000

contained by the first 16 bytes GUID In the device element oo s womoe

DT D D < YN O AN
LILIIILY L= U = LU= U= LU

{0000000E-0000-0000-0000-000000000000
i

0000001 1-0000-0000-0000-000000000000
LI AU = DAL= NN - DD

ARANGNA 7 AR NN ANAN AANNARNRRNAN
DDLU - DUU - D00 - DUUU- DRDDoDuo ooy

000000 3-0000-0000-0000- 000000000000
000000T4-0000-0000-0000-000000000000
0000001 4-0000-0000-0000- 000000000000
000000 5-D000-0000-0000- 000000000000
000000 6-0000-0000-0000- 000000000000
LULIDDLT D= D000 - DD00- D000 - DRDDDDOL000Y

0000001 7-0000-0000-0000-000000000000
LI = U - DU - UL - DU

0000001 8-0000-0000-0000-000000000000
LD T - DUU - D00 - DUUU- DRDDoDuo ooy

ANNANNA G AN AN oD ARRANRAANRNT
LTS - DUU - D00 - DUU- LDRDDopuouoey

0000001 a-0000-0000-0000-000000000000

000000 b-0000-0000-0000-000000000000

000000 c-0000-0000-0000-000000000000

LI LI = LU= U= DU

0000001 d-0000-0000-0000-000000000000
LI = NI LI - U - LU
P P s TaTa s e s e e aTe s e e aeerarel

000000 &-0000-0000-0000- 000000000000

0000001£-0000-0000-0000-000000000000

LU - UG- DR00 - DUDU-Dounouuouen

ANNANA N AN AN O ATAOANNCNNN
LUDDRUZU- D000 -U00O0-D00U- DOD0DUDDOOO0UY.

ANNNNT T AN S AN DN
LUDDGUS T - 0000 -UUO0-0000- DODD0DOU0OO0U

RN 2 - AN - NN AN BONONNNANNNN
I 22 = U = DI = U= LU

AR 2 AN DN AN ANaANANNAN
LIIIIIUS 2= U - DI - UL - DU

{000DD024-0000-0000-0000- 000000000000

LD - DUUU - D00 - DUUU- DRDDouuoeoey

ANNANNT S ANNN AN ORI ATARARNCARNT
LS 3- DU - D00 - DUUU- LRDDopuoeoey

{00000026-0000-0000-0000- 000000000000
.

Y DY SR AN
LUDDGULS - D000 UIUO0-0000- DODD0D0U00D0U

{00000028-0000-0000-0000-000000000000

ARG AN - TN AN ANOANANAN
LIIIIIZ 2 = U = LI = U= DU

ARANNNT 3 AR NN AN SANNARNARNAN
LLDDLUZ 3 - DUUU - D00 - DUUU- DRDDDDuowooy

ANNANNT k ANAN_ AN ANRN - AARRNARANATA
LS - DU D00 - DUUU - LDRDouuoeay

e e (e ) e
{ 0000002 c-0000-0000-0000-000000000000

{0D0D002d-0000-0000-0000-000000000000

0000002d-0000-0000-0000-000000000000

ORNNNND - AN - MAND- AN BONOANNANNNN

IIIUIIU S = UL = IO = U = DU

LIIIIUUET = U= UL = U= DU DD

{0D0D00Zf-00D0-0D00-0000-000000000000

AN DT DY o DA
AN U0 - ORI = UL - U= DU RO )
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blackhat
BRIEFINGS

* Stack memory layout

RSP RSP

edk2/ESXi firmware Hyper-V firmware 39
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blackhat About Recy 51ve'-calll/@j

BRIEFINGS W

Q©
o> Oxfecf8bl: mov DWORD PTR | 0], rlad )
UXTECTODY.
Oxfecf8ba: mov eax,rl2d
Oxfecf8bd: add rsp,0x20
Oxfecf8cl: pop rl2
0000 | — (Ox00000000)
o004 | -> (Ox00000000)
0008 | -> -3 (Ox00000000)
0012| e (Ox00000000)
0016 | -—> Oxfe223818
0020 | —-> (Ox00000000)
0024 | —> -2 - (Ox00000000)
0028 -> (Ox00000000)
023-10-2 Legend . ; I I value
o23-102 Stopped reason
in ?2? ()
‘ info reg rl3
e e Oxfe223818 Oxfe223818
' x/l@gx Oxfe223818 PROT 64-bit fluff=0000

Cannot access memory at address Oxfe223818 hr et fiufirens



BCDPXE
- Description

v | | Objects

{00000000-0000-0000-0000-000000000000}

> || {0000DDD1-000D-D0OD-0DDO-DODODDODO00}

black hat cdedlitcly

>
N 5

* CVE-2024-23898

* Recursive calling when enumerate the GUID element
contained by the first 16 bytes GUID in the device element

{00000003-0000-0000-0000- 000000000000}
100000004-0000-0000-0000- 0000000000001

ANNANANES. AN AN oD ARAANRAANRNT
LU 3- DU - D00 - DUU- DRDDDDuo ooy

P Y P O P
LRLDRRDE-DRR0-D00DD-0000- DRODDRODRROU

LLUDDGOL - DU00-U000-D00U- DOD0D0DDOOo0DY

O000000S-0000-0000-0000- 000000000000
LUDDRULE- DUDU - UIUOU-D000- DODDD0UDOD0U

NONONANG. AN

AR = - A S A AR
AN = U = DL = LU= DDA

NN AN AN AN AANANARANANN
LU - DU UUUU - DU - LU uu oy

ARNANNN A AN AN o0 ARRANRAANRNT
LU - DU - LU0 - DUUU- LRDDDDuoeoey

0000000d-0000-0000-0000-000000000000

00000 e- D 000-0000 0000
LU - UL - UG - DU - DU U

{000D00D-0D000-0000 AN
u

0000-00000D00D0000

{0000000F-0000-0000

DT D D < YN O AN
LILIIILY L= U = LU= U= LU

0000001 1-0000-0000-0000-000000000000

LI AU = DAL= NN - DD

000000 2-0000-0000-0000- 000000000000
DDLU - DUU - D00 - DUUU- DRDDoDuo ooy

(LELLLL LUUU-U000-0D000-DOD0D0D0OOO0DY

0000001 3-0000-0000-0000-000000000000

000000000000
LU -UO00-0000- DODDD0DD00HIY

00000014-0000-0000-0000
00000074-0
0000001 5-0000-0000-0000-000000000000

LI = U - DU - LU= DU

0000001 7-0000-0000-0000-000000000000

P P s TaTa s e s e e aTe s e e aeerarel
0000001 3-0000-0000-0000- 000000000000
O0000019-0000-0000-0000- 000000000000
LTS - DUU - D00 - DUU- LDRDDopuouoey

0000001 a-0000-0000-0000-000000000000

000000 b-0000-0000-0000-000000000000

neNnNN NN = DN AN AR

0000007 c-0000-0000-0000- 000000000000

AR s s s s e e e e e et
0000007 d-0000-0000-0000-000000000000
P P s TaTa s e s e e aTe s e e aeerarel
000000 &-0000-0000-0000- 000000000000

AN £ A AAOA AN ARARAAAAANAN
000001 £-0000-0000-0000-000000000000

LLDDLLTT-Donl-ou

Y T Y S S

LUDDRUZU- D000 -U00O0-D00U- DOD0DUDDOOO0UY.

N ) 000-0000 0000
LUDDGUS T - 0000 -UUO0-0000- DODD0DOU0OO0U

{0D0D0021-D000-0000 AN

RN 2 - AN - NN AN BONONNNANNNN
I 22 = U = DI = U= LU

LIIIIIUS 2= U - DI - UL - DU

{0D0D0023-0000-0000-0000- 000000000000

00000024-0000-0000-0000- 000000000000
LD - DUUU - D00 - DUUU- DRDDouuoeoey

LLLDUULS 3- DU - DOD0 - LU= DRDDUDUUuauy

{r\.ﬂ-r\r\ﬂ-f\l-|_-\ P s TaTa s e s e e aTe s e e aeerarel

AN A (N AN NN

LUDDGULS - D000 UIUO0-0000- DODD0D0U00D0U

8-0000-0000-0000-000000000000

{0D0D0028-D000-0000

ARG AN - TN AN ANOANANAN
LIIIIIZ 2 = U = LI = U= DU

LLDDLUZ 3 - DUUU - D00 - DUUU- DRDDDDuowooy

{000DD02a-0000-0000-0000- 000000000000

LU - DD - DDA DO - DO unouon

{:I.-\-Ir\lr\lﬂ-l.-\l-| ANAN_ BN AN AARRNARANARA

0000002 c-0000-0000-0000- 000000000000

{DODODDZc-00DD-0DOD-000D-00O0ONDODDD

{0D0D002d-0000-0000-0000-000000000000

0000002d-0000-0000-0000-000000000000

0000002 e-0000-0000-0000-000000000000

OD00002E-0000-0000-0000-000000000000
LIIIIUUET = LI = LI = U= LU

{00000030-0000-0000-0000- 000000000000}




viackhat When bedest
BRIEFINGS —o . \
HKEY hiveKey;

LOMG result { ReglLoadKey (HKEY USERS, "BCD123", hiveFilePath.c_str()):
if (result != ERROR_SUCCESS) {

std::cout << "Failed to load the registry hive. Error code: " << result << std::em
getchar();

return 1;

GUID guid = stringToGuid("{PPEBARAO-PEEA-AOAR-AAAA-0EABAARORARAT" )}

int cc = atodifargv[2]);

for {int i=@;i<cc;++1)

i
printf("i: %d\n", i);
BCDCreateElement (HKEY USERS, gpuid, i);
puts("set done"};

¥

ff Unload the registry hiwve

result % RegUnLoadKey(HKEY USERS, "BCD123™);
if (result != ERROR_SUCCESS) {

std::cout << "Failed to unload the registry hive. Error code: ™ << result << std: :e

return 1;

std::cout << "Registry hive loaded, key wvalue set, and hive unloaded successfully.™ <<

\ - /

vold BCDCreateElement({HKEY hRootKey, GUID NodeGUID, int i)

{

HKEY hElementRoot;

HKEY hElementElements;

HKEY hElementElementsSubElement;
HKEY hElementDescription;

// Format BCD123\\Objects\\{%Es}\\Elements\}11820801

memset({datal, 8, ©x18a);

ModeGUID.Datal = i

sprintf{{char*}&datal, "BCD123\\Objects\\%s", puidToString(ZNodeGUID));
puts{{char *)datal);

RegCreateKeyA(hRootKey, (LPCSTR)datal, &hElementRoot);

sprintf{(char*}&datal, "BCD123\\Objects\\%s\\Elements", guidToString(&NodeGUID));
RegCreateKeyA(hRootKey, (LPCSTR)datal, &hElementElements);

sprintf(({char*)&datal, "BCD123\\Objects\\%s\\Description”, guidToString(&NodeGUID));
RegCreateKeyA(hRootKey, (LPCSTR)datal, &hElementDescription);

sprintf{{char*)&datal, "BCD123%\\Objects\\%s\\Elements'\\%x", guidToString({&NodeGUID),@x11006861);
ff Create the sub element REG_BINARY
RegCreateKeyA(hRootKey, (LPCSTR)datal, &hElementElementsSubElement);

datal[@x118] = Bx5;
datal[@x114] = 1;

datal[@x118] = B8x(;

* * — 337 -

RegSetValueEx(hElementElementsSubElement, "Element™, @, REG_BINARY, Zdatal[ox188], @x1C);

RegClosekey(hElementElementsSubElement);

RegCloseley(hElementDescription);

RegClosekey(hElementElements) ; 42
RegClosekey(hElementRoot) ;



$)

* Can be set by BCD element

 Not vulnerable when use firmware HTTP function

* Vulnerability exists when using firmware TCP and a hand-made
HTTP parser in the bootloader.

43
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BRIEFINGS

Cases.\i\:\ildy G\VE 202‘4-3 975

* Bootloader HttppGetResponseTcp Integer overflow preauth RCE

@ vl9 = httpTcp4_recvdata.Datalength - 3;
El it ( httplcp4 recvdata. 3
@ goto LABEL 40;
@ LODWORD(v19) = RtlCompareMemory((c! YHeap + v18, me\n”,
el if(vie -

; (V191 y19 = httpTcp4 r"ecvdata DataLength = = -
@ *(( _BYTE )Heap + Jlo) 7
o Datalength = httpTcpA_rec»data.DataLength;
L) vlé = (char *)Heap + v18 + 4;
@ vl5 = (const )Heap;
@ vl7 = httpTcp4 recvdata.Datalength - v18 - 4;

}..
@ Datalength = httpTcp4 recvdata.Datalength;

3
@ ++v13;
@ vl9 = Datalength - 3;

1
J

ER] while ( v18 < (unsigned int)v19 );
e if ( !vis )

0(’194H82 HttppGetResponseTcp 68 (10195682)
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blaEgE#I\%g Securit P OI 'Iéy

* Golden Key's unlock attack
 CVE-2016-3287 / CVE-2016-3320

Must be an admin and have physical access to exploit the bug

— Private Key was not leaked
7 i — Thisi h [ tonE ti Bitlock
M ICrOSOft U EFI Secu rlty U pdates is |ss.uet as no impact on Encryption or Bitlocker
And what it is
— For RT we had a debug policy to unlock individual devices for development
— The mechanism for debug policies was changed to simplify debug policies

UEFI US Fa” PlungSt - September 20 - 22; 2016 — A design issue allowed the new policies to unlock old devices/OS versions

Presented by Microsoft :

— R and later IS Secure, only aown ievel operating systems are vuinerable

Scott Anderson, Suhas Manangi, Nate Nunez, Jeremiah Cox, Michael Anderson
— B Must be an admin and have physical access to exploit the bug

EFI Plugfest — September 2016 www.uefi.org 1 el et Rantarihar D4R s
UEFI Plugfest — September 2016 www.ueti.org : UEFI Plugfest — September 2016 www.uefi.org

45



blackhat Security .Policy

 Case 83787

* Logic, by design, can be attack carried by unauthenticated attacker in network
* Ability to put everyone uses PXE boot at risk

* |t only works in theory; this is one of only two cases among my submissions

where | cannot bypass secure boot when | submitted.
Thank you again for submitting this issue to Microsoft. We determined that this behavior is considered

to be by design. This case does not demonstrate a successful exploit with Secure Boot enabled.

We have closed this case.

If you have any questions, or additional information related to this report, please reply on this case
thread.

Thank you very much for working with us.

Regards,

46
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tbiigﬁmxnﬁzgg.l.lliE!Iﬂgzial 'S;’a“=§ll|'[|Sy;\'@§FE||NL||'

ntry = BlGetApplicationEntry();

ApplicationEntry
PY 4 3ootOptionDevice = BlGetBootOptionDevice(
- -— ! ApplicationEntry->BcdData,
BCDE_LIBRARY_TYPE_APPLICATION DEVICE,

BmFwVerifySelfintegrity SFB  Jetaup—
* Exist because bootloader fetch .

bootmgfw.efi for verification
from the bootdevice.

fPE_APPLICATION_PATH, &App

BootOptionString =

BootOptionString = BlFileReadAtOffsetEx(FileId, image size, 9i64,

CVE_2O21_4OO45 - By taSZk | 0003CAD6 Bm Op-im s



Another major threat for boot code is extensibility.
For example, did you know some variants of boot manager support

10+ unique filesystems?
Why do we expose this by default?

PFILESYSTEM TABLE FsTable[] = {
NetRegisterFunctionTable,
CompositeFsRegisterFunctionTable,
VmbfsRegisterFunctionTable,
CimFSRegisterFunctionTable,
NtfsRegisterFunctionTable,
EfiFsRegisterFunctionTable,
FatRegisterFunctionTable,

RefsRegisterFunctionTable,
FppRegisterFunctionTable,
WimRegisterFunctionTable,
UdfsRegisterFunctionTable,
EtfsRegisterFunctionTable,
NULL

BlackHat USA 2024 - Locked Down but Not Out / Fighting the Hidden War in Your Bootloader - Bill Demirkapiéq\/ISRC



/ o gt
‘\ i, i > ( >
I t® B d F ] | 3
~ NS y
~_ 3 /,, 5
i [‘* thiscall WimpFix l I imContext) s TRY * Y)
1
. . | int)WimContext->BootMetaDatalen;
L) if ( WimContext->BodtMetaDatalen < Bu )
o) return @xCe ' {
o BootMetaData = (SecurilyElo i )WimContext->BootMetaData; EndQfLengthFieldPointer = &DirEntry->dwAttributes;
® SecurityBlockLength = BogtMetaData->TotallLength; ;* { &DirEntry->dwAttributes >= ( R JDirEntry && ( igned int64)EndOfLengthFieldPointer <= Me
o if ( [E‘-got.‘-?etaData—}Tcta]_. ength ) lilength = DirEntry->lilength;
i) SecurityBlocklLength = 8; if ( DirEntry->liLength )
* {
L eturn @x( e if ( !'HIDWORD(DirEntry->liLength) && ( i t)(liLength - @x68) <= @xFF97 )
o WimContext->RootDirEntry = (ulA 7 @xFFFFFFF8; { . ‘
® 14| return B- _NextEntry = ( ; Y(( )DirEntry + lilLength);
® if ( _NextEntry >= DirEntry && (unsigne int64)_NextEntry <= MetadatalLimit )
iy
if ( DirEntry->wStreams )
{
wStreams = ( ig int16)DirEntry->wStreams;
* (_QWOF )&DirEntry->field_20 = _NextEntry;
fixedLimit = WimContext->BootMetaData + (unsigned int)WimContext->BootMetaDatalen;
thile...
}V\\ ile
EL e
*(_QuWOF )&DirEntry->field 20 = 0i64;
B DirEntry->lilength = ( t64) NextEntry;
if ( !_NextEntry->lilLength )
DirEntry->lilength = @i64;
if ( (*EndOfLengthFieldPointer & @x1@) == @ )
" (DirEntry->1iSubdir0ffset
CVE method Titile ( e
CVE-2024-37987 fuzzing FixupDirEntry wStream invalid 64bit pointer R e
CVE-2024-37988 audit ~ WimpFixupRoot invalid WIM SecurityBlock size check heap OOB write DirEntry->flags |= @x
CVE-2024-37989 audit  WimpFixupRoot lack of Directory attribute check arbitrary memory write - R
CVE-2024-38010audit  FixupDirEntry Directory File NextEntry invalid check heap OOB write ’;‘E"'EE?W_? ez __)rii':'tiggifr‘;ejz‘_?,Ei‘ﬁgf:ﬁ;ifﬁ:cztﬂ’:’g:gD”E”W"115“““0”“”’5
-fuzzing WimpRead invalid chunk error deadloop preauth DoS - & ( t64)NextEntry < Metadatalimit
. . . - &% &NextEntry->dwAttributes »>= ( JNextEntry
-fuzzing WimpReadResource div zero preauth DoS ;
2audit  WimpFixupRoot lack of flags check arbitrary memory write 88 ( L6A)EMEtEntry->deAttributes <= Metadatalinit )
.
' M rFntrv-sliSuhdi rdffeat = (NTE MO E E \NaviFntrv & -f t \ (NavtFntr

000A456C FixupDirEntry:1 (100A516C)
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blackhat Fuzzi n& infrad %

BRIEFINGS

* AFLplusplus
* NYX mode

* AFL++ - Free mutator
* NYX — Fast snapshot
* Intel PT — Code Coverage

processor

50
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BRIEFINGS

* Patch bootmgfw.efi e
* Patch image integrity check

* Add sections

* Harness shellcode written by C++

* Metadata contains control data

* Bitmap Is coverage

* Payload used to recelve mutate input

* Modify target function call to trampolinef

Payload segment




Dl es 11PS téfl\l zz/tileSystem

* Filesystem Itself Is a code coverage amplifier
* fuzzing use code basic block bitmap to collect coverage
* To reach same logic in code, all roads can lead you to Rome

* Fuzzing approach
* Reversing
Understanding
Fuzzing
Conduct hot patching on vulnerability
Repeat

* Result: 16 reports in 5 days, 5 by audit, 11 by fuzzing
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BRIEFINGS

american fuzzy lop ++4.09a {0} (./nyx_mode/efi/ntfs)

— process timing

last new find
last saved crash

— cycle progress

\\\\\

overall results

run time :
: @ days, 10 hrs,
: 13 days, 3 hrs,
last saved hang :

23 days, 3 hrs,

3 days, 10 hrs,

30 min, 31 sec
47 min, 19 sec
20 min, 50 sec
6 min, @ sec

now processing :

682.419 (71.3%)

map coverag

cycles done : 477
corpus count : 956
saved crashes : 4

saved hangs : 20

map density :
count coverage :

2.24% / 3.38%
3.17 bits/tuple

findings in depth

known ints
dictionary
havoc/splice

L strategy:

— fuzzing strategy yields

bit flips :
byte flips :
arithmetics :

py/custom/rq :
trim/eff :

runs timed out : 0 (0.00%)
— stage progress
now trying : splice 9
stage execs : 48/86 (U6.51%)
total execs : 234M
exec speed : 153.6/sec

favored items :

171 (17.89%)

new edges on :
total crashes :
total tmouts :

disabled (default, enable with -D)
disabled (default, enable with -D)
disabled (default, enable with -D)
: disabled (default, enable with -D)
: nfa

: 239/81.6M, 181/152M
unused, unused, unused, unused

disabled, disabled

state: —

235 (24.58%)
15 (4 saved)
523 (0 saved)
item geometry
levels :
pending :
pend fav :
own finds :
imported :
stability :

14

°]

°]

416
538
100.00%

[cputea: 10%]

\ZAN
\

e
N
N\

american fuzzy lop ++4.09a {0} (./nyx_mode/efi/ntfs)

— process timing
run time

last new find
last saved crash

— cycle progress

: 23 days, 3 hrs, 28 min, 46 sec
: @ days, 18 hrs, 49 min, 15 sec
: 13 days, 12 hrs, 36 min, 26 sec
last saved hang :

0 days, 20 hrs, 19 min, 7 sec

now processing :
runs timed out :

map coverag

overall results

1160.131 (89.9%)

map density :
0 (0.00%) count coverage :

cycles done : 482
corpus count : 1291
saved crashes : 3

saved hangs : 55

1.91% / 3.38%

3.80 bits/tuple

— stage progress

findings in depth

known ints

- strategy:

bit flips :
byte flips :
arithmetics :
: disabled (default, enable with -D)
dictionary :
havoc/splice :
py/custom/rq :
trim/eff :

now trying :
stage execs :

splice 8 favored items :
new edges on :

16/172 (9.30%)

158 (12.2u%)
234 (18.13%)
: 4 (3 saved)

572 (@ saved)

total execs : 148M total crashes
exec speed : 210.6/sec total tmouts
— fuzzing strategy yields

disabled (default, enable with -D)
disabled (default, enable with -D)
disabled (default, enable with -D)

n/a
806/52.4M, U86/96.5M
unused, unused, unused, unused

item geometry

levels : 34
pending : ©
pend fav : @

own finds : 1289
imported : @
stability : 100.00%

disabled, disabled
state: —|

[cpud@l: 8%]

american fuzzy lop ++U4.09a {0} (./nyx_mode/efi/ntfs)

— process timing

— cycle progress

run time :

last new find :
last saved crash :
last saved hang :

23 days, 3 hrs, 28 min, 6 sec
0 days, 12 hrs, 29 min, 9 sec
20 days, 19 hrs, 16 min, 26 sec
1 days, 16 hrs, 5 min, 37 sec

now processing :

overall results

map coverag

1072.75 (94.1%)

map density :

cycles done : 358
corpus count : 1139
saved crashes : 2

saved hangs : 82

2.25% / 3.38%

runs timed out

0 (0.00%)

count coverage :

3.43 bits/tuple

— stage progress

now trying : splice 12

findings in depth
favored items : 159 (13.96%)

stage execs :

total execs

6/14 (42.86%)
125M

new edges on :

232 (20.37%)

exec speed : 2.53/sec (zzzz...)
— fuzzing strategy yields

total crashes : 13 (2 saved)

item geometry

total tmouts : 1738 (0 saved)

— strategy:

bit flips :
byte flips :
arithmetics :
known ints :
dictionary
havoc/splice :
py/custom/rq :
trim/eff :

disabled (default, enable with -D)
disabled (default, enable with -D)
disabled (default, enable with -D)

n/a

723/u4.2M, ul6/81.uM

disabled (default, enable with -D) levels : 24
pending : ©
pend fav : @
own finds : 1137
imported : @
stability : 100.00%

unused, unused, unused, unused

disabled, disabled

state: —_

[cpue@3: 9%]

american fuzzy lop ++4.09a {0} (./nyx_mode/efi/ntfs)

— process timing

— cycle progress

run time :

last new find :
last saved crash :
last saved hang :

23 days, 3 hrs, 28 min, 8 sec
0 days, 9 hrs, 31 min, 4 sec
12 days, 4 hrs, 5 min, 7 sec
2 days, 21 hrs, 9 min, 20 sec

now processing :

map coverag

overall results
cycles done :
corpus count :
saved crashes :
saved hangs :

u2e
1100
u

18

407.331 (37.0%)

map density :

2.30% / 3.37%

runs timed out : @ (0.00%)

count coverage :

3.39 bits/tuple

— stage progress

now trying : splice 11

findings in depth
favored items : 167 (15.18%)

stage execs :

81/129 (62.79%)

new edges on :

230 (20.91%)

total execs : 130M
exec speed : 155.2/sec

total crashes : 10 (4 saved)
total tmouts : 286 (@ saved)

— fuzzing strategy yields

item geometry

bit flips : disabled (default, enable with -D) levels : 27
byte flips : disabled (default, enable with -D) pending : ©
arithmetics : disabled (default, enable with -D) pend fav : @
known ints : disabled (default, enable with -D) own finds : 1098
dictionary : n/fa imported : @
havoc/splice : 684/45.7M, 418/84.4M stability : 100.00%
py/custon/rq : unused, unused, unused, unused
trim/eff : disabled, disabled [cpud@2: 9%]
— strategy: —— state: —
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uniq crashes

3000 80 uniq hangs
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6 5000 10000 15000 20000
1600
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1400 current item
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1000 cycles done —— 1200
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bla;gllg#h%g‘ Code be d ra c\er

& u22dsk edk?dev - thEZETESE

works server  ipvd4 debug  HRBE 4 bootmgfw  fRBE 6 ez 7 patched debug 21 mc

B B— GGG G— @

................................

viext vMext restarted bootmofw B2 19 python Wirm debug poison
widsstage bootmaofw load heapoob
newloop

®

debug
vhdramdisk

Q—®

Hhes 27 release

HBE 26

G

Salfu®

Making VM snapshot tree really helps you accelerate the analysis 95
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* Why do | need an infoleak to exploit the vulnerabilities?
* Because there's ASLR on bootmgfw.efl

56
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q * What if | can bypass ASLR as If it does not exist from the start?

00000000 0460648 00000000° 10062201 : 00000000° 0072f=00 00000000° 007200 00000000° 0072f=40 00000000° 0072B5£0 - bootmngfw!nencpy+0=203

ooooooon” 04ef06=0 00000000 10055459 : 00000000 0072f=00 00000000 046£0830 00000000°102a5550 00000000 0072f=40 : bootmgfw!UriOpen+0=69

ooooooon® 046£0710 000000007 10053£5£f : 00000000 0000O0O0 OOOOOOO0 00000001 OO0o0o00o0" 00000000 ooo00o000 00o00o0000 @ bootmgfw!BlpDeviceOpen+Ox240

goooooons 04e£f0780 000000007 1003=d83 : 00000000 00000001 OOOOOOOO 00000000 OO0oO0o0000" 00000000 oQO0o00o0000 00o000000 @ bootmgfw!BlDeviceOpen+0xSh

goooooon” 046£07b0 00000000°1003£0b4 : 00000000 00000001 OOOOOOOO0 00000000 OOoOO0o0O0o0 ffff£f£££f 00000000 00000000 : bootmgfw!BmpSecureBootInitializePolicy+0x7h
ooooooon® 04ef0860 00000000°10033683 : 00000000 0073200 00000000 00000001 OOOOOOQOO OOO0OQO0000 OQOo00o0000" 00000000 @ bootmgfw!BmnSecureBootInitializeMachinePolicy+0=60
ooooooon® 04ef08d40 00000000 100330ad : 00000000 10225760 00000000 3£058300 00000000° 00000000 0O00OQCOO0" 00738f60 : bootmgfw!BmMaint+O=x427

ooooooon® 04ef0a5%0 00000000 046fb11f : 00000000 0O0OOOQOO0 OOCOOOOO®3f058818 000000007 00000001 0QOOOCOO0" 03058001 @ bootmgfw!EfiEntry+0xld

ooooooon® 04e6f0ac0 00000000 OOO0OQOOO0O : OOOOQOOOO0°3£058818 O000O00O0O0°0O00OQOO001 OOOOOOQOO° Q3058001 O0O0O0OQOOO0° 00000000 @ Ox=46fb11f

SYMBOL HAME: ANALYSIS IHCOHCLIUSIVE |

MODULE_NAME: Inknown Module =tart end module name
IMAGE_WAME: Unknown_Image DUUUDUUD ) 1UDUDUDU DDUUDUDD ) 102'3]3':”:'0 }:II:II:lt-]'I'quT.'T C

STACE _COMMAND : thread : .cxr ; kb

FAILURE BUCKET ID: INVALID KEEWEL CONTEXT 0O=xl1E c0000005_FE
JSPLATFOREM_TYPE: =64

JSHAME: Windows 8.1

FAILUREE ID_HASH: {7d47b74fi-ccfl-b9=f-626b-4a8al12b8bfE4}

Folloyup: HachinseOwner

kedr ImDembootmgfwr
Brow=e full podule li=t

=tart end nodule nane
J0000000° 10000000 000000007 102ck000 bootmngfw C Jpdb symbols) C:~Program Files~Windows Kits~1l0-Debuggers =ztd~syn~-bootmgfv. pdb~8EF01D7Fe?0B27C17 27ESCERTL
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Unauthenticated Attacker » @ e B T
from network ©9 o= CUAEY QOO T Cfiellfls fS0lellfis |ITelCT zlpiel CQFIJ]OB[:*

lf—*\""r“l [ ~ )
HiiMWalENeoleaEE

Vericaten

= UEFI PXE q Microsoft signed Bootloader

B ¥ .

Protocol BCD Element Processing Filesystem
vulnerabilities vulnerabilities vulnerabilities

Memory corruption

Remote code execution Security feature bypass

o8
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* Background

* Attack surface in bootloader
* Network protocol
* BCD Registry
* Security Policy
* Filesystem
* Logic flaw

* Attack surface beyond bootloader
* Future Work & Take Aways
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from network ©

B UEFI PXE

?

W " D ) / b J
»

Remote code execution

1 Bootloader

-Gpp————-o—-P----—---ho—--—-

. OS Loader

Userland
Application

Windows Kernel
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Default
Configuration

Attacker compromised
Configuration
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B UEFI PXE

?
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»

Remote code execution

1 Bootloader

-Gpp————-o—-P----—---ho—--—-

. OS Loader

Userland
Application

Windows Kernel
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&5 NewTest on WIN-EPVOV39DIQG - Virtual Machine Connection

File Action Media Clipboard View Help

Hello [

Hello, World!
Current Username: SYSTEM

[ = |

Status: Running
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How t

i
File  Action View Help

B Windows Deployment Services WIN-POMTBG6RSUD3

~ HF Servers
_5! WIN-POMTBERSUD3

a. Active Directory Prestaged Devices ! Windows Deployment Services is not configured

Ed Windows Deployment Services Configuration Wizard

Before You Begin

fou can use this wizard to configure Windows Deployment Services. Once the server is
configured, you will need to add at least one boot image and one install image to the server
befare you will be able to install an operating system.

Before you begin, ensure that the following requirements are met :

—  The server is a member of an Active Directory Domain Services (AD DS) domain, or
a domain cortroller for an AD DS domain. If the server supports Standalone mode, it
can be configured without having a dependency on Active Directaory.

—  There is an active DHCP server on the network. This is because Windows
Deployment Services uses Pre-Boot Execution Environment (PXE), which relies an
DHCP for IP addressing.

- There is an active DMS server on your netwaork.

- This server has an MTF5 file system partition on which to store images.

To continue, click Mext.

Bac Mext = ]

Ed Add Image Wizard }i
Image FRle E : . l
-
¥ Enter the location of the Windows image file that contains the images to add.
= |
g_, File location:
| Browse. ..
Mote: The default boot and install images (Boot.wim and Install wim) are located on the
installation DVD in the “Sources folder.
Mare information about images and image types
Cancel Bzl

65| Cancel l
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| -xf’ Dism++x64 10.1.1002.1 UEFI Firmware

File Recovery Options Help
“Windows 11 {EMkAR x64

(&

Local Disk

Ready

Windows 11 Pro x64

Windows Server 2022 Datacenter x64 Windows PE 10.0.26244.5000 ARM64

c\Temp\mounts\win11_22h2 C:\Temp\mounts\win2022 C:\Temp\mounts\Boot

Mounted Image
Ready

About Dism++ X

‘aﬁ

Mounted Image Mounted Image
Ready Ready

Dism++x64 10.1.1002.1 UEFI
Firmware
CbsHost: 10.1.1002.1

NCleaner: 10.1.1001.10
WIimGAPI: 10.0.22621.3672

Open session

66
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Mount Image-Max

Name Value

Image Name Microsoft Windows Setup (arm64)
Image Descri... Microsoft Windows Setup (arm64)
Edition 2

Architecture = ARM64

Created 2024/6/22 16:05:24

Expanded Sp... 1.51 GB

OS Version 10.0.26244.5000

Target Image: 2: Microsoft Windows Setup (arm64)(Bootable)

‘ C:\Temp\images\boot.wim

‘ ‘\Temp\mounts\Boot

Browse

Browse
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_|_

IEBfY > AMEE (C) > Temp > mounts > Boot >

] N oY = BB -

1Z R EA
B8 Program Files 2024/6/22 15:54
gl Program Files (x86) 2024/6/22 15:54
I sources 2024/6/22 16:00

I Windows 2024/6/22 16:04

[ N== 2INIA/E /DD 1C-CA
I Boot Images 1 Boot Imagels)

3 setup

Image Name Architecture Status Expanded Size Date 05 Version Pricrity

E Microsoft Windows 5., xB4 Online 2295 MB 9/11/.. 10.0.22621 500000 ...

68
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blacknatIf yo uﬁ onf/wart to wait/

* You might exploit a remote DoS to force the victim to reboot

Remote Attack
SecureBoot

Physical Attack
SecureBoot

Remote DoS
Based Attack
SecureBoot

Local Attack
SecureBoot

70



Where Does Microsoft Draw the Line?

Can an attacker achieve the same outcome by design?

 Defensible? : Defensible?

Q%g) Considered defensible W;kmuallydefensible
Defensible? Defensible?

Nework  —— Usor-mode

W Usually defensible ® Not defensible!

BlackHat USA 2024 - Locked Down but Not Out / Fighting the Hidden War in Your Bootloader - Bill Demirkapi@l\/lSRC
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\WINDOWSOS\Inf\errata.inf

f ( OslGetErrataFileNameFromRegistry(a4, &DestinationString) )

a2->Buffer[v?] = @;
a2->Length = Length;

f ( 0slIsTcbLaunchEnabled() }
vl3 = BlLdrPreloadFile(a3, a2-»>Buffer);
else
vl3 = BlImglLoadImageWithProgress2(
a,

".i\ _".H'.H'.H'.H'.\ A
e Ll Ly

g2 ->Buffer.

&3l-»BasicData.Extension->EmInfFileImage,
&al-xBasicData.Extension-*EmInfFilesize,

if [ BlAppendUnicodeToString(a2, L"inf'\") && BlAppendUnicodeToString(a2

>

/

£y

» DestinationString.Buffer) )

[~
e
b
[~
[~
[~
[~
L

[

e e R o]
L) "

= 2
)
)
(]

aLL);

D000ABBF OslpLoadMiscModules:63 (183000B78F)

ggpaeaee struct _LOADER _PARAMETER_EXTENSION
ceacaaee |

BeaEaa00 unsigned int Size;

ARGRRRRGRZA = DODDOET E DADABE

LAty e it I i -

aaaaaal4

BLOCK Profile;

vold *EmInfFileImage;
unsigned int EmInfFileSize;

B = = ==L L LK

LucaITypes

."
')
l

¥/ A~
3 \\\
e __:-"

\bbotloader and; ernel

p / .

NT Kernel

1
-
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= ermratainf X

What’s

= errata.inf

1 b Attacker controlled
;Copyright (c) Microsoft Corporation. All rights reserved. Standa rd |N F fl |e
I Parsing in Kernel

2

No common API

; INF file for the Errata Manager Database

2

;Module Name:

>

Hehd |

== Declare the Target Rules

;Specify the rules that the clients can register for notifications
;Also need to specify the necessary string parameters if required

;N.B. The rule names must have been defined in the [RuleNameGuidDef] Section

5 Declared in [RuleDef] Section and implemented in [Rule] Section

[TargetRuleDef]

ACPISLPWorkAround = {FACP.ACER_OEMID.FACP.M25D_TableId}, \ ;ACERM25D02/25/00
{FACP.COMPAQ_ OEMID.FACP.LAREDO TableId}, \ ; COMPAQLAREDO®@7 /05/99
{FACP.DELL_OEMID.FACP.WS210 TABLEID}, \ ;DellPrecisionS210
{FACP.DELL_OEMID.FACP.WS410 TABLEID}, \ ;DellPrecisioniS410
{FACP.DELL_OEMID.FACP.WS610_TABLEID}, \ ;DellPrecisionWS610

{FACP.DELL OEMID.FACP.PE13060 TABLEID}, \ :DellPowerEdge1300
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i Standmg\on the shoylders

C* hook.cpp M C+ kdvm.cpp 4 X

VirtualKD-Redux > Lib > kdvmguestlib > €* kdvm.cpp > % ChannelHelper<DefaultRPCChannel>

static NTSTATUS KdDebuggerInitialize®(PVOID lplLoaderParameterBlock)

{
#ifdef VKD_EXPERIMENTAL_PACKET_POLL_DIVIDER_SUPPORT

#endif

= KernelGetModule ELE
PVOID hMod = GetModuleBaseAddress(&IofCallDriver);
setup((size t)hMod);
return STATUS_INVALID PARAMETER;

Start fuzzing harness code from opensource code base
75



n Advanced Boot Options u

black
===

Choose Advanced Options for: Disable Signature Enforcement Manually!!! (Press
F&) [VKD-Redux]
(Use the arrow keys to highlight your choice.)

$ ../packer/gemu_tool.sh create_snapshot vnext.img 2048 ./ntos_fuzz
CREATE_SNAPSHOT

gemu-system—x86_64: warning: host doesn't support requested feature: CPUID.@7H:EBX.hle [bit 4]
gemu-system—x86_64: warning: host doesn't support requested feature: CPUID.@7H:EBX.rtm [bit 11]
[!] gemu-nyx: preparing to create pre image...

Creating pre image snapshot[gemu-nyx] switching to secondary CoW buffer

Enable Boot Logging
Enable low-resolution video
&3 Install VirtualKD-Re: Last Known Good Configuration (advanced)

Thiz program will prepare Debu dg in g Mode

bE%ﬁ%#fTﬂd?g Disable automatic restart on system failure
P s s

Disable Early Launch Anti-Malware Driver

() Use existing entry '™
Set Wirtualk.D-Fedus

_ Start windows Normally
Replace kdcom. dil [r

[ ] Patch winload ta For

R — Description: Allows drivers containing improper signatures to be Tloaded.
nEtall VizualliL ., Lal

Install ENTER=Choose Esc=Cance]
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id_000000,sig_00,src_000419,time_306686,execs_34066,0p_havoc,rep_2

l: kd> .trap Oxfffff8
NOTE: The trap frame
Some register values
rax=0000000000000000
rdx=ffffoc0elf960600
rip=fffff80235986c69
r8=ffff9clelf99als0
rll=ffffoclelf9a?fal
rl4=0000000000000000
iopl=0 nv up
nt!EmpParseRules+0x27
fFFFF802 35986c69 483
1: kd> kf
*%x% Stack trace for
#  Memory Child-SP

864caféfs0
does not contain all

\
\

registers.

may be zeroed or incorrect.

rbx=0000000000000000
rsi=000EOO0EEEEEER00
rsp=fffff8864cald70el
r9=0000000000000002
r12=0000000000000000
rl15=0000000000000000
ei pl nz na pe nc

5:

rex=fffffffffffffffa
rdi=0000000000000000
rbp=0000000000000101
rl0=0000000000000543
rl13=0000000000000000

00 fFFff886°
01 70 fffff886°
02 40 fFfff886°
03 240 fffff886°
04 la® fffff886°
05 40 fFfff886°
06 50 fffff886"

919 cmp quord ptr [rcx],rbx ds:ffffffff fEFffff8=222222222222222?
last set context - .thread/.cxr resets it
RetAddr Call Site
4caB70ed fffff802 35985F77 nt!EmpParseRules+0x275
4caB7150 fffff802 359cec43 nt!EmpParselInfDatabase+0x97
4caB7190 fffff802 3597cebb nt!EmInitSystem+0x12b
4ca@73d0 fffff802 35499233 nt!PhaselInitializationDiscard+0xe63
4ca@7570 fffff802 35263a2a nt!PhaselInitialization+0x23
4cal75b0 FFFFf802 3546e2d4 nt!PspSystemThreadStartup+0xba
4caf7600 O0EOEOEOEEO EEEEOEEEE nt!KiStartSystemThread+0x34
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Pool2 = (GUID 'lExﬁllncatePonlzQExLEEUiEi, (int)(8 * SectionLineIndexValueCount + Exﬁaj,]'tiHE');
oob_object _size 1I# = (_ 1inted)Pooll;

if ( !Pool2 )
7 return BxCoaaa89a ;

GuidFromName = EmpInfParseGetGuidFromMame((_ inte4)al, (I

if ( GuidFromName < @ )
break;

if ( (__inte4)EmpSearchCallbackDatabase(( OQWORD *)oob_object_size 1

T T T
. & MO o

Windows Kernel EmpParseCallbacks Heap Out-of-
:f *i;:;ﬁ;ég;Egszinbject_size_le + BxdB) = v7 - 2; Bounds erte

54 SectionLineIndex = (const char *)CmpGetSectionLineIndex(al, "CallbackDef™,
55 if ( !SectionlLineIndex )
56 breaks

:j *(_DWORD *)(oob_object_size 18 + 8x38) = strtoul(SectionLineIndex) @ic4, 1@); The f”‘St W”’]dOWS kernel memory Corrup‘uon |’Ve

vl2 = (const char *)CmpGetSectionLineIndex(al, "CallbackDef"”, w2, flu);
s F 1 . .
S SR discovered in my career.
*( DWORD *){oob object size 10 + 8x3C) = strtoul(vl2, @i64, 18);
tor (1 =2; 1 < v/; +H1 )

{

29

WORD *)(oob_object size 10 + 9x38) = strtoul(SectionLineIndex)y)
char *)CmpGetSectionLineIndex(al, "CallbackDef"”, v2,

I N R N R
#*
—
=]
=1
=

*(_QWORD
++Emphumbi
1 *(_OQWORD *)(oob_object_size 10 + 8x28) = EmpCa
82 EmpCallbacklListHead = oob_object_size 18 + 8x28;

strtoul(vl2,
f.write(b",".join([b"0"]
| ) e e f.write(a[111939+45:])
fi _éEi;F;z%;?lw%thTag(ulz, "RiME');

28 }
@OAEBC15 EmpParseCallbacks:53 (14BB86C15)



blacknat What’s Actyally'Going Oy

Defensible? : Defensible?

Network
Boot

Network
Boot

® Not defensible! ® Not defensible!

We have determined that the behavior described in your report is by design.

——— User-mode ——— Kernel-mode

This case has been determined to be a moderate severity

defense in depth issue and will not require a security update.

>  Status changed from Review / Repro to Complete
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* Background

* Attack surface in bootloader
* Network protocol
* BCD Registry
* Security Policy
* Filesystem
* Logic flaw

* Attack surface beyond bootloader
* Future Work & Take Aways

80
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* Continue research on bootmgfw.efl on other attack surface
* Winload.efl

* Hardware specific firmware (etc. HSP on AMD platform)
* Resume.ef
* Hyper-V bootloader

 Research on Windows kernel and userland service code that Is
Invisible to remote attacker from normal boot

81
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* Looking at Microsoft’'s patch, there's multiple branch, PCA2011 and
PCA2023. Code before 26100 and code after 26100.

BCD Element Processing 24-Apr_PCA2023 CVE-2024-28923 BiConvertLocateDeviceElement LocateDevice invalid Locateldentifier Size Integer overflow Heap OOB write
BCD Element Processing 24-Jul_ PCA2023 CVE-2024-37973 BcdGetElementDataWithFlags Recursive calling stack OOB

BCD Element Processing 24-Apr_PCA2023 CVE-2024-28897 BiConvertLocateDeviceElement LocateDevice invalid ParentOffset uninitialized memory Heap OOB write
BCD Element Processing 24-Apr_PCA2023 CVE-2024-28898 BiEnumerateElements Recursive calling stack OOB

Architecture issue 24-Apr_PCA2023 CVE-2024-29062 BmFwVerifySelfintegrity SFB

* You really should take the update guide manually. It's not only for
DBX update, also to switching your bootloader to PCA2023 branch.

82
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* PCA2011 Time breaches

* Patch branch breaches

Patch
branch

PCA2011 breaches
Time bre
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* B(ring) Y(our) O(wn) B(ootloader) to archive AV:A In secureboot attack
* Small function with sanitize in its name could be very vulnerable
* Recursive calling could be exploitable to RCE in UEFI environment

* Check twice after your patch release, especially when you have found
vulnerabilities In same component at a very large volume, don't be lazy.

* Take closer look at the code It fuzzer can generate DosS.
* Out of scope vulnerabilities could also be interesting in real world.
* Take further action Immediately to fix these SecureBoot vulnerabilities.
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ZJI1UFPJULMbmUMe1t4UXBU3IX L/ hoabsc+wLWXLLBZPkbzHe JtUamU+bZbHSHNX 1yl yUtEn1ibBtuZYPMIahgKxBbnkHRhI T 14VEbBLOmLetULolU/Sb5U e

SECU REBUUT [ jS f | F SywybBPOsT1swCdEF3WiPSyZhUE+nl1a30N0eY38WGB1C+Gda76C8iEGFMglyheaswddglPt3M2BUstdDctoSWogDs1sK7u53zWldoVolbEE
| wlh+726gXptp6GXdAIxuvDNo9Y1xLHANBGEvEh+qaPtiwRPWZRc@8LmhERAC9esL ChIRpPIAVLAImnIyf9LhQJiFCby5ukP/jTvNdrYSD9sgbLgRKT
eXnT1zm509Vx/ 7mN8W+iTI£t7d9£1s]ISyBqfYE21jIXHimeUusBemdNXgyObskxvzLPCwgs+2LMZPPn05 jtpMBVyFSEuCkJwNdZNF JC4G5hZBf 3G
MX1NH&SZ+TPs7eWYDoncV80HgPf1fkujTWqwTI3Bwen1kOv3EPyxBRpt0XyjLGdLvUpmKCD/1ZG6tWYdIsybmsnGzpWsB8k3KdUZvx1 £ Jua++90RDI

gJoPBm179M0kIVAZxBZMwPhSegd3bK1h4 fFOPILOEEPBSAubgb/fACfo76100h1B3BecwNallBa+d/4Vmom5VuYt36EYqaKA0pS j4P/H/d66E/udeD]
Ou/B8XBAVLIyWQdwAAA=

This project is part of the Black Hat USA research "Booting into Breaches: Hunting Windows SecureBoot's Remote

Attack Surfaces". It helps you check if your system is affected by the 31 SecureBoot vulnerabilities discovered by

Azure Yang and patched in 2024. The tool collects anonymous data for presentation in the final Black Hat ta

Z 2023 Certificate detected
Select Your Operating System:
b 5 N
- ‘ B Help us improve by taking a quick survey about your system

Azure Yang 86 ol

compresses and Baseb4 encodes
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