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Radio Access Network (RAN)

www.anscorporate.com/blog/what-is-a-5g-cell-tower
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O-RAN’s Virtualization

the-mobile-network.com/2019/03/taking-the-open-ran-commercial/

the-mobile-network.com/2019/03/open-ran-at-the-tip-ping-point/
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Are O-RAN already in use?

Major operators still opting for single vendor, 

small or private operators benefiting first

Will everyone move to O-

RAN eventually?

Maybe not every O-RAN promise...

But with AI/ML/LLM booming, cloud-native 

RAN is inevitable.
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O-RAN Vulnerability Sources

Malicious User
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Attacks on 5G Infrastructure from Users’ Devices

www.trendmicro.com/en_us/research/23/i/attacks-on-5g-infrastructure-from-users-devices.html
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RRC Signaling Storm Detection in O-RAN

arxiv.org/abs/2504.15738
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Securing Telecom Supply Chains: Mitigating Risks in the Telecom Ecosystem

www.p1sec.com/blog/securing-telecom-supply-chains-mitigating-risks-in-the-telecom-ecosystem
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O-RAN Study on Security for Near Real Time RIC and xApps

www.o-ran.org/specifications
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• Identified 19 flaws in RIC components and xApps that can lead 

to DoS of the RIC, and 7 flaws in CU components that can lead to 

DoS of the whole cell.

• 22 CVEs have been assigned to track all 26 issues.

• CVE-2023-52724, -52725, -52726, -52727, -52728 

• CVE-2024-25377, -29420, -34043, 34044, -34045, -34046, -34047, -34048, 

-34049, -34050, -57330, -57331, -57332, -57333, 57334

• CVE-2025-45420, -45421
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Are Commercial O-RAN Systems Safe?

• Closed-source API testing

• Zero-trust design

• 4 implementation-level issue

• Long requests, unexpected formats (json when string expected)

Openness & virtualization creates opportunity, but also vulnerability
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• Send test inputs only through 
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• Automatic test generation for 

the standardized protocol

• Scalable to all implementations
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Problem Formulation
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Challenge 1: Generating Targeted and Meaningful Test Inputs
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Challenge 1: Generating Targeted and Meaningful Test Inputs

• Challenge: generate inputs that can 

reach the target components (avoid 

under-constraint) while maintain 

variability for effective testing (avoid 

over-constraint). 
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Solution 1: Layered Testing Approach

• Layered approach: 

• First test the component connected with E2: E2T

• Gradually move to deeper components

• At each component, find appropriate constraints 

so the test inputs can reach the next component.

Target xApp

Test 

Input

Internal Routing

E2T
• Challenge: How can we find these layer-

dependencies between components?

• Solution: Dynamic tracing

Dynamic Tracing

Dynamic Tracing

Dynamic Tracing
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Challenge 2: Enumerate Appropriate Constraints
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Scalability Challenges in Static Analysis
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Challenge & Solution 3: Efficient Static Analysis

Solution: 

• Program Dependency Graph (PDG)-based view of control dependencies to find 

critical conditions

• Backward dataflow analysis to generate constraints on the input message

• Selectively analyze functions validating inputs, ignoring generic functions (e.g., 

network operations, data retrieval)
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How to Discern Generic/Validating Functions?

• Name?

• LLM?

• Control Flow?
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Architecture
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RAN Vulnerability Demo
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Demo: Malicious UE crashing the whole RAN/cell
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Final Thoughts

• O-RAN introduces expanded attack surfaces and more 

likely for a bug to cascade into system-wide disruption

• Read the specs. Dive into the code. Contribute.
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Final Thoughts

• O-RAN introduces expanded attack surfaces and more 

likely for a bug to cascade into system-wide disruption

• Read the specs. Dive into the code. Contribute.

O-RAN Software Community Releases “L”: Boosting Integration, AI/ML, and Open Source Collaboration

o-ran-sc.org/blog/2025/07/24/o-ran-software-community-releases-l-boosting-integration-ai-ml-and-open-source-collaboration/
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Final Thoughts

• O-RAN introduces expanded attack surfaces and more 

likely for a bug to cascade into system-wide disruption

• Read the specs. Dive into the code. Contribute.

• Think broader: side channel, privacy leaks, flooding, …
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Thank You!
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