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1 PICTURE  WORTH 1000 WORDS…
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My teacher

Me
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WHAT IS THE ALGORITHMIC 
PART OF OUR SOLUTION?



THE PAPER I’VE 
READ 
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TREE-OF-THOUGHT

Goal:

Make 24 using four 
given numbers  
and basic math 
operations

Rules:

Given: 4 numbers  
(e.g., 8, 3, 8, 3)

+, −, ×, ÷  
and parentheses

Use each number 
exactly once

Final result = 24

Use:

Must:

Target:

WHY IT’S SO CHALLENGING  
FOR AI? 

1. Huge search space of combinations 
2. Early mistakes lead to dead ends 
3. Requires strategic planning & backtracking

RESULTS

4%
Chain-of-
Thought

74%
Tree-of-
Thought
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HOW CAN  
A GENERATIVE APPROACH, 

BE A GAME CHANGER FOR TAINT 
ANALYSIS FRAMEWORK?



51 report

INSPIRATION: HUNTR STORY

18 CVEs

Transformers, 
Tensorflow, 
Llama.cpp…
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INSPIRATION: HUNTR STORY

The first thing you do with a target, you run 
Bandit to see static point-of-interest:

Code Search, SAST tell us where the sinks are 
- There are tons of them! 
- We spend hours tracking them to their sources.

e.g., modelscope/agentscope:

8 sinks identified per 
SAST (Bandit) scan

…4 of them  
reachable

… within only 2 of 
them exploitable
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WHAT IS TAINT ANALYSIS. 
SINK? SOURCE?

"Sink" 
The place where meets 

usually indicate dangerous 
(e.g. eval, memcpy, pickle)

"Source": 
The input of data 
(e.g., endpoint, 
argv, file)
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WHAT IS TAINT ANALYSIS. 
SINK? SOURCE?
WHEN YOU THINK IT 
UPSIDE-DOWN, 
IT'S MUCH MORE SIMPLE.
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SOURCE-TO-SINK

SINK-TO-SOURCE

Why? 
• It’s too easy to identify sinks 
• Avoids False positive & prioritize 
• Context relevance  

- Potential Context 
- State Recovery 

- Complexity of conditional flow 
(path explosion of executions)

Thinking it upside down:  
sinks as root, diffuse outward



The Pruning Process: 
- Cut off unrelated / low-valued 
branches, to focus on the biggest fruit 

Statefulness: 
- dependency of relationship 
between each nodes (states). 
(Directed acyclic graph) 

State-Recovery 
- Recovering future states with both 
past states and potential states as 
contextual information, 

ESSENCE  
OF THE TASKS  
STATEFUL-NESS, 
PRUNING?
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TREE-OF-STATES?

SINK-TO-SOURCE?



TREE-OF-AST

1. Diffuse taint graph from on the sink 
2. Traverse sink-to-source 

 - vote if current state is source 
- vote & value next parrallel states for most 
possible source-leading node 
    - depth, lookaheads 
    - rewind, stateful-task 
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PAYLOAD GENERATION
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With the autonomous elected 
sink-to-source chain:

1. Reverse traverse source-to-sink 
- Nested-restriction tags to 

semantically describe the 
constrains from the slice. 

- Make up for the part we 
deliberately neglacted 

- “Intuition” for solvers in a 
pruned-and-limited slice 

2. Traverse source-to-sink again 
- Constraints with *SMT Solvers for 
model-generations, linearly solving 
the constrains into payloads



Technical side  
of our approach
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INTERNAL PROGRAM 
REPRESENTATION

THE PROBLEM WE NEED TO SOLVE: 
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STAGES OF PROBLEM ACCEPTANCE

DENIAL
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Steps in processing of source code 

Steps in processing 
of source code 

Tokens

AST

Lexical analysis

Syntactic analysis

An Abstract Syntax Tree

• Code Structure as Data  
• Foundation for Security Analysis

FIRST STEP: AST
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AST OR NO AST?
Intuitively (as simple result):
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Intuitively (as simple result):

TECHNICAL SIDE  
OF OUR APPROACH

AST OR NO AST?
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STAGES OF PROBLEM ACCEPTANCE

DENIAL

AST
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PROBLEMS OF ASTS

IMPORT 
HANDLING
Resolving module 
dependencies and 
import paths

LANGUAGE-
SPECIFIC PARSING
Must implement custom 
parser for each language

CROSS-FILE 
ANALYSIS
Tracking definitions and 
usage across files (e.g., 
function in a.py used in b.py)

SCOPE 
RESOLUTION
Managing variable 
shadowing and name 
conflicts

COMPLEXITY VS. 
BENEFIT
High implementation 
effort for basic static 
analysis tasks

Note: ASTs remain useful for static 
analysis despite these challenges
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STAGES OF PROBLEM ACCEPTANCE

DENIAL ANGER

AST

Resolving 
imports 

with AST
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THE SOLUTION? STACK GRAPHS!

are an open 
source framework 
Stack graphs

precise
code navigation

for
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THE SOLUTION? STACK GRAPHS!

are an open 
source framework 
Stack graphs

precise
code navigation

for

to represent how symbols
, which

flow through a program. 

allows
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THE SOLUTION? STACK GRAPHS!

are an open 
source framework 
Stack graphs

precise
code navigation

for
allows

to represent how symbols
, which

flow through a program. 
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WHAT IS SYMBOL RESOLUTION? 

blackhat.py

from conference import enjoy

enjoy()

from community import *

conference.pycommunity.py

def share()
pass

def enjoy()
pass

def network pass()
pass
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STAGES OF PROBLEM ACCEPTANCE

DENIAL ANGER

AST

Resolving 
imports 

with AST

Found a 
promising 
framework

BARGAIN
Happy  

for a second…
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HOW DO THEY WORK? SIMPLIFIED

Tells you "there's a function called foo here 
and a call to foo there"

Tree-sitter

1. Builds CST 
2. Consistent API across languages 
3. Understands the grammar but not the meaning

Tell you "this specific call to foo resolves to that specific 
definition of foo based on the language's scoping rules"
1. Apply language-specific rules ()
3. Understand imports, scope rules, and visibility modifiers  
4. Resolve references across files based on actual language semantics 
3. Build a graph structure that represents all possible name resolution paths



Tree-sitter

1. Builds CST 
2. Consistent API across languages 
3. Understands the grammar but not the meaning

Tells you "there's a function called foo 
here and a call to foo there"

Tell you "this specific call to foo resolves to that specific 
definition of foo based on the language's scoping rules"
1. Apply language-specific rules (TSGs) to understand how names resolve 
3. Understand imports, scope rules, and visibility modifiers  
4. Resolve references across files based on actual language semantics 
3. Build a graph structure that represents all possible name resolution paths

HOW DO THEY WORK? SIMPLIFIED



HOW DO THEY WORK? ACTUAL 

Phase I. Index-Time (Per File)

Parse code with tree-sitter → 
Concrete Syntax Tree

Apply TSG rules → Transform CST 
nodes to stack graph nodes

Build isolated file subgraph  
with nodes and edges

Calculate all partial  
paths within the file

Store partial paths with precondi-
tions/postconditions in database

Phase II. Query-Time (Cross-File)

Create push nodes 
(↓) for references

Create pop nodes 
(↑) for definitions

Create scope nodes 
for lexical scopes

Create root 
node for file 

entry

Start from 
important nodes 
(refs, defs, root)

Track symbol/
scope stack 

changes

Record preconditions/
postconditions with 

variables (ψ)

Load partial paths  
from relevant files

Create virtual edges 
between file root nodes

Initialize path search  
from reference node

Execute partial  
path stitching

Return resolved definitions  
with precedence ranking

Symbol stack: 
⟨referenced_symbol⟩

Start node: 
reference location

Find compatible paths  
(postcondition matches precondition)

Unify stack 
variables

Concatenate 
paths

Continue until 
empty symbol 

stack at 
definition
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STAGES OF PROBLEM ACCEPTANCE

DENIAL ANGER BARGAIN

AST

Resolving 
imports 

with AST

Attempted  
to create own 

version of   
stack graphs  

for our  
needs Found a 

promising 
framework

Happy  
for a second…

DEPRESSION
Includes the 

Frustration stage
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SO WHAT ARE WE 
EVENTUALLY 
USING? 
After quite some time, 
we’ve found a working 
Stack Graphs library, 
and it all simplified to…
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STAGES OF PROBLEM ACCEPTANCE

DENIAL ANGER BARGAIN DEPRESSION

AST

Resolving 
imports 

with AST

Attempted  
to create own 

version of   
stack graphs  

for our  
needs Found a 

promising 
framework

Happy  
for a second…

Includes the 
Frustration stage

Found 
ready 
library

ACCEPTANCE
Integration
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MORE INTERESTING STUFF
OUR SOLUTIONS, APPROACHES & OTHER OBSERVATIONS

#BHUSA   @BlackHatEvents



TRIED AND TRUE, YET OFTEN OVERLOOKED

Instead of asking this…
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Try asking this

Instead of asking this…
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TRIED AND TRUE, YET OFTEN OVERLOOKED



THREE REPRESENTATIVE CASES

Code Pattern Description Argument 
Tracking

Parameter-
Based Tainting

Traditional 
Sink Trace

sink(caller.param)
Direct taint flow from 

caller parameter Yes Yes Yes

sink(callee())
Taint originates from 

callee function No Yes No

sink(callee(caller.param))
Tainted parameter 

passed through callee Yes Yes No
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SINK

Might call 
the sink

Spatial locality area of the sink

Calls to the sink function are likely here

Functions here likely don't call the sink

HOW TO AVOID 
FREEZES  
ON LARGE 
PROJECTS? 

MODULE 1

MODULE 2



HOW DO WE USE LMS?

We use LangChain

LLM makes decisions on (1) Input Source Detection,  
(2) Path Selection, and (3) Backtracking

01

Implements chain lookahead analysis 02

Voting algorithms are implemented 03

Similar voting results are getting re-weighted with smarter models.04
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WHAT ARE  
THE RESULTS?



It doesn’t require the entry point  
specification to analyze the program.

01

HOW IS OUR APPROACH DIFFERENT  
(AS A DATAFLOW ENGINE)?

It uses LMs, but doesn’t just send the code  
over and ask “Is there a vulnerability?”

02

Designed specifically for large projects that  
span across many files, modules, repositories.

03
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WHAT HAVE WE (RE) DISCOVERED? 

CVE-2022-29216 
TENSORFLOW

190k stars  
on Github

Code  
injection via  
eval

CVE-2023-40581 

119k stars  
on Github

Command  
injection via  
subprocess.call

YT-DLP
CVE-2019-14904 

63k stars  
on Github

Code  
injection via  
os.system

ANSIBLE
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INTERNAL PROGRAM 
REPRESENTATION

THE ISSUE WE NEED TO SOLVE:
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WHAT IS THE 
PROBLEM WITH 

MEASURING THE 
PERFORMANCE?



INTERNAL PROGRAM 
REPRESENTATION

THE ISSUE WE NEED TO SOLVE:
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CONCLUSIONS (AKA BLACK HAT SOUND BYTES)

Automating 
strategic decisions 

with LLMs to 
optimize human 
work automation

Replacing traditional 
security analysis 
(fuzzing, static/

dynamic) with AI-
powered 

approaches

Rethinking 
problems from 
first principles 

rather than 
iterating on 

existing solutions



The sink is just the end. 

azyuzin@terpmail.umd.edu
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retr0@retr0.blogazyuzin@terpmail.umd.edu

What matters is how we got there.



RESOURCES

https://github.blog/open-source/introducing-stack-graphs/

https://pypi.org/project/stack-graphs-python-bindings/

https://arxiv.org/pdf/2305.10601

https://apps.apple.com/us/app/wheres-my-water/id449735650
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INTERESTING FACTS ABOUT OUR PROJECT

We are called  
Tree-of-AST, but we 
don’t actually use  
AST that much…

Different versions of 
the project have 
different codebase 
sizes, varying from 
1000 to 12 000+ lines 
of code

We re-wrote the 
project from 0  
at least 3 times
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