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Digitalization in Farming
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Research and attacks on smart farming
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• Smart steering wheel with powerful motor

• Tablet for user interaction, control and

cloud connection

• RTK / GPS antenna for precise tracking

FJD AT2 Steering System
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Different Models in Europe

FJ Dynamics (FJD) AT1 / AT2

Sveaverken F100 / F200 Navmopo AT1 / AT2
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BLUETOOTH

GPS+RTK

HTTPS + MQTT
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Intercepting and Decrypting MQTT Broker Connections
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Intercepting and Decrypting MQTT Broker Connections

MQTT-ClientId = Product ID + Serial Number (SN) + Timestamp
MQTT-User      = Product ID ?
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[……………]

Intercepting and Decrypting MQTT Broker Connections

#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Intercepting and Decrypting MQTT Broker Connections



#BHUSA @BlackHatEvents

▪ Most common structure: 

/sys/<PRODUCT_ID>/default/<SN>/<TOPIC>

▪ Examples for TOPICs:

event/vehicleParam Basic info about the vehicle (e.g. wheel width, turning radius, …)

event/workLog Current Work Status (e.g. GPS Information published every second)

function/invoke Invokes different functions directly on the tractor via MQTT broker

Topics on the MQTT Broker
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MQTT – The broken Broker

Legacy Broker

- User: n1904 (tablet name)

- Password: 2 Chars + 2020  ;-)

New Broker

- „Bring your own password“

- Is the password for the 

device unique or do they all 

have the same password?
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Test only with
our device
credentials

impersonate
an invalid 

tractor? ok.

impersonate
a valid 

tractor? ok.

impersonate
ALL tractors? 

ok?!?!

MQTT Broker
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▪ Problem: Way too many MQTT brokers (US, EU, CN, RU) & way too many messages

▪ Custom tooling needed to handle all this data -> “Tractor Kraken”

- High performance Python App that handles 100k MQTT messages per second

- Developed to analyze the incoming MQTT data 

- Implemented tracking of movement of tractors (e.g. did the tractor move?)

- Automated analysis and web frontend

Tractor Kraken
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Get all data 
via MQTT wildcard

Send data 
to MQTT-Broker

Tractor Kraken

MQTT-Broker

Tractors in use
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• A total of ~46k systems were seen (out of approx. 60K)

• > 60% of Systems are operated in Asia 

• 33% of all systems in the EU (15k)

• About 335 Systems in the US (about 1%)

Analysis of the data

Asia Europe North America

Africa South America Oceania
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Impact of the data

• Based on GPS positions

• Home of farmers

• Movement profiles

• Land ownership

• Tractor IP addresses (cellular uplink)

• Some Email addresses from users

• Data from other FJD products
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Tractors found in the US
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Do not use on public roads
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Tractors found 20 kilometers from front line (Ukraine)
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Possible indication of GPS Jamming near front line 
(Ukraine)
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▪ Function call from broker to tractors via MQTT Topic: function/invoke

▪ Two function calls enabled per default

- “Lock” and “Send notification”

- After lock the devices no longer work, but manual steering is still possible

- Can lock any system world-wide 

- Only vendor can unlock devices

Sending commands to the tractors
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▪ HMI: Android Tablet only launches the FJDynamics app

- Kiosk Modus -> Kiosk Escape found 

▪ Activation of Android Dev Tools possible

- Command Execution via ADB

▪ OS Version is very outdated

- Old Android version with many vulnerabilities

▪ Need root access for further research

Next Step: Taking the wheel
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Attack Paths

MitM of the Cloud 
Connection

Execution of
malicious code

on the HMI

Takeover of the
Steering Wheel

Physical Access

RCE via Bluetooth

FJD Cloud
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Over the air (OTA) update feature

▪ For some reason, lacks all the security 

features

- Plain HTTP-Connection, no Usage of TLS

- No signatures, just MD5 a sum

- APKs can be installed from different 

sources

▪ Leads to unauthenticated Remote Code 

Execution (RCE) via Man in the Middle
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The steering system in detail
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Tablet - User Interface & Route Planning 
ECU - Electronic Control Unit (brain of the system) - GD32F450ZK
IMU - Inertial Measurement Unit (orientation sensor) 
MCU - Microcontroller Unit (motor controller)
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Hex Decimal Command Description Handler Function

0x55 85
Execution 
commands

FUN_0001710c

0x56 86 Parameter setting FUN_000247c0

0x57 87 Heartbeat FUN_00019fc4

0xaa 170 Version requests FUN_00021744

0xab 171 Config requests FUN_00014df8

0xad 173 Waypoint config FUN_00005fa8

0xae 174
Curve/Leading 
waypoints

FUN_00006698

0xaf 175 Multi curve FUN_000066c0

0xb0 176 Double speed way FUN_0002a140

0xff 255 Light show FUN_00016e20

Protocol Command Reference
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Normal command flow

1. Heartbeat maintenance (Commands 0x57) - System alive

2. Waypoint upload (Command 0xAD) - Navigation data

3. Config request (Command 0xAB) - Parameter queries

4. Execution command (Command 0x55) - Task initiation

What we want as PoC

1. Use our root access to steer the tractor 

2. Directly send commands to steering wheel and block interactions from the original software

Protocol Communication Flow
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00:36:29 - openDoor (Floor 9241017181009059)

00:36:41 - callElevator (12s later)

00:36:41 - closeDoor (Floor 9241017181009059)

00:37:04 - openDoor (Floor 9241017181009057)

▪ Supplier: beijiaxin

Event Timeline

#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

25.06.2024: (Limes) Initial disclosure email to service@fjdynamics.com and pr@fjdynamics.com - announces vulnerabilities, requests S/MIME/GPG for 

secure com,

01.07.2024: (Limes) Reminder email about vulnerabilities and secure com. 

03.07.2024: (FJD InfoSec) First response - requests detailed vulnerability information

03.07.2024: (Limes) Felix on vacation, will respond end of next week

10.07.2024: (FJD) Holiday wishes, requests vulnerability details upon return

30.08.2024: (Limes) Sends vulnerability report with attachment

30.08.2024: (FJD) Acknowledges report, initiates emergency response process

20.09.2024: (Limes) Request for advisory review update

21.10.2024: (Limes) Request for advisory review update

11.03.2025: (Limes) Request for update, mentions upcoming publication

12.03.2025: (FJD) Claims vulnerability fixed in firmware 1.0.3.20241209, requests disclosure timeline sync

12.03.2025: (Limes) Asks for timeline

21.03.2025: (Limes) Asks for timeline, mentions summer publication plan

21.03.2025: (FJD) States most issues resolved, can be fixed before announcement

27.05.2025: (Limes) Asks which specific issues have been addressed

28.05.2025: (FJD) Claims all issues have been fixed

12.06.2025: (Limes) Reports vulnerabilities still not fixed, conference disclosure pending

13.06.2025: (FJD) Mentions latest fixed version 25.1, expected release June 20th

13.06.2025: (Limes) Confirms testing on version 24.103

01.07.2025: (Limes) Asks about fixes and version verification

02.07.2025: (FJD) Requests SN serial number for upgrade service push

Coordinated Vulnerability Disclosure (CVD)
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Digitalization is taking place 
at a rapid pace in 

agriculture

Security Awareness in 
agriculture is low

More security testing 
needed

Agricultural Tech = Critical 
infrastructure

Lessons learned
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v01.06.2025

Q&A

But will it run DOOM?
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