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Clustered Points of Failure
Attacking Windows Server Failover Clusters
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“A set of independent computers 

that work together to increase the 

availability of applications and 

services”
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File Server Database
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“…that was weird.”
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garrett@blackhat:~$ wmiexec.py @cluster.ludus.domain –k -no-pass▐
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garrett@blackhat:~$ wmiexec.py @cluster.ludus.domain –k -no-pass

Impacket v0.13.0.dev0+20250226.212301.ead516a1 - Copyright Fortra, LLC and 
its affiliated companies

[-] SMB SessionError: code: 0xc00000cc - STATUS_BAD_NETWORK_NAME -
{Network Name Not Found} The specified share name cannot be found on the 
remote server.

garrett@blackhat:~$▐
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Why did scheduled tasks 
work?
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Why that host?
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What’s going on with session 
data?
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How does Kerberos 
authentication work?
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Server 2

Server 3Server 1
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Why did scheduled tasks 
work?



#BHUSA @BlackHatEvents

CNOVCO NODE
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CNO NODE

Virtual Cluster Object:

The computer account 

of a clustered service 

or application.
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VCO NODE

Cluster Name Object:

The computer 

account of the 

cluster itself
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CNOVCO

Cluster Node:

A member server of a cluster 

that can own/host

the VCO or CNO resource
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VCO
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CNO
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Node A

Node 3Node 1
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Node 2

Node 3Node 1
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Node 2

Node 3Node 1
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Why that host?



#BHUSA @BlackHatEvents

What’s going on with session 
data?
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How does Kerberos 
authentication work?
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Garrett December 5th, 2024 at 3:47 PM

Here’s the entire cluster directory, clussvc is the primary service binary

December 5th, 2024 at 3:49 PM Evan

I’ll look at this tonight

Garrett December 5th, 2024 at 4:02 PM

thanks for taking a look at it, I tried in ghidra and could see signs of 
what was happening but couldn't quite get to the finish line
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4 hours later
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December 5th, 2024 at 7:45 PM Evan

Decryption is done in clusres.dll!NetNameLib::CryptoAccessV2::Decrypt

I have private symbols for this. Here’s a screenshot of the definition for
that class
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December 5th, 2024 at 7:45 PM Evan

Decryption is done in clusres.dll!NetNameLib::CryptoAccessV2::Decrypt

I have private symbols for this here’s a screenshot of the definition for
that class

It helpfully has plenty of debug statements that give away the structure
of the blob. This image shows an example
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Decryption is done in clusres.dll!NetNameLib::CryptoAccessV2::Decrypt

I have private symbols for this here’s a screenshot of the definition for
that class

It helpfully has plenty of debug statements that give away the structure
of the blob. This image shows an example

December 6th, 2024 at 9:32 AM Evan

Here you go:  
https://gist.github.com/EvanMcBroom/a63f17466c7d1ab8b11ae80e5202
87ce

https://gist.github.com/EvanMcBroom/a63f17466c7d1ab8b11ae80e520287ce
https://gist.github.com/EvanMcBroom/a63f17466c7d1ab8b11ae80e520287ce
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OWN THE 

NODE
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CLUSTER

OWN THE 
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DOMAIN?

OWN THE 
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Audit cluster virtual accounts
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Audit cluster virtual accounts

Remove excessive permissions
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DHCP Reservation
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Detect authentication from 
different source address

DHCP Reservation
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Only the ClusSvc reads the 
value of ResourceData
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Only the ClusSvc reads the 
value of ResourceData

Detect access attempts from 
any other principal
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Only the ClusSvc reads the 
value of ResourceData

Detect access attempts from 
any other principal
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BlackHat Sound Bytes
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Own the node, Own the Cluster
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Cluster misconfigurations can 
lead to compromise
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If the clustered service is tier 0, 
so are the cluster resources

#BHUSA @BlackHatEvents



#BHUSA @BlackHatEvents

Thank you
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@unsigned_sh0rt
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