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Project Introduction
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Observations

• Growing use of cellular in IoT

• Lack of effective knowledge

• Lack of security testing methods

Goal

• Understand technology

• Build testing methodologies

• Answer needed security question
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NB-IoT

• Slow (26-127 kbits)

• Telemetry Data

• Half-duplex

• Latency  (1.6-10s)

LTE-M 

• Faster (1-4 mbits)

• Voice, Images, Video

• Full-duplex

• Latency (10-15ms)
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Inter-Chip Communication

• Encryption (Unlikely) 

• Easy to sniff

• Easy to inject & control
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Trust

• Machine-to-Machine (overly trusted)

• Implicit Trust

• Automated Authentication & Validation

• Limited Containment & Segmentation
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By controlling these, I have access to all trusted resources
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How To Interact With 
Cellular Modules
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USB

• Standard 2.0 HS

• Implement basic functions

UART

• Debug UART (External)

• Main UART (Inter-Chip)
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AT Commands

• AT=Attention

• Used to control modems

Allow communication and control

• Configuration and management

• Diagnostics

• Updates

Talking to a Cellular 

Module 
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Type Syntax Function

Test AT+<COMMAND>=? Returns parameters and value ranges.

Read AT+<COMMAND>? Returns the current parameter values.

Write/Set AT+<COMMAND>=<INPUT> Sets command parameters to user-defined values.

Execute AT+<COMMAND> Executes the command.
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Manufacturer Custom Syntax

Quectel AT+Q

U-Blox AT+U

Telit AT@, AT#, AT$, AT*

Nordic AT%

Murata AT%

Huawei AT^

3GPP Standardized

• Required

• Implement basic functions

Manufacturer Specific

• Specific to features

• Enhance functionality

Types of AT Commands



#BHUSA @BlackHatEvents

Hardware Hacking
Physical Interaction with Hardware
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Mapping Access

Obverse
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Mapping Access

Reverse (flipped)
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Mapping Access

Transparency (Obverse overlay)
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Mapping Access

Data sheet LGA overlayed
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Mapping Access

RXD0TXD0

Data sheet LGA overlayed
• UART
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Mapping Access

Data sheet LGA overlayed
• UART

• USB

RXD0TXD0

USB_DN

USB_DP



#BHUSA @BlackHatEvents

What if USB & UART 

Are Not Bot Accessible?

• Acupuncture needles

• Circuit run modifications

• Cut through sublayers
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Weaponization
The Mechanics of UART
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• Vendor-specific AT commands 

for HTTP and sockets

• Allows communications to 

cloud and internet-facing 

resources

• HTTPS support varies across 

modules and may be limited or 

inconsistent

HTTP and Sockets
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DEMO
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PPP over UART

Provides network access via serial:

• Establishes IP network interface

• Compatible with standard TCP/IP 

stacks

• Modem handles cellular network 

layer

• After initial setup, no AT 

commands
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DEMO
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UART Pros and Cons

• Low level of effort

• PPP over UART

• Slower speeds and limited data 

throughput

• APN may not support PPP
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Weaponization
The Mechanics of USB
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USB Interfacing

• Can I gain access to and control the USB?

• What technical issues will I need to deal with?

• Where do I even start?
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USB Interfacing

Termination & impedance matching resistors

Trace length limitation

Trace spacing

• Prevent crosstalk

• Signal reflections

• Impedance mismatch
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Texas Instrument

• TS3USB221E High-Speed USB 2.0 

(480Mbps) 1:2 Multiplexer

Pre-assembled Board (China)

• Solved electronic requirement

• Now, how do I splice this in?  

USB Interfacing
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USB Multiplexer
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DEMO
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USB Pros & Cons

USB ECM (Ethernet Control Model)

• Supported drivers on most host OS’s 

• All standard tools at your disposal

Complex Hardware Hacking

• Limited bandwidth (NB-IoT) 

• Latency issues (NB-IoT)



#BHUSA @BlackHatEvents

Security Mitigation
Strategies
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Tamper Protection

• Case triggers

• Epoxy potting 

Disable USB/UART

• Physically

• Software

• AT commands

Using a SIM Card PIN or Password

Communication Encrypted

Mitigations
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APN monitoring

• Cellular bandwidth usage 

• Behavior 

Internal network security monitoring

Segmentation 

Re-evaluate current security 

• Models & Methodologies 

• Threat modeling

Product Security testing

Mitigations (cont.)
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One Last Comment

Two communication channels (USB/UART) also 

allows a cellular-enabled IoT device to be modified 

so it can phone home and be used for any number 

of nefarious activities 

• C2

• Surveillance

• Remote function triggers

• No impact on devices’ normal functionality

• Vendor may not know

• Vendor never sees the traffic

• End user not aware
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"Black Hat Sound Bytes"

• Cellular module AT language allow easy construction of tool to weaponizing cellular 

modules in IoT devices.

• Cellular enabled IoT devices' trusted access allows for compromise and attacks 

against cloud & internet services and private network environments.

• Mitigation of these threats are not easy. How do you protect a device against its 

normal functions from being used against you – General good security practices such 

as, limit access to only what is needed, segmentation, and monitoring.
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Conclusion & Questions

● https://github.com/dheiland-r7/CellPOC

● https://github.com/dheiland-r7/CellMod

Deral Heiland 
Principal Security Research (IoT), Rapid7
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