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“51% of Internet traffic is non-human, with
37% of Internet traffic from bad bots”

2025 Imperva, Bad Bot Report

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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“51% of Internet traffic is non-human, with
37% of Internet traffic from bad bots”

2025 Imperva, Bad Bot Report

“87% of the malicious bot IPs [in our study]
were not listed in popular IP blocklists.”

2021 Xigao Li et al., Good Bot, Bad Bot

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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. Community Science
< | I e n 'I' S I n St Itu te Get Involved v | want to test my water v CSI Water Quality Data v AboutUs v Donate v

ing with Communities to Protect Water

COMMUNITY SCIENCE INSTITUTE'S MISSION

Toi msp:re and empower commumtles to safeguard water resources.by
cultivating scientific literacy through volunteer water quality momtormg,

certified Iaboratory analyses and education.
Qoceccccccece

S %

Non Profit Organization Water Testing Lab Watershed Protection Database

CSlis a 501(c)(3) nonprofit We operate a t We partner with volunteers to monitor Our state-of-the-art
organization founded in 2000, and and can test water quality in the Finger Lakes and online holds thousands of
opened our NYSDOH-certified lab in drinking water and surface water for Southern Tier regions to collect data certified data items for free use and
2003. private homeowners, agencies and about local issues that matter: urban download by municipalities,
regulated suppliers development, nutrient run-off, harmful researchers, and citizens
algal blooms and more

The Community Science Institute is a public, non-profit that promotes scientific literacy,

volunteer water quality monitoring and certified lab analysis for central New York.
RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Community Science Institute Volunteer Monitoring Locations
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Harmful Algal Blooms
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Fredo

Download Harmful Algal
Blooms

Wellsville
Regional Groundwater

Baseline

{6 Mansfield
Download Groundwater WESLO
62)

Data

Keyboard shortcuts Map data ©2025 Google Terms ' Report a map error

Q Synoptic Q Investigative Q Red Flag Q Biological

CS| Database: Curated, certified, water quality data for Stream & Lake chemistry,
Harmful Algae Blooms and Biomonitoring

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Client

We observed that a single server received over 150,000 page hits
over 20 days, corresponding to 7,500 hits / day.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Client

We observed that a single server received over 150,000 page hits
over 20 days, corresponding to 7,500 hits / day.

Traffic was so severe that it was degrading server performance
for CSI’'s known human users and clients.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Early Inves’riga’rion

1.83.255.255 2 0 CHINANET-BACKBONE Shaanxi China
2.57.255.255 1 0 UNMANAGED-DEDICATED-SERVER! North Holland ~ The Netherlands
|P B-class 2.125.255.255 1 0 BSKYB-BROADBAND-AS England United Kingdom
aggregation 2.136.255.255 1 0 Telefonica_de_Espana Ant-jalusia Spcj;lin
3.12.255.255 4 4612 AMAZON-02 Ohio United States
and org 3.80.255.255 0 AMAZON-AES Virginia United States

2454 MICROSOFT-CORP-MSN-AS-BLOCK Texas United States
COLUMBUS-PE-TE Ternopil Oblast  Ukraine
PINDC-AS St.-Petersburg  Russia
CUSTDC England United Kingdom
OVH Hauts-de-France France
HETZNER-CLOUD2-AS Virginia United States
ORG-ISI14-RIPE La RiviA“re Angla Seychelles
TPNET Mazovia Poland

5.235.255.255 TClI East Azerbaijan P Iran

5.255.255.255 YANDEX Moscow Russia
8.48.255.255 1 GOGO Colorado United States
8.210.255.255 8 ALIBABA-CN-NET Central and West Hong Kong
17.241.255.255 330 APPLE-ENGINEERING California United States

lookup 4.151.255.255
5.58.255.255

5.101.255.255
5.102.255.255
5.135.255.255
5.161.255.255
5.181.255.255
5.185.255.255

B R W WR R R R RN R

O
~

Visitor traffic is from the entire world, despite the fact that
the CSI Database is entirely data for central New York State

RAMA CARL HOETZLEIN #BHUSA @BlackHatEvents
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Background

What existing tools are available?

1. Throttling is ineffective — modern crawlers observe rate limits.

2. Public blocklists are ineffective — up to 87% not listed

3. GREP is ineffective — difficult to interpret, good for spot checks

4. GoAccess, AWStats — summary statistics hide details

5. OSSEC, CrowdSec - real-time monitoring, do not examine
historic/log access patterns

6. Al/ML Detection (Meyer 2008) — requires non-attack baseline

7. Rank Analysis (Zang 2008) — requires good pre-filtering

8. Large Organizations (Yen 2013) — we focus on small organizations

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Recent Approaches
& Limitations

Al/ML Detection (Meyer 2008) — requires non-attack baseline
Rank Analysis (Zang 2008) — requires good pre-filtering
Large Organizations (Yen 2013) — we focus on small organizations

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Dashboard - Overall Analyzed Requests (23/Jan/2025 - 13/Feb/2025) [Active Panel: Visitors]
Total Requests 119247 Unique Visitors 16874 Requested Files 22299 Referrers ©
Valid Requests 116282 Log Parsing Time 1s Static Files 1881 Log Size 22.53 MiB
Failed Requests 2965 Excl. IP Hits 0 Not Found 0 Tx. Amount 0.0 B
Log Source csi_log_2025_62_12.txt
GoAccess
Hits h% Vis. v% Data
log = = =  EEEEESE e
. 1.15% 216 1.28% 13/Feb/202
anaIyS|s 13284 11.42% 805 4.77% 12/Feb/2025 [[[|IIILLEEEEEEEEEEEEEEErr et e e eeeerrrr e e e et e e e e e e e e e e e e e e e e e
5971 5.13% 1103 6.54% 11/Feb/2025 [[[[{IIILLLEEEECERPEEEErrrrrrrrrr
7 6.13% 639 3.79% 10/Feb/2025 ||| LILEEEEREETEEETTrrtrrreerrrrrrrrrntl
2.75% 711 4.21% 09/Feb/2025 ||| 1)100000 0Lt
1 1.55% 621 3.68% 08/Feb/2025 |||]|I|II1]]]
7 4.90% 712 4.22% 07/Feb/2025 ||| ILLEEEPPEEERTTErtErrrrrrrty
2.26% 646 3.83% 06/Feb/2025 |||II1111I1101)0101
7.58% 1303 7.72% 05/Feb/2025 [[[[[I1LLLEEEEEEEEREEEEEr et e e b eerrrr e e e rrr
7075 6.08% 930 5.51% ©4/Feb/2025 || [[[[[[IIIIEPEEETEEEEEEEEEErrrrrrrrrrrr
7 2.77% 630 3.73% 03/Feb/2025 |||IIIIILLIDD0000 0N
4 4.30% 629 3.73% ©2/Feb/2025 ||| LILECEIEEEEITTEEEEEErT
46 7.61% 699 4.14% 01/Feb/2025 [[[[[[IILIEPPEELEETrrrreeeerrrrrrr et e e e e eerrrrrny
7 2.38% 587 3.48% 31/3an/2025 |[||111))000000 L)
34 2.98% 893 5.29% 30/3an/2025 |11 0000 000ttt
10442 8.98% 641 3.80% 29/3an/2025 ||| [[IITPEEEEEEEEEEErrrtreerereeeere e e er e e e e err et
290 2.57% 665 3.94% 28/3an/2025 |||IIII1100LL0 00
3.26% 578 3.43% 27/3an/2025 |[[|I[I1TLE0PERTEETTTTI
132 2.44% 794 4.71% 26/3an/2025 | ||11LMLLLLLLD )
4 8.12% 1519 9.00% 25/3an/2025 [||[[ITLLEEPEEErrerrrrrer e errreerrreerr e e e reerrrerrn
4.89% 1463 8.67% 24/3an/2025 |[[[11LLEEITEEEEERTTEEEErrrrrrrry
0.74% 90 ©0.53% 23/Jan/2025 ||]]|

Statistical tools just tell us — yes — you have a lot of traffic, and it varies by day.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Question:

How can we distinguish human access patterns
from machines?

QUANTA

Quanta Sciences

we are a knowledge systems, Al and data visualization startup

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Does it sound mechanical?
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» Host IP

From:
Jungkee Kim, Web Server Log Visualization,
Intl. Journal of Advance Smart Convergence, 2018

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents



blg?:khat@
BRIEFINGS

Time
A
Az
%
o
I
¥ ¥ @35 L B 5 5 o N2y [ A St P S o o Al
‘ ‘ .‘{és. -ci & 5» -Z, : 10 12
» Host IP > Time (Days)
From: Benefits of Visualization:

Jungkee Kim, Web Server Log Visualization,

e Entire log in one snapshot
Intl. Journal of Advance Smart Convergence, 2018

e Everything is there, no statistical summary
e Easy for humans to see patterns

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

We are interested in distinguishing mechanical
access patterns regardless of whether they are
benign or malicious.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

Throttling:

Block based on frequency of visit.
e.g. no more than 20 pages/minute

We found that most traffic was observing rate limits.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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¢ Throttle limited IPs Reduced traffic by only 33%

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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What are other patterns that humans would follow?

Human
1. Throttling - How fast are you? <20 page/min

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

What are other patterns that humans would follow?

Human
1. Throttling - How fast are you? <20 page/min
2. Consecutive - How often do you visit? <5 days consec.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

What are other patterns that humans would follow?

Human
1. Throttling - How fast are you? <20 page/min
2. Consecutive - How often do you visit? <5 days consec.
3. Daily Range - How long can you work? <6 hours/day

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

What are other patterns that humans would follow?

1. Throttling - How fast are you?

2. Consecutive - How often do you visit?

3. Daily Range - How long can you work?
4. Daily Hits - How much do you look at?

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS

Human

<20 page/min
<5 days consec.
<6 hours/day
<100 hits/day

#BHUSA @BlackHatEvents
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RAMA CARL HOETZLEIN

What are other patterns that humans would follow?

Human
1. Throttling - How fast are you? <20 page/min
2. Consecutive - How often do you visit? <5 days consec.
3. Daily Range - How long can you work? <6 hours/day
4. Daily Hits - How much do you look at? <100 hits/day

Behavioral Science in Human-Computer Interaction

PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Methods

LOGRIP
Let’s use Human Behavioral Metrics to develop a...

Scoring Algorithm:

1. IP Hashing - key-value map of IPs from raw pages
2. Sort page hits by day & time

3. Apply behavioral metrics

4. Score based on a weighted contribution of metrics

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Intermediate Results
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1 IP # pages unique unique #days max daily hits daily range frequency page
n 2 pages ratio consecutive min max minhrs maxhrs minppm maxppm
3 38.123.121.143 1 1 1 0 1 1 1 0 0 0 0/
black hat 4 138.1563.133.35 1 1 1 0 1 1 1 0 0 0 0 /events/2982
BR'EFINGS 5 38.170.161.142 1 1 1 0 1 1 1 0 0 0 0 /events/101
6 |38.170.169.92 1 1 1 0 1 1 1 0 0 0 0 /events/928
7 138.170.189.155 1 1 1 0 1 1 1 0 0 0 0 /events/63
8 |38.170.190.30 1 1 1 0 1 1 1 0 0 0 0 /events/2981
9 |38.202.3.106 1 1 1 0 1 1 1 0 0 0 0 /queries
10 139.107.87.112 3 3 1 0 1 3 3 0 0 0 0 /api
11 140.76.163.23 33 19 0.58 0 1 33 33 0.09 0.09 5.106 5.106 /
12 40.77.167.0 26 25 0.96 11.9 12 1 5 0.00 5.9¢ 0.004 0.863 /events/1523
13 40.77.167.1 23 23 1 18.6 3 1 4 0.06 0.8¢ 0.002 0.010 /events/586
1 14 40.77.167.2 7 7 1 5.2 2 1 3 0.07 0.07 0.002 0.002 /grids/64
Group Of maChIneS 15 40.77.167.3 30 29 0.97 18.8 8 1 4 1.48 4.5¢ 0.003 0.013 /events/567
1 1 16 40.77.167.4 30 30 1 19.2 10 1 4 2.17 7.81 0.002 0.006 /events/1175
Wlthln the Same 17 40.77.167.5 4 4 1 2.6 2 1 2 0 ( 0 0 /events/517
ClaSS C Subnet 18 40.77.167.6 29 28 0.97 12.3 7 1 4 0.06 3.9C 0.002 0.008 /events/1411
19 40.77.167.8 27 25 0.93 13.1 6 1 6 0.19 3.8¢4 0.002 0.008 /about
: 20 40.77.167.9 7 7 1 4.0 2 1 4 0.07 0.07 0.002 0.002 /events/2138
requeStlng 21 40.77.167.10 6 6 1 2.2 2 1 4 5.90 5.9C 0.004 0.004 /events/919
. 22 40.77.167.11 39 39 1 18.3 5 1 5 0.08 4.4¢ 0.002 0.047 /events/1021
mUItIpIe pages 23 40.77.167.12 1 1 1 0.0 1 1 1 0 ( 0 0 /events/684
24 40.77.167.13 40 40 1 19.6 4 1 7 0.00 11.7Z 0.003 0.008 /events/3232
around the Same 25 40.77.167.14 25 24 0.96 17.4 7 1 3 0.04 1.4¢ 0.002 0.004 /hab_events/81
. 26 40.77.167.15 4 4 1 2.0 2 1 2 0 ( 0 0 /events/380
tlme' 27 40.77.167.16 12 12 1 9.7 3 1 5 4.75 4.7k 0.006 0.006 /hab_events/413
28 40.77.167.17 38 37 0.97 18.3 5 1 6 0.12 2.7z 0.002 0.135 /monitoringlocations/469
29 40.77.167.19 29 29 1 12.8 6 1 5 0.12 11.8¢4 0.003 0.033 /hab
30 40.77.167.20 31 30 0.97 15.0 6 1 7 0.01 10.31 0.003 0.397 /events/789
31 |45.83.65.46 1 1 1 0.0 1 1 1 0 0 0 0/
32 |45.83.65.56 1 1 1 0.0 1 1 1 0 0 0 0/
33 |45.83.65.158 1 1 1 0.0 1 1 1 0 0 0 0/
34 145.83.66.37 1 1 1 0.0 1 1 1 0 0 0 0/
35 /45.89.148.2 3 3 1 14.0 1 1 1 0 0 0 0 /events/1778
36 45.89.148.3 7 7 1 16.2 1 1 4 2.66 2.66 0.009 0.009 /queries?action=index&control
37 145.89.148.4 4 3 0.75 6.8 1 1 2 0 0 0 0 /queries/new?q%5Bs%5D=valu
38 145.89.148.5 6 6 1 5.5 2 1 2 0 0 0 0 /queries?action=index&control
39 45.89.148.6 3 3 1 17.0 1 1 1 0 0 0 0 /queries/new?q%5Bs%5D=valu
40 45.89.148.7 4 4 1 14.5 1 1 1 0 0 0 0 /events/1901
41 /45.89.148.8 2 2 1 12.7 1 1 1 0 0 0 0 /queries/new?q%5Bs%5D=valu
42 145.89.148.9 3 3 1 6.7 1 1 1 0 0 0 0 /monitoringlocations/443
43 145.89.148.10 2 2 1 1.3 1 1 1 0 0 0 0 /events/1478
44 145.89.148.11 4 4 1 14.7 1 1 1 0 0 0 0 /testing_events/246
RAMA CARL HOETZLEIN 45 |45.89.148.12 3 3 1 9.7 1 1 2 0 0 0 0 /queries?action=index&control #BHUSA @BlackHatEvents
46 /45.89.148.13 4 4 1 13.5 1 1 1 0 0 0 0 /queries?action=index&control
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Blocking Class C Subnets

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Results

94% reduction in traffic

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Results
94% reduction in traffic

Filter Workload Stage Cumulative
(ave. requests per min) Reduction % Reduction %

None 10.7
Throttling 7.1 33% 33%

Consecutive 6.2 0% 42%

Daily range 5.2 9% 51%
Daily max 4.9 3% 54%
C Subnet 3.4 14% 68%
B Subnet 0.6 26% 94%

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Protecting Small Organizations

We found that - even when well behaved and observing
rate limits - the sheer volume of Al bot requests can
overwhelm the servers of small organizations.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Protecting Small Organizations

Community Science
Sl I n St it u te Get Involved v I want to test my water v CSI Water Quality Data v About Us v
Partnering with Communities to Protect Water

Policy

o . . . —
O ur wate r. q ua l Ity d ata Is avai la ble COMMUNITY SCIENCE INSTITUTE'S MISSION
tO t h e p U b I IC fO I fre e. To msp:ré and empower commumt:es to safeguard water resources.by

cultivating scientific literacy through volunteer water quality monitoring, R

certified Iaboratory analyses and edu‘:q,tl.og SRS e

We prefer to have a human-in-the-
loop, and discourage Al crawlers

so that our servers remain s
responsive to our human users.” '

Non Profit Organization Water Testing Lab Watershed Protection Database

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Protecting Small Organizations

Grants for non-profits and small orgs often depend
on viewership statistics for new or renewed funding.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Protecting Small Organizations

Grants for non-profits and small orgs often depend
on viewership statistics for new or renewed funding.

LOGRIP provides an upper bound on real human views, with
blocked/permitted stats per day, at least better than raw traffic

stafts.
DEIE A\| Blocked Allowed Reduction
7/16/2025 11359 10807 552 95.1%
7/17/2025 13476 12965 512 96.2%

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Conclusions

e Understand the extent of Al crawler & bot activity
e Defend small organizations (single machines)
from large organizations (many machines in data centers)!
e Be able to specify defense policy
e Know (to the extent possible) the implications
of those policies
e Do all of this easily, cheaply and open source

LOGRIP

A simple, lightweight, open source tool for generating
blocklists and policy visualizations based on access logs.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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New Tool
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S .]1o§rib example_log. txt

LOGRIP
n Copyright (c) 2024-2025, Quanta Sciences, Rama Hoetzlein
black hat Apache 2.0 License
BRIEFINGS \\\\ Loading config: /diska/codes/logrip/assets/ruby.conf

Using format: * Started {GET} "{PAGE}" for {X.X.X.X} at {YYYY-MM-DD} {HH:MM:SS}

Reading log: /diska/codes/logrip/assets/example_log.txt
. 5%. 236 read, 0 skipped.
" 10%. 554 read, 1 skipped.

15%. 876 read, 1 skipped.

Running Sk, 148t resd, 3 shiowed:

30%. 1786 read, 2 skipped.
LOG RI P 35%. 2076 read, 2 skipped.
40%. 2386 read, 4 skipped.
45%. 2723 read, 5 skipped.
50%. 3020 read, 5 skipped. FeatureS:
55%. 3310 read, 5 skipped.
60%. 3606 read, 5 skipped.
65%. 3918 read, 5 skipped.
. I I I 70%. 4234 read, 5 skipped.
https://github.com/quantasci/logrip ~ 7%- 4234 reac, = skippec. e Open source

80%. 4843 read, 23 skipped.
85%. 5143 read, 25 skipped.
90%. 5447 read, 26 skipped.

95%. 5747 read, 28 skipped. e Cmd line based

100%. 6032 read, 28 skipped.

Irlr)ljt: Construct IP Hash.
P i D -

acce_ss _Iog _ GTerE date: s5vnoi-2300 o0 on e Read any |0g format

config file (log format, policy) 52&‘1’352;5- e Ll
P i IPs.

t ngziizzzgng z-Subnets. ° (: f- I- .
Ou put: Constructing B-Subnets. on |g pO |Cy SettlngS
. Constructing A-Subnets.

P i IPs. C-Subnets.

blocklist e

B-SUbnet ||St Computing Blocklist. PY Fast

C subnet ||St Writing Blocklist. '

- Writi IPs (B-Subnets)... 189 i - .
. Witing 1oc (c subnetel . 233 the. 150k log in 10 sec
full IP list Writing IPs (All Mach)... 1555 ips.
. . . . Writing Pages.
olicy visualizations Writing Hits.

F) 3/ . . w?iti:g Viszalizations.

|Oad eStImatlon Writing Loads.
Done. #BHUSA @BlackHatEvents

rama@Precision-Tower-3620: S l


https://github.com/quantasci/logrip

black hat
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" Blocking Actions (Policy) Page Hits by IP

57.141.7.14 1
57.141.7.15 3

Estimated Server Lo“l
(Before & After)

1 /bmi/monitoringregions/4

1 /events/2731
57.141.7.16

1/

57.141.7.17
1/
1 /bmi_events/62
1 /events/2424
1 /events/835
1 /groundwater_queries?page=320
1 /groundwater_queries?page=432

57.141.7.18
1/
1 /bmi_events/152
1 /events/2286
1 /queries/new?q%5Bs%5D=date+asc

57.141.7.19

1 /bmi_events/167

1 /events/1100

1 /events/2332

1 /events/2863

1 /queries/new?q%5Bs%5D=analyte_name+desc
1 /queries/new?q%5Bs%5D=event_flow+asc

1 /queries?page=97&(%5Bs%5D=event_flow+asc

Filtered Traffic

page_cnt unig_cnt  uniq_ratio elapsed(d max_cons num_rc m|

Metrics by B-Subnet

Jiocnt 57.141.7.20

_cnt page_c uniq_c uniq_r. elapse max_c num_r min_hi min_h
3.136.111.218 1 1 1 1 0 1 1 [

1 /events/1778

LOGRIP
~ All Output Products

RAMA CARL HOETZLEIN

4,151.218.218
4.227.36.31
4.227.36.50
4.227.36.122
5.102.173.71
5.181.190.248
8.48.71.250
8.211.42.174
17.241.75.55
17.241.75.92
17.241.75.106
17.241.75.110
17.241.75.127
17.241.219.9
17.241.219.12
17.241.218.24
17.241.218.44
17.241.219.562
17.241.219.114
17.241.219.14€
17.241.219.172
17.241.219.182
17.241.227.19
17.241.227.65
17.241.227.124
17.241.227.154
17.241.227.167
17.241.227.23¢
18.97.9.169
20.49.136.28
20.158.64.138

Nz5.148.184.001

24,59.56.143

-§27.150.86.197

31.13.224.222

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
422
41
6
12
1

1

1

[4}

R - I T T R R e e N R RN R -

1
422
41
6

1

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

175

1
4
1
1
2
2

0
1.168
0.026
0.003

12.9
14.89

0
2,738
0

3E-04 5.294

0

0
0
0

Metric's‘by'IP o ; i

U
4.658
20.51

25
0.008
0.008

1.024
0

0

0
0
0

1 u
422 1.168
41 0.026

6 0.003
1 1289
10 14.89

a

1]
2.738
1]
3E-04
Q

Q
0
0

u
4.858
20.51

25
0.009
0.008

OCCDO0O0O00CO0OO0O0000O0O0O00O0000

1.024
0
5.284

Jowa/autn/logon.aspx
/bmi/monitoringlocations/629
Iqueries/?page=5&q[s]=datet
Iqueries/new?q%5Bs%5D=dati
Jevents/3085

/

/monitoringsets/7
Jdns-query?dns=pHkBAAABAAA
levents/842

/sites/117

Jevents/489

Jevents/344

Jevents/1519

/events/1989
/hab_events/701

Jevents/120
/monitoringlocations/382
/hab_events/688
/hab_events/655
/monitoringlocations/512
/monitoringlocations/685
/hab_events/169
Jevents/1662

Jevents/3107
/hab_events/667
/monitoringlocations/582
Jevents/2872

levents/2572

/hab_events/92
/monitaringsets/7

/hab

o/

/monitoringlocations/504
Iqueries/new?q%5Bs%5D=ana|
lenv

20.49.%.
20.158.*.%
23.146.%.%
24.59.%.*
27.150. %%

40775
42.58.<.%

093
0.99
0
0

N R R R N RN Y

12.90278
14.89167
0
0
1.360278
2738333

0
0.000278

0.017222
1.503055

16.17667
1561083
4.840833
0
0
o
)
0.000278
1.209722

1.903056
0

0.009064
0.007656
o
o
0.007781
1.024232
0
5.294118

0.193874
0.208102
0.00638
o

o

o

0
1.578948
0.048382

12.90278
14.89167
0
0
8.150278
2738333

0
0.000278

0.01722;
21.6386!

16.1766
15.6108:
4.94083;

0.00027
1.20972:

cococococoldococococlBlccocococcecl2Noccscaos

1.903056
0

338
0.009064
0.007656

0
0
0.048832|
1.024232
0
5294118
0

2.033899
0.108389

0|

0|

0|
int

0|

0
0.193574
0.208102

0.00636

0

0

0

0
1578948/
0.048382

0.026651
0

57.141.7.21

57.141.7.22

1 /events/1912

1 /groundwater_queries?page=322

1 /monitoringlocations/530

1 /monitoringlocations/8

1 /monitoringsets/25

1 /queries?page=997&q%5Bs%5D=event_flow+asc
1 /sites/158

1 /events/259

1 /events/2747

1 /queries/new?q%5Bs%5D=monitoringlocation_name+asc
1 /queries?page=6&q%5Bs%5D=event_flow+asc

1 /sitemap

1 /bmi/monitoringlocations/382

1 /events/1301

1 /events/2218

1 /events/2260

1 /events/2467

1 /events/37

1 /monitoringlocations/684

1 /queries/new?q%5Bs%5D=analyte_name+asc
1 /queries/new?q%5Bs%5D=event_flow+asc

#BHUSA @BlackHatEvents
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Filtered Result

Limitations

Cannot stop DDoS attacks o R TR T
- acquire random IPs BT PR - P R

Many Al crawlers still present
- well disguised, more random

Yz s randomized, infrequent”

At this point - "k R

Human vs. Machine becomes . .
harder to distinguish ', y

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS DDOS #BHUSA @BlackHatEvents
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Future Goals

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Future Goals

e Now in use. Measure post-blocking activity with client.

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Future Goals

e Now in use. Measure post-blocking activity with client.

e Ground truth data for human and non-human activity
(both are difficult to replicate!)

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Future Goals

e Now in use. Measure post-blocking activity with client.

e Ground truth data for human and non-human activity
(both are difficult to replicate!)

e Study policy parameter sensitivity and/or optimize

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents



RN 0 Oy

BRIEFINGS gl

QUANTA https://github.com/quantasci

Quanta Sciences we are a knowledge systems, Al and data visualization starfup

LOGRIP https://github.com/quantasci/logrip

Open source, Apache 2.0 license

arxXiv https://arxiv.org/abs/2508.03130

: RAMA B\ KL https://ramakarl.com/

rama karl hoetzlein

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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Thank you!

Rama Karl Hoetzlein

QUANTA

Quanta Sciences

RAMA CARL HOETZLEIN PROTECTING SMALL ORGANIZATIONS IN THE ERA OF Al BOTS #BHUSA @BlackHatEvents
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