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Modern Apps: From Monolith to Microservices
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Modern Apps: From Monolith to Microservices

• Microservices dominate cloud-native architecture

• Decentralized, scalable, dynamic — but complex

• One user request may pass through 10+ services



#BHUSA   @BlackHatEvents

Microservices: Gateway

• Central entry that routes user requests to internal services based 

on routing rules

• For example, it forwards requests to Portal but blocks access 

direct to User
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Microservices: Inter-service Communication

• Lightweight network communication mechanism (e.g., REST, gRPC) 

that connect services and pass data
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Taint-style Vulnerabilities in Microservice App

• Intra-service Vulnerability

• happens within a single microservice
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Taint-style Vulnerabilities in Microservice App

• Inter-service Vulnerability

• involves Inter-service communication
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Real Case: Spring Cloud Dataflow

• A cloud dataflow platform under Spring Projects
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Real Case: Spring Cloud Dataflow

• Entry: Stream Rest Service

• Edge: RestTemplate

• Service: Package Rest Service 

• Sink: Files.write
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Challenges

• Hidden entry points due to gateway routing rules
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Challenges

• Hidden entry points due to gateway routing rules

• Not all methods are user-accessible

• Gateways control access with flexible, unstructured configs
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Challenges

• Cross-service data flow is hard to track
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Challenges

• Cross-service data flow is hard to track

• Services communicate via many diverse mechanisms (gRPC, 

Message Queue), making taint tracking non-trivial
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Challenges

• Long call chains break traditional context-sensitive analysis

• Deep call stacks across multi services cause context-sensitive 

analysis to timeout or run out of memory
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Mscan Overview

• LLM-based entry identification and distance-guided taint analysis 

in Mscan
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Stage I: Entry Point Identification

• LLM-assisted Routing Rule Extraction

• User-accessible Entry Point Identification
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Stage I: Entry Point Identification
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Stage II: Construct Service Dependence Graph

• Identify Communication APIs

• Too many APIs
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Stage II: Construct Service Dependence Graph

• Identify Communication APIs

• Use plugin system to handle all
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Stage II: Construct Service Dependence Graph

• “Tai-e introduces a novel analysis plugin system to easily develop 

and integrate new analysis (that interacts with pointer analysis) 

like taint analysis and exception analysis, etc. ”
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Stage II: Construct Service Dependence Graph

• Use plugin system to handle all

• OpenFeign plugin, gRPC plugin, RestTemplate plugin…
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Stage II: Construct Service Dependence Graph

• Resolve Identifier Nodes

• Link Communication Edges

• Connect Inter-service Data Flows
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Stage III: Vulnerability Detection

• Identify Taint Source

• Match Taint Sinks 

• Check for Missing Sanitization 

• Selective Context-sensitive Taint Tracking via SDG 
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Identify Taint Source Sink and Sanitizer 

• Taint source: Parameters of user-accessible entry points 

identified from gateway rules

• Taint sink: Security-sensitive operations like SQL queries, file 

writes, SSRF requests, etc.

• Taint sanitizer: If tainted data reaches a sink without proper 

sanitization → report as vulnerability.
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Selective Context-Sensitive Taint Analysis

• What is Context Sensitivity in Taint Analysis?

• Same method, different callsites = different analysis!

• For example, D() is called in 4 different contexts:

• A→B→C→D, A→C→D, B→C→D, C→D
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Selective Context-Sensitive Taint Analysis

• Why Full Context Sensitivity Fails in Microservices? 

• Long call chains often span multiple services due to inter-service 

data flows and complex interactions

• Full context tracking generates excessive context objects → high 

memory, slow analysis, even OOM
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Selective Context-Sensitive Taint Analysis

• Goal: Balance Accuracy and Overhead → Precise Yet Scalable 

Context-sensitive Analysis

• Our Idea: Distance-guided Strategy
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Evaluation Setup: Implementation

• Built on top of Tai-e, a state-of-the-art pointer analysis engine

• ~7K lines of Java code, supports 8 types of vulnerabilities

• SQLi, SSRF, XXE, AFW, code/command injection, etc.
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Evaluation Setup: Dataset

• 25 open-source microservice applications, all with 1K+ GitHub 

stars

• Cover diverse domains: e-commerce, file services, code hosting, 

etc.

• 5 industrial applications from a world-leading fintech company

• Real-world scale, with complex cross-service logic
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Evaluation Result: Effectiveness

• MScan detected 59 0-day vulns
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Evaluation Result: Baseline

• MScan detected 59 0-day vulns

• CodeQL detected 23 vulns, missed 36
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Ablation Study

• NoEntryDet: Disables entry point filtering → uses all entry 

methods

• NoSDG: Removes inter-service communication edges

• MScan-CS: Uses full context sensitivity (no distance-guided 

strategy)

• MScan-CS-2call: Uses 2-call bounded context sensitivity (from Tai-

e)
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Ablation Study
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Case Study: Site Where

• A famous IoT platform

• Vuln: SQL Injection

• Entry: Device Rest Portal

• Edge: gRPC

• Service: Device Event Service

• Sink: InfluxDB.query
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Case Study: Yudao Cloud

• A famous cloud platform

• Vuln: SQL Injection

• Entry: File Rest Portal

• Edge: OpenFeign

• Service: File Rest Service

• Sink: FileUtil.writeBytes
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Case Study: Mogu Blog

• A famous blog system

• Vuln: Server-Side Request Forgery

• Entry: Wechat Rest Portal

• Edge: OpenFeign

• Serive: Picture Rest Service

• Sink: URL.<init>
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Conclusion & Takeaways 

• Attendees will know the current state and key challenges of 

detecting taint-style vulnerabilities in microservice apps.

• Attendees will understand how Mscan works and why it detects 

taint-style vulnerabilities in microservice apps efficiently and 

precisely.

• Attendees will learn how to optimize taint analysis when adapting 

it to a cross service system.


