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Outline

What is OPC UA?

OPC UA Cryptography

Attack 1: signing oracle auth bypass

Attack 2: padding oracle auth bypass

Follow-up and conclusions
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What is OPC UA?

Photos by Magda Ehlers, Tom Fisk, Pixabay, Mattcmoi
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Why investigate it?
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OPC UA security

Image by OPC Foundation

Security Mode Client/Server Auth Integrity Confidentiality

None ✗ ✗ ✗

Sign ✓ ✓ ✗

SignAndEncrypt ✓ ✓ ✓

Client/server authentication: X.509 certificates

User authentication: password, JWT, cert, etc.

Can have both, either or neither

Trust models: pre-configured, first-time approval, PKI

Security Mode, user authentication method, and ciphers 

are negotiated between client and server
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Secure channel handshake

Security Policy Encryption scheme Signing scheme

None - -

Basic128Rsa15 RSA PKCS#1v1.5 SHA1 + RSA PKCS#1v1.5

Basic256 RSA-OAEP-SHA1 SHA1 + RSA PKCS#1v1.5 

Basic256Sha256 RSA-OAEP-SHA1 SHA256 + RSA PKCS#1v1.5 

Aes128_Sha256_RsaOaep RSA-OAEP-SHA1 SHA256 + RSA PKCS#1v1.5 

Aes256_Sha256_RsaPss RSA-OAEP-SHA256 SHA256 + RSA-PSS

(simplified)

Also various ECC policies; rarely used yet
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Session handshake

• Symmetric crypto based on AES and HMAC

• Challenge signing with same certificates as channel phase

• Password-based user auth: encrypt password with server 

public key, even with None policy

• Certificate-based user auth: sign same server challenge with 

“user certificate”

• Session bound to channel + key

• Very inefficient protocol: three expensive RSA decrypt/sign 

operations on each side! But is it secure?
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Attacking the session handshake

In server’s CreateSessionResponse:

In client’s ActivateSessionResponse:

Looks rather similar…
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Signing oracle “relay attack”
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Even better: “reflection attack”
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But we still need to defeat this…
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…or we just skip it

OPC UA over HTTPS

• Skips secure channel handshake, because TLS already offers transport crypto

• No TLS client certs; relies on session layer for client authentication
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PoC or it didn’t happen

https://github.com/SecuraBV/opcattack
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Idea to attack OPC over TCP: the 1998 classic

Security Policy Encryption scheme Signing scheme

None - -

Basic128Rsa15 RSA PKCS#1v1.5 SHA1 + RSA PKCS#1v1.5

Basic256 RSA-OAEP-SHA1 SHA1 + RSA PKCS#1v1.5 

Basic256Sha256 RSA-OAEP-SHA1 SHA256 + RSA PKCS#1v1.5 

Aes128_Sha256_RsaOaep RSA-OAEP-SHA1 SHA256 + RSA PKCS#1v1.5 
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Deprecated?

However:

• Many implementations allow Basic128Rsa15 by default anyway

• Some implementations attempt to decrypt PKCS#1 ciphertext before checking if Basic128Rsa15 is enabled

• Software updates won’t change existing configurations

• Risks not clear to user; problem is not SHA1

• OAEP also insecure when keys are reused for PKCS#1
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RSA encryption:

RSA padding: message bytestring -> integer m

PKCS#1 padding:

Server padding check fails: m has different format

Otherwise: m starts with 0x02; information on message is leaked

Attack: send specifically chosen c values, and observe which 

decrypt to an m with correct padding. Narrow down exact value of 

m after +/- 1,000,000 queries to the “padding oracle”.

Bleichenbacher’s attack
(simplified)



#BHUSA @BlackHatEvents

Two private key operations

Note: Bleichenbacher attack can also 

spoof signatures because RSA 

signing ≈ RSA decryption
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Error-based padding oracle

• Different behaviour per implementation

• For some padding errors can be distinguished; for others they are identical to 

signature errors (which occur after decrypting an invalid message)
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Timing-based padding oracle

Maybe valid padding has a different response time?

Images by Yarom et al., Brumley et al., Andrey Grushnikov

But aren’t timing attacks hard and impractical?

Sounds complicated…
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A timing “side channel amplifier”

ECB Penguin by Filippo Valsorda

“ECB” RSA decryption in OPC UA:

Idea: repeat same ciphertext block e.g. 100 times

Bad padding: do 1 decrypt; then fail

Good padding do 100 decrypts; then fail
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Timing attacks made easy

Highly sophisticated false positive elimination model:
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Wait for it…
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Wait for it…
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Wait for it…
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Got the signature, and…
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There we go!
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Tested implementations
Software Tested version HTTPS attack Error-based padding 

oracle

Timing-based padding 

oracle

dataFEED edgeConnector            2024.01        ✗ ✗ ✗

Ignition                          8.1.38         ✗ ✓ ✓

KEPServerEX 6.15.154.0     ✗ ✗ ✓*

open62541                         1.4            ✗ ✗ ✓

Prosys OPC UA 

Simulation Server   5.4.6-180      
✓ ✓ ✓

UA-.NETStandard 

Reference Server  1.4.372-preview
✓ ✓* ✓*

Unified Automation C++ 

Demo Server 1.8.2.624      
✗ ✗ ✗

* Only in non-default configuration

Protocol flaw -> others likely affected

Got confirmation about CODESYS and various Siemens products
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Follow-up
• Disclosed to OPC Foundation; who coordinated to vendors

• Very fast response!

• CVE’s so far: CVE-2024-42512, CVE-2024-42513, CVE-2025-1468

• Fixes range from software updates to disabling features to configuration advisories

• Check your vendor documentation

• Non-certificate based user authentication is not affected

• Disabling HTTPS and Basic128Rsa15 is usually sufficient, but not always

• Testing and PoC exploitation tool: https://github.com/SecuraBV/opcattack
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Black Hat Sound Bytes
1. Crypto protocol design is hard, even if you use secure building blocks

2. More than a quarter century later, Bleichenbacher's attack is as relevant as ever.

3. We can probably expect more OPC UA crypto flaws to surface in the future.

So do you need to go back to use a VPN? Well..

Image by Sinh Tran


