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Dynamic Routing Protocols(DRP) 

First Hop Redundancy Protocols (FHRP)
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if not authentication:

     do_attack()



if authentication == true:

if password == cleartext:
do_attack()

else:
     do_attack() 



if authentication == true:
if password == cleartext:

do_attack()

else:
hash = get_password_hash()  # using EtterCap
password = crack_hash(hash) # using John the Ripper
if hash_cracked == true:

do_attack(password)

else:
     do_attack() 
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R1# sh run | s ospf
router ospf 1
 network 0.0.0.0/0 area 0



R1# sh run | s ospf
router ospf 1
 network 0.0.0.0/0 area 0

R2# sh run | s ospf
router ospf 1
 network 192.168.10.0/24 area 0
 network 192.168.20.0/25 area 0 



$ cat romana/publisher.conf 
protocol static romana_routes {
    {{range .Networks}}
    route {{.}} reject;
    {{end}}
}

protocol ospf OSPF {
  export where proto = "romana_routes";
  area 0.0.0.0 {
    interface "*" {
      type broadcast;
    };
  };
}



$ cat romana/publisher.conf 
protocol static romana_routes {
    {{range .Networks}}
    route {{.}} reject;
    {{end}}
}

protocol ospf OSPF {
  export where proto = "romana_routes";
  area 0.0.0.0 {
    interface "*" {
      type broadcast;
    };
  };
}
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Specifics get preference *
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1. Extract protocol configuration
2. Configure a router
3. Profit



Routopsy
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Learning new routes.
Traffic interception & redirection.



https://docs.google.com/file/d/1LyvoXI89SdtRcBA_q5NQ95GiNZXdM7iA/preview


DRP to learn new routes
DRP to inject a route
Redirect traffic



Route injection to perform traffic 
interception & redirection on a 
local subnet
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DRP to redirect traffic destined for 
hosts in a local network segment



Gateway takeover for person in 
the middle attacks.
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FHRP to PiTM all gateway traffic



Remember, specifics get preference



Collect syslog



Playground
DRP.yml FHRP.yml
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Takeaways

Network protocol security is critical

It is possible to meaningfully show impact

Securing and detecting is simple
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Thank You

tyron.kemp@orangecyberdefense.com

szymon.ziolkowski@orangecyberdefense.com

github.com/sensepost/routopsy

twitter.com/sensepost
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