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Context: Operation Buthrap you say?



Operation Buhtrap — the basics

Financially motivated group targeting banks and businesses in Russia

Active since at least April 2014

Uses spearphishing, exploit kits to run campaigns

Uses different people to code malware, exploit, test

Uses tools on sale in underground forums



Why are you talking about that?

* More and more, groups are targeting commercial entities
 They use techniques we used to see in espionage campaigns

* We have seen several big attacks on businesses in the past, we believe
we will see more, and operation Buhtrap is a good case study



The beginnings

* We analyzed this, NSIS packed, first stage, which had interesting checks

File SPLUGINSDIR"\System.dll"

SetFlama 13 "™

Push "kernel32::GetSystemDefaultLangID()i.ro"
RegisterDLL SPLUGINSDIR"\System.dLL"” "Call"
TntOn SLANGUAGE 40 & "OxFFFF"

StrCmp SLANGUAGE "1049" "" label_5BA

Call function_135

'
iy

Strcmp

"@" "" label_5B9

!




The beginnings

* We analyzed this, NSIS packed, first stage, which had interesting checks

Strimn &A "A" " Tahel_5B9

Push "ip-client.exe prclient.exe,rclient.exe,saclient.exe,SRCLBClient.exe,tw
awebclient.exe,vegaClient.exe,dsstart.exe,dtpaydesk.exe,eelclnt.exe,elbank.exe,e
tprops.exe,eTSrv.exe,ibconsole.exe,kb_cli.exe,KLBS.exe,KlientBnk.exe,lfcpaymenta
is.exe,loadmain.exe, lpbos.exe,mebiusbankxp.exe ,mmbank.exe, pcbank.exe,pinpayr.exe
;Pionner.exe,pkimonitor.exe,pmodule.exe,pn.exe,pusruve.cae,productprototype.exe

;quickpay.exe,rclaunch.exe,retail.exe,retail32.exe translink.exe,unistream.exe,u
ralprom.exe,w32mkde.exe,wclnt.exe,wfinist.exe,winpusi.cac,wupusagent.exe,ZvitiD
F.exe,BC_Loader.exe,Client2008.exe,IbcRemote3l.exe, ftcgpk.exe scardsvr.exe CL_1
070002.exe,intpro.exe,UpMaster.exe,SGBClient.exe,el_cli.exe,MHLLientsc.exe,aDire
ct.exe,BClient.exe,bc.exe,ant.exe,arm.exe,arm_mt.exe,ARMSH95.EXE,asbank_lite.exe
;bank.exe,bank32.exe,bbms.exe,bk.exe,BK_KW32.EXE,bnk.exe,budget.exe,CB.exe,cb193




Stealthy

* Checks for system language, applications installed, URLs visited to
decide which package to download

* Also checks for security software to modify which application version to
install

n function_482

& 0

"http: f/playback.savefrom.biz, videofvideo_1.cab"

on function_438

L, )

"http://playback.savefrom.biz, video/videol.cab"




Targets

 Looking at
 Decoy documents
 URLs and application installed
 Domains used

* Businesses and more specifically accounting departments seemed to be
the target of this group



Certificates

 As we will see later on,
downloaded packages
contained a lot of files

 Many of which were signed by
valid certificates
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Digital Signature Details
aeneral | Advanced

=, Digital Signature Information
This digital signature is Ok,

Signer infarmation

[2)X]

Mame: |Str|:|i-Tekh-Sever
E-mail: |N|:ut available
Signing kime:
Counkersignakures
Mame af signet: E-rail address:
Symantec Time ... Mot available

|r~“|-:|n|:|a'fJ Cckober 20, 2014 5:20:05 AM

YWiew Certificate

Timesktarmp
Monday, Ockober 20..,




Group

While we progress in our research it became clear that this was a group
of organized people

e Malware coder
 Exploit coder
* Testers

As will become apparent, they also had pretty good ties with
cybercriminals selling tools and services in underground forums



This seemed like a suitable research

* Group of people launching spearphishing attacks against Russian
businesses

e Using as much stealth as possible

* Code signing certificate usage

* Using modular code and 3™ party tools
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Campaigns



Timeline

Start of the second
campaign
Start of the first campaign 4/10/2015 Passport Return of the
> (first known activity) > S MWI

10/1/2015

2015

4/1/2014 8/1/2015
>

> 4/9/2015
Blog post released

10/1/2015
Flash Player bundle
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Tools — Overall Installation process

 Through spam, operators are
ultimately trying to have full
control of the victim computer

EN]JOY SAFER TECHNOLOGY

—— LN

User receives a spam

User opens infected
word attachment

Word document downloads
additional module from
external server

Cybercriminals can Spy
and control Remotely
thevictim's computer



Targets — Detection statistics




Targets

* Businesses, most probably accounting departments. Why this assumption?
 Decoy documents, applications and URLs check and finally domains
* Malicious domains used by cybercriminals:

* store.kontur-expres.com < "SKB Kontur has been simplifying
business accounting in Russia since 1988“

help.b-kontur.org

forum.buhonline.info € buhonline.ru: forum content directed
towards accountant

topic.buhgalter-info.com

balans2w.balans2.com



Infection Vector

 Spearphishing with
business oriented
decoy documents

roCyYgAPCTBEHHbIA KOHTPAKT Ne
HA OKA3AHWE YCNYT CBA3N

20 rojpa
OTKpbITOEe akKuuoHepHoe obulectBo «Mera®oH», wWMeHyemoe B
JanbHelwem «<WcnonHWUTenbL», B nuue , denAcTeyrowero(-
eif) Ha OCHOBaHWW [OBEPEHHOCTU Ne oT «_ » 20 r., u
, MMeHyeMoe B
hDallbHelweM «3akKa3d4uk», B JNuue , DeWcTeyrouwero(-erd) Ha
OCHOBaHWK , COBMecTHO B JdalbHeAlWeM WMeHyeMble

«CTOPOHbLI»,  3akN4MIK  HacToAwwh ocyfapCTBEHHBIM  KOHTPaKT,
UMeHyeMLIA B faNbHelllem «KOHTpaKT», Ha cCneayolux YCN0BUAX:

1. MNPEOMET KOHTPAKTA

B cooTBeTCTBMKM C HacToAwMM KoHTpakToMm WcnonHuTens obsasyeTtcs
OKa3blBaTb 3akKa34yuky Ycnyrn cBA3M, a TakK»e CBA3aHHble C HUMWK
HononMHWTEeNbHbIE YCNYrKv (Oanee BMecTe WMeHyemble - «Ycoayrus), a
3aka3uMk obsAszyeTca KMX onnayvMeaTb B COOTBETCTBMM C Tapudamm,
npueegeHHbIMUK B MpunoxeHun Ne 3 K HacToALleMy KoHTpakTy.

HasHauveHHble 3aka3uvky ABoHeHTCKWe HoMepa, HoMepa nepeflaHHbIX
3aka3s4wky SIM-kapTt, JlMueBble c4eTa 3akKa34MKa YKas3blBaloTCA B
MpunoxeHun Ne 2 K KoHTpakTy.

HasHa4yeHne 3aKasyuKy HOBbIX ABOHEHTCKMX HOMepOoB NMpon3BOanNTCA
nytem noanucaHnma npuioxeHna K KoHuTpakTy. OTKasz 3aka34ymka o7
Ha3HayYeHHbIX ADBOHEeHTCKUX HOMepoE nNpPOMZBOOWTCA Ha OCHOBaHWUW
NUCbMEHHOIo 3afABNeHWs 3aka3dvKa, HanpaeneHHoro MicnonHuTento.

1.4. MMpwv 3aknoyeHnn KoHTpakTa 3aka3yduky AoCTyNHbl [ononHuTeNbHbie



Infection Vector

e Spearphishing with
business oriented
decoy documents

EN]JOY SAFER TECHNOLOGY™

CUYET Na 21 oT 20.03.2014r
Wcnonkurens | 000 HNN *CrpoisHammpuns"
Ajpec: 629300, AAHAQ, r. HoBbil Ypesron, yn.InyxapiHas, 2/4, nesoe kpsino
Ten/thaxc: (3494) 24-44-01; 24-44-02
BaHKOBCKWE PEKEKIUTL.
Monywarens: 0CO0 HIMN "CrpoRmiekaHapuHr” Picy  40702810600000001323
WHH/AKNN: 8904043570/890401001

Banx nonyuarens: ¢-n M6 (OAQ) 8 r HoBbIR YpeHro#, TsomeHckan oon|BHK

r.HoBell Ypesron

047195753
Key 30101810700000000753

Saxazum: OBbWecTso ¢ orPaHUNEHHOR OTBETCTBeHHOCTLIO “Tena MU[™
Anpec: 629300, AHAD, r. Hopwit Ypenrod, yn. Taennas, 378
Tenedou: 22-22:22, 22-22-27, 22-22-25
Banome: RUB
EnvHwya Konu-
Ne Hawusenosanwe Topapa uImepe- yecrao Lexa Cymma
HUS
COrasanue yeryr No Oprasu3acies NOBLALEHNA
weanwhnkaywn WTP no pgoroscpy Ne18 or
1 [13.03.2014 r. no reme. "InexrpocHabnxexua” vern 3 12 000,00 36 000,00
nTOro:. 365 000,00
HIC e npegyemoTpen (n.2 €1.346 11 rn.26.2 HK Pd) -
Beero k canare| 35 000,00

3amecTurens aupexropa

O.H. ByxcupHosa




Side Story - Microsoft Word Intruder?

* Itis akit, sold in underground forums that allow to build RTF
documents exploiting several CVE

 Shows the connections of this group: they got it 1 year before public
disclosure

A New Word Document Exploit Kit

April 01, 2015 | By Nart Villeneuve, Joshua Homan | Exploits, Threat Research

The tools used to create malicious documents that exploit vulnerabilities in Microsoft Word are now
being advertised in underground forums and one new tool has emerged that provides the ability to track
the effectiveness of campaigns. The builder, Microsoft Word Intruder (MWI), is advertised as an *APT"
tool to be used in targeted attacks. It is accompanied by a statistics package known as “MWISTAT" that
allows operators to track various campaigns.
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Side Story - Microsoft Word Intruder

e Uses four exploits
 CVE-2010-3333
 CVE-2012-0158
 CVE-2013-3906
 CVE-2014-1761
 Two modes of operation: INTERNAL and EXTERNAL
* No decoy, malware payload must show one if needed

* Several modifications, we see the kit evolving through the buhtrap
campaign as well



Tools — first stage

* The first stage implant makes tons of checks to make sure the system is
valuable and not a researcher’s system

Push "kernel32::IsDebuggerPresent()i.ro"
RegisterDLL "\x03\x9A\x80\System.d11l" "Call"
IntCmp "\x03\x80\x806" "1" label 13E

Push "ollydbg.exe,windbg.exe,syserapp.exe,wireshark.exe,regmon.exe,filemon.e
Xe,procmon.exe,vboxservice.exe"
LalLlL TuncTion_1




Tools — first stage

* The first stage implant makes tons of checks to make sure the system is
valuable and not a researcher’s system

Push "S2tsRFVHOX1kROZzVTFOTULDcHphVO11ZEdGaGRIUMhMbTVSZENBCcWFYTm1jbT11ZEM1d2
NtbHZkb1JIpTG10dmITQXFTVKSCVUVsb11YUmxMbVIzYKNBcV1uTnBMbVIzYKkNBcVVHOX1kROZZVTFOTU
LDcEpTVK10UjIGMFpTNWtiR3dnS21KbGRHRXViVOS5pTGSKMULDcHBZbUZ1YX1BcWFXSnljeUFxYVdOc2
FXVnVKQOFxW1lMxd2JHRjBMbTFrYLdKaGJtc3VIMjLOSUNwelltVnlkMLZpTG5wMVluTmlMbkoxSUNwCF
LtTWALbVZZWWSKMWNSQXFhUzFsYkdKaELlDcGpiROpoYm1zdWIXbHVZbUZ1YXk1eWRTQXFZMmhsYkdsdV

PHSMhibXN1Y25VdmIyNXNhVZzVsTHLBcWRYZGhaMk1lnS25kM2QySmhibXNnS21SaWJ5QXFhvol1”
Push "ABCDEFGHIJKLMNOPQRSTUVHXYZabcdefghijklmnopgqrstuvwxyz0123456789+/"
Call function_146
Push "ABCDEFGHIJKLMNOPQRSTUVHXYZabcdefghijklmnopgqrstuvwxyz0123456789+/"
Call function_146




Tools — first stage

* The first stage implant makes tons of checks to make sure the system is
valuable and not a researcher’s system

*ICPortalsSL *sib.taatta.net *isfront.priovtb.com *ISAPIgate.dll *bsi.dll *Porta
1sSL *IIS-Gate.dll *beta.mcb.ru *ibank *ibrs *iclient *e-plat.mdmbank.com *sberw
eb.zubsb.ru *ibc *elbrus *i-elba *clbank.minbank.ru *chelindbank.ru/online/ *uwa
gb *wwwbank *dbo *ib.

Push "ABCDEFGHIJKLMNOPQRSTUVHWXYZabcdefTghlJKLmnopgqrstuvwxXyz0123456789+ /"
Call function_146
y "ABCDEFGHIJKLMNOPQRSTUVHXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
L1l function_146




Tools — Usage of Decoy Second Stage

If those tests fail, it downloads a decoy package instead of the real
second stage implant

e Remember this picture?

Function function_482
Push

&q

ny
=

Push "http://playback.savefrom.biz video/video_1.cab"

Function function_438

= _ L e
Push 59

Push "http://playback.savefrom.biz, video/videol.cab"




Tools — Usage of Decoy Second Stage

* Inthis case, the NSIS first stage implant downloads a fake 7z self-
extracting executable

NSIS-PACKED
DOWNLOADER

N

7Z SELF-EXTRACTING
EXECUTABLE

|



Tools — Usage of Decoy Second Stage

* If we look at the installation script in the downloaded second stage, we
see that they are using a malicious way to install the decoy package

311 WLToolbar.msi

o end

elevate.exe -c HLT.cmd
ping -n 20 localhost




Tools — Local Privilege Exploitation

 They have been using several different exploits
* First campaign was CVE-2013-3660 and Carberp trick in source code

 Then in subsequent campaigns, we saw CVE-2014-4113, CVE-2015-2546
and CVE-2015-2387 (part of the Hacking Team leak)

* Always had the x86 and x64 versions



Tools — Overall View of the
Second stage Download

* When the checks are satisfied,
downloads the second stage

malicious payload used to spy on
their targets

NSIS-PACKED
DOWNLOADER

4

7z SELF-EXTRACTING
EXECUTABLE

3 l l

SPYING MODULE BACKDOOR SYSTEM PREPARATION

IMPACK

"

N e

s

s 8

Rag—
LITEMANAGER




Tools — System Preparation

NSIS-PACKED
DOWNLOADER

4

* xtm.exe - System preparation &3

7z SELF-EXTRACTING
EXECUTABLE

l

SPYING MODULE BACKDOOR SYSTEM PREPARATION
PN_PACK IMPACK

PUNTO LITEMANAGER

EN]JOY SAFER TECHNOLOGY



Tools — mimikatz.exe

mimikatz #

Privilege

() TOOl used by penteSterS mimikatzs # sekurlsa::looonnAasawords
(and othersl) to access an [l
account

 Modified binary to issue
following commands:
privilege::debug and tspkg :
¥ [Izername :
sekurlsa::logonPasswords
to recover logon . Password :
passwords e

* Jzername : Gentil Kiwi

* Domain

* Domalin : vm—-wil-ult-x

* Password : wazal23d/

(es)




Tools — xtm.exe

 1c_export: tries to add a user to system

 This package was no longer seen in later campaigns (NOT necessary for
the initial compromise)

 We have seen them later on they dropping it through the backdoor



Tools - Backdoor

NSIS-PACKED
DOWNLOADER

4

 |mpack.exe - Backdoor L7z

7z SELF-EXTRACTING
EXECUTABLE

(

SPYING MODULE BACKDOOR SYSTEM PREPARATION

¢ g

PN_PACK IMPACK MIMI

d 4

3 i
E’) : 8
Ra——

PUNTO LITEMANAGER
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Tools — Impack.exe

* Silent installation of litemanager, a remote administrator

* Supposedly legit but, why silent installer? Detected as a PUA
(potentially unsafe application)



| Connection View Tools Remoteinstall Help

‘ Other modes.,.
- 1) P

Address: 127001  Port: 5650

Other connections

MANUAL LOGON -
.
| A

OFFLINE |

192.168.2.20

192.168.2.2

| MANUAL LOGON l!
L ¥ |

NOT FOUND I

Callback

192.168.2.6

I MANUAL LOGON I!
)

NOT FOUND I

Rita 192.168.0.2

List | Map
MNpocMoTp YAINEHHOID 3KPaHa




Tools — Main Buhtrap module

NSIS-PACKED
DOWNLOADER

4

 pn_pack.exe —Spying Module

7z SELF-EXTRACTING
EXECUTABLE

[ 1

SPYING MODULE BACKDOOR SYSTEM PREPARATION
IMPACK MIMI XT™M V

4

N cia
B
¢ 8L
g
LITEMANAGER
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Tools — pn_pack.exe

. Log all keystrokes and copy clipboard content
. Enumerate smart cards present on the system
. Handle C&C communications



Tools — pn_pack.exe OO |
| EXE }

e Uses dll-sideloading and decrypt main module on the fly

SPYING MODULE

PN_PACK

 Uses well known application to hide ~l«

* Yandex punto

e The Guide p

* Teleport Pro
PUNTO

y

O
DL

ENJOY SAFER TECHNOLOGY ]-DLL




Tools — pn_pack.exe

 RC4 for communications, but also to encrypt strings. NW is XOR with
preceding byte and then RC4 encrypted

* Two commands: download and execute module, download code and
start new thread in it

Command Description

MZ The data sent is an executable. The banker module will execute it through the
CreateProcess API

LD The data sent is code. The banker module will copy it into executable memory and will
execute it by launching a new thread.

* only module present in later installment. Use existing functionalities to
install all the remaining tools

ek -



New infection vector: Niteris EK



Timeline

Start of the second
campaign

4/10/2015 Passport
Scan

8/1/2015

Start of the first campaign
(first known activity)
4/1/2014

Return of the
MWI

10/1/2015

2014 gov 2015

>4/9/2015 >~ D/1/2015

Blog post released flash Player bundle
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Targets

e Still (Russian) businesses

 The dropper still contains the same script that checks for URLs,
applications, debug app, etc



Infection Vector

 They are no longer using MWI for this campaign

 Spearphishing
* Exploit Kit
 Executable Attachments



MMacrniopm € énacHicmio YkpaiHu

Infection Vector — Executable att =  mispassport is the property of Ukraine

.
«
.

a8 Imenenm Yxpaluu Misicrp In the name of Ukraine, the
k- 2uKOpAOHHWX cnpas Ykpaihn  Minister of Foreign Affaies of
® Passport Sca n Fae, npocuTL YCIX, XOro ue Moxe Ukraine requests all those !
Pt CTOCYBATHGH, BCIME MOXNW- whom it may concem to’ facii- ]
o BrMKM 3ax0AaMK nonerwmTy  tate in every possible way. the
s o notaaKy ripen'ssuuxa nacnopra travel of the bearer of this !
o wi | HanasaTH ROMY HeOoDXIAHY passport and to provide the ’
=82 AONOMOrY T3 3@XACT. bearer with all necessary assis-
~ v tance and protection.

# ykpaina ¥ ukrAINE ¥
Tuni Type  Kop aegeanw/ Coundry code  Howen macnopral Passport No.

P UKR — -

* NACTOPT et Sumome | -

'nl Givert Names

o,
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Infection Vector — Niteris EK

 Appearedin 2014
 Low prevalence, few malware distributed through it (ursnif, corkow)

* Flash exploit — CVE-2014-0569

http: f/roluxegu.ibrowser.space:443 frecords/domain/f3;, ff67339d1cdd9bc86b23405bf551

2a645bedacef /%3Ahttpi3A%2F%2Frow.tochka.science%3A443%2Fissu




Tools — Evolved First Stage Downloaders

e Distributed as Microsoft KB files
* One dropper was very different, not NSIS, heavy usage of RC4

e LOTS of detection for security products

Sandbox (Sandboxie, Norman)

Virtual Machines (VMWare, VirtualBox, QEMU)
Python/Perl

Wine

User interaction

 Downloads second stage if checks are satisfied

(es)



Tools — USB stealer

One component that was signed with certificate was a USB stealer

Copies file from drives A:\ and B:\ or USB drive to local folder

Skips .pdf, .doc and .mp3




The return of the MWI kit



Timeline

Passport
- Scan
8/1/2015

b Blog post released

Flash Player bundle
4/9/2015 ’

i o 10/1/2015
Start of the first campaign (first known

> activity)
4/1/2014

- Start of the second campaig
4/10/2015

- Return of the MWI
10/1/2015

2014 [ge¥
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Targets

* They shifted their focus
* Businesses

e Banks



Infection Vector — Microsoft Word Intruder via spam

* MWI again!
* Possibly due to big rewrite

 The overall infection workflow changed

HoBOCTH TPyQOBOro 3aKoHogaTenscrea PO 2015-2018 gna 6aHkoBckMx paboTHMkoB.doc - LibreOFfice Writer

HosocTH TpyA0BoI0 3aKoHoJare1bcrBa PP 2015-2018 gna daHKoBCKHX paboTHHKOB

MHHHCTEPCTBO TPy npojokaeT paboTars Hajl COBepILeHCTBOBAHHEM TPY0BOI0
3aKOHOyare/bCTBa. ExeMecsiuHo BHOCATCS NOMPABKH B CYILCTBYHO LM KOJeKe H 3a nociegHue
Moa rojja B HEM TPOM30IUTH ONpedeneHHbie HveHerns. Ha uto cTout obparuTe BHUMaHHe yike
cefiyac ¥ 4ero #1ars bankoeckomy paborHuky B 2016-M rogy?

e B wmae 2015-ro MuHTpyq nepecMoTpen HOPMbI N0 OXpaHe TPyia — Tenepb Ka bl
DaHKOBCKHI CTyHall|il CMOMKeT, CCbLIaAch Ha cTarbio 159 Tpyaosoro kogekca PO,
TpeboBars onadkBaeMblii MOy TopaMecAyHBli OTNycK pas B rog,. Ilo menamito paborHiKa,
. 3TOT OTMYCK MOXKHO 3aMEHHTb Ha paboule JHH CO CTaBKOH, B TOITOPA pasa Npesbllam e
@e‘r 0ObIKHOBEHHYO 3aprulary. Takie HOPMBI yiKe B CHile H B Habonee KpynHbIx OaHkax
(nanpumep, B Cbepbank wm Anbda) yxe aeliCTBYHOT;



Infection vector — Strategic Web Compromise

* Late October, we saw that Ammyy.com was distributing Buhtrap

Contacts About us Press-room

Main Solutions Download iauv Support Products EEE[‘““EE

Ammyy Admin | Features | Screenshots [ First run | Security | Our clients |

Zero-Config Remote Desktop Software Ammyy Admin. The easiest way
to establish remote desktop connection.

Ammyy News
You can easily share a remote desktop or control a server over the Internet with 071032014
Ammyy Admin. No matter where you are, Ammyy Admin makes it safe and easy to quickly Ammyy Admin 3 e
_ Ammyy Admin v3.5 released.
access a remote desktop within a few seconds. &

01/29/2014
The number of Ammyy Admin
users has exceeded

Ammyy Admin is used by more than 50 000 000 personal and corporate users.

Remote desktop connection becomes easy with Ammyy Admin. 30 000 000.
. 01/09/2014
Ammyy Admin v3 4 released.
6.8k e —
L4
? 10/28/2013
# Doesn't require installation or admin rights. Ammyy Admin v3.3 released.

» First Run step-by-step guide

E
@e'r ATTENTION! Please read this before giving UNKNOWN people access to your computer




Infection vector — Strategic Web Compromise

 Other malware were distributed through ammyy.com
* Lurk downloader
* Corebot
 Ranbyus
* Netwire RAT

102602005 1072002005 10 302005 M022ms 1027205

® ] . L ] ]

ﬁl Ammyy ﬁl Ammiyy ﬁl Ammyy ﬁ Ammyy ﬁl Ammyy
L - - & "
ﬁ Lurk downloader ﬁ CoreBot ﬁ Buhtrap # Ranbyus ﬁ Metwire RAT



Evasion



Evasion — bypassing AntiVirus

Tries to prevent antivirus updates

Tries to put their malware in exclusion list

Different packages depending on which internet security product is
installed



Evasion — Anti-Forensics

* mbrkiller.exe : NSIS installer that destroys MBR. Possibly used to wipe
the computer after they are done with it

 damagewindow.exe: shows a pop up screen saying there was a HDD
failure and user should reboot system
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Thank you {"’;;

Questions ?

@jiboutin
ENJOY SAFER TECHNOLOGY




