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https://www.nxp.com/design/design-center/training/TIP-INTRO-MIFARE-DUOX-SMART-CITY



MIFARE DUOX enables high security NFC solutions

P

Security Level

MIFARE DESFire EV3
MIFARE portfolio

ranges from

cost-effective LONGptermtise
nalex Huct Multi-application
single _use pI:O L!C MIFARE 2GO cloud service
1{e} multl application MIFARE DESFire light  +
high-end product

MIFARE Ultralight AEs S+ Sebaililzilss

Limited-use

Symmetric Cryptography (AES-128)

.
»

ISO/IEC 14443-4 ISO/IEC 14443-4 Functionality
ISD.I'IEC 7816-4 on MIFARE DESFire Light ISO/IEC 7816-4

MIFARE Plus MIFARE DUOX & % Common Criteria
5 | NXP | Public I MIFARE Ultralight [N MIFARE DESFire

ISOfIEC 14443-3

https://www.nxp.com/design/design-center/training/TIP-INTRO-MIFARE-DUOX-SMART-CITY
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NXO

MIFARE DUOX

Contactless interface per ISOfIEC
14443 Type A

13.56 MHz operating frequency

17pF and 70pF input capacitance
versions for different form factors

High data rates support up to 848
Kbit /s and VHBR

2/4/8/16 KB user data memory
Data retention of 25 years
Flexible file structure with multi-
application support (>28
applications / 32 files)

Extended Operating Temperature

Range from -40°C to +105°C on
silicon level

Common Criteria certification
with CC EAL 6+ for HW and SW

ISO/IEC 14443 A levels 1-4

ISO/IEC 7816-4 commands and
wrapped command format

NFC Forum Tag Type 4
certification

Product availability in 75pm
sawn bumped wafer and MOAS
module

Automotive requirements
compliance via automotive-like
qual on silicon level incl. cold test,
ISO/SAE 21434 and MISRA-C

EV-Charging compliance to
VDE-DKE AR-E 2532-100

MIFARE DUOX is packed with innovative
features and functionality

Cryptography & security

Symmetric Crypto algorithm
support with AES-128 and AES-
256

Asymmetric Crypto algorithm
support with ECC with NIST P-256
and brainpoolP256r]

Simplified key management and
key distribution via PKI concept

Key management on card level:
2 pre-loaded asymmetric key
pairs (including NXP PICC Cert
and NXP Originality Cert) and 1l
reserved slots for symnmetric keys

Key management on application
level: up to 5 certificates and up
to 14 symmetric keys in up to 16
keysets

Flexibility, versatility &
extended features

Proximity Check to detect relay
attacks

Secure Unique NFC Message
(SUN) to ensure security and
integrity protected NDEF data
reading

Transaction Timer to prevent
Man-in-the-Middle attacks

Transaction MAC / Transaction
Signature for generating a
secure proof of executed
transactions

Dynamic ECC-based Originality
Check functionality to ensure
originality and genuineness of
the product

| NXP | Public

https://www.nxp.com/design/design-center/training/TIP-INTRO-MIFARE-DUOX-SMART-CITY



https://www.nxp.com/design/design-center/training

Cryptography & security

Symmetric Crypto algorithm
support with AES-128 and AES-
256

Asymmetric Crypto algorithm
support with ECC with NIST P-256
and brainpoolP256r]

Simplified key management and
key distribution via PKI concept

Key management on card level:
2 pre-loaded asymmetric key
pairs (including NXP PICC Cert
and NXP Originality Cert) and 11
reserved slots for symmetric keys

Key management on application
level: up to 5 certificates and up
to 14 symmetric keys in up to 16
kevsets




Future proven secure contactless IC for applications demanding

flexibility, dynamic key provisioning and high security

MIFARE DUOX

13 | NXP | Public

https://www.nxp.com/design/design-center/training/TIP-INTRO-MIFARE-DUOX-SMART-CITY



@
i )))
MIFARE DESFire card
PICC / card level
G) up
PICC master key
symmetric key (shared secret)
o

88 Application A
—> p Keys

e App master key
e Read / write key
e Change key

symmetric keys (shared secrets)

88 Application B

. p Keys
e App master key
e Read/ write key
e Change key
symmetric keys (shared secrets)
88 ApplicationC
—>

P Keys
e App master key

e Read/ write key
e Change key

symmetric keys (shared secrets)

@ Files

®

B 8 D

Standard Value file
data file

a ‘ Access to files is protected by
application keys (symmetric)

Record file

Files
Standard Value file Record file
data file

a ’ Access to files is protected by
application keys (symmetric)

Files
Standard Value file Record file
data file

a ’ Access to files is protected by
application keys (symmetric)
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MIFARE DUOX card

PICC / card level asymmetric crypto

&) ubD

Card key pair

private key on card / public key certified

Card certificate
PKI identity

PKI (example)

. —— e

Issuer CA Card certificate

—>

—
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8B Application A

Identity & trust

App key pair
App certificate
Issuer / CA trust

asymmetric keys + certificates

8B Application B
Identity & trust

App key pair
App certificate
Issuer / CA trust

asymmetric keys + certificates

88 Application C

Identity & trust

App key pair

App certificate

Issuer / CA trust
asymmetric keys + certificates

B

Files

B 8 D

Standard Value file Record file
data file

a Access protected by asymmetric
authentication (public-key based trust)

Files

B 8 O

Standard Value file Record file

data file

a Access protected by asymmetric
authentication (public-key based trust)

Files

B 8 O

Standard Value file Record file

data file
a | Access protected by asymmetric

authentication (public-key based trust)




Access Control is
Moving to Public Keys.
Your Physical

Credent

LEAF Verified brings modern cryptographic security to physical
credentials, built on NXP's MIFARE DUOX® technology. The same
public key foundation as Aliro™, with no shared secrets and no
vendor lock-in. Designed for scale and open to everyone.

No LEAF membership required.

https://www.leaf-community.com/products/leaf-verified

QO LEAF

Q VERFED




QO LEAF

VERIFIED
CARD READER
(MIFARE DUOX) @ SELECT application
( e E @ Certificate verification
The reader selects the application on the card (APDU).
X.509 Certificate E R @
The reader verifies the certificate
The card sends its certificate (contains the public key). against a trusted root CA
(LEAF Root CA).
X.509 Certificate
+ Random challenge
Private Key @ Signature verification
(never leaves the card) The reader sends a random challenge.

2-0

The reader verifies the signature
using the public key from
the certificate.

Signature with private key

The card signs the challenge with its private key
(inside the card).

https://github.com/LEAF-Community/leaf-verified-device-onboarding-quide




xp Whitepaper

Secure User Identification and
Authorization in g Applications

https://www.nxp.com/docs/en/white-paper/SECURE-USER-EV-CHARGING-WP.pdf



AN14223

MIFARE DUOX for EV charging use cases
Rev. 1.0 — 10 July 2025 Application note

https://www.nxp.com/docs/en/application-note/AN14223.pdf



File No. 0x00
Standard Data File

Contains the card
certificate(Datacago)
and public key(PKcaro)

Read: Free OxOE
Write: Key Ox00
R/W: Key 0x00
Change: Key 0x00

A

MIFARE DUOX EV Charging Application
Application ID = 0xF61010

ISOFilelD = 0xDFO00, ISODFName = 0xA0000008450000000000000000000001

File No. 0x02
Standard Data File

General purpose data

- 5 AES Application Keys
(1KB)

- 0x00 Application Masterkey
- Ox01 — 0x04: general purpose application keys

Read: Free (OxOE) initialized to 0000...0000

Write: Free (OxOE)
R/W: Free (OxOE)

Change: Free (OXOE) - 1 ECC private key (PKcaro)

generated on the card

- VDE commands enabled

\

-

VDE-AR-E 2532-100

EV charging application on MIFARE DUOX



First NFC
«Detect smartcard and read out
smartcard’'s UID

interaction (Anti-
Collision phase)

- ‘ +Identify the smartcard’s type and
0ol it (ele1i61aB8 technology (MIFARE DESFire, MIFARE
Classic, MIFARE DUOX, etc)

1f MIFARE DUOX with
support for VDE DKE
NFC Transaction

Verification of «Read out smartcard's certificate and

Originality of the check signature and validity via
smartcard IC vendor public key

(Pub.CANXP)

Smartcard

Verification of «Execute a card-unilateral authentication
and validate real-time signature
generation by smartcard via ECDSA and
the smartcard’s public key (Pub.Card)

Authenticity of the
Smartcard

EV Charging transaction elements



Co kdyz credential prestane byt jen karta?







MOBILE PHONE

Main OS / Apps

In-app credential
Stored in the PACS app

1
¥

Phone radios

NFC

Secure Element / Wallet applets

In-wallet credential
ﬁ Stored in wallet /
secure element

NFC

Tap / short range

BLE

Wireless / hands-free

UWB/CS

(future ranging)

READER

In-app vs in-wallet




Aliro ® aliro

The Power of Open Access

. Otevieny prumyslovy standard od Connectivity Standards Alliance (CSA)

. Vefejné od unoru 2026

. Interoperabilita napfi¢ digitalnimi penézenkami, zafizenimi a
pristupovymi CcteCkami

. Bezpedné credentialy zaloZzené na asymetrické kryptografii

. Vice zpUsobU pouziti: NFC, BLE a BLE + UWB



NFC

. Tap-to-access

. 15,56 MHz

. 1ISO 144435-4 /1SO 7816-4 / HCE

. Kratky dosah prirozené urcuje, u ktergych dveri uzivatel stoji



BLE

- Hands-free / User-initiated access
. Bluetooth Low Enerqy
. BLE zajiStuje discovery + datovou komunikaci

. DelSi dosah - proximity nelze spolehlivé urcit jen pomoci RSSI
. UWNB

. Aliro definuje vliastni point-to-point aplikaéni protokol nad BLE
transportem



UWB — Ultra-Wideband

. 6-8,5 GHz
. Velmi Siroké pasmo — typicky kanaly o Sifrce = 500 MHz

. Technologie pro presné méreni vzdalenosti — typicky s presnostiv
fadu centimetrd

. Vzdalenost uréuje pomoci Time of Flight (ToF)
. Méri Cas letu kryptograficky nepredvidatelného signalu.

« Poskytuje informaci o vzdalenosti a poloze, ne jen silu signalu (AocA)

. Typicky funquje spoleéné s BLE — BLE pro nalezeni zarizeni a
komunikaci, UNB pro ranging

. Vyzaduje samostatny UWB hardware v telefonu i ¢tecCce



Bluetooth Channel Sounding

« Nova ranging funkce v Bluetooth Core 6.0
« Pouziva existujici Bluetooth LE radio (ale ne kazdé to umil)
« PBR - Phase-Based Rangqging vzdalenost z rozdilu faze na vice frekvencich

« RTT - Round-Trip Timing doplrkové mé&feni 8asu, zejména pro bezpe&nost /
odolnost proti relay utokidm



Aliro: access document, trust model and authentication

issues/signs Reader Certificate
for reader ecosystem / manufacturer

— ) Reader System Issuer CA |
-Q issues/signs Reader Certificate |
for reader ecosystem / manufacturer )‘

User device / wallet

Issues certificate .. GEED .-=- Reader
for credential issuer

sy

| , Wa“.et Present AUTHO LOAD CERT AUTH1
1al § e 2 | credential selects Expedited-Fast Reader Certificate mutual authentication,
- PACS / Credentlal Issuer ' Provision via | or Expedited-Standard (optional) only for Expedited-
@D issues and signs access wallet platform § [ Accessdocument Standard
documents } = | permissions/identity / w
- Apple / Google / validity Expedited-Fast Expedited-Standard
ecosystem-specific flow short authentication full mutual authentication
AUTHO only AUTHO + [LOAD CERT] + AUTH1
’ f Issuer signs document Mailbox
; ffline updates / ! 2 Step-U
asymmetric cryptography e L g p-Up
ESaa0eS . II optional higher assurance

using Reader System Issuer CA / public key certlﬁcate Chaln N
using issuer public key / certificates

Sync identities / access rights to reader
reader can decide locally / offline

User device verifies Reader verifies . T
Reader Certificate + reader signature access document signature + |

|

|

|

|

|



ALIRO: open mobile access ecosystem

User device

Outside Aliro / ecosystem-specific (mobile phone)

backend integration, issuance workflows,
platform-specific APls, smart-home ecosystem flows

Wallet provider / platform e " Wallet
Apple / Google / Samsung etc. rovision mobiie

Mobile credential
stored on user device /
wallet

credential to device

¢« G &

wallet APls, wallet UX, device ecosystem

" Issue / provision
credential

9 S
PACS / credential issuer
<

- identity, permissions, lifecycle

Matter ecosystem / controller
home setup, lock provisioning

Aliro specification

e common credential framework
e standardized reader < user-device communication
e NFC / BLE access, optional UWB ranging

Reader

NFC
tap / short range

BLE

hands-free / wireless

UwB
precise ranging (used with BLE)

Provision Aliro config / credentials on lock




Dvé technologie, podobny posun




Credential (‘( .‘ ! , Wallet "- L
issuance \? \. integration | S§

. % (e
PKI / . BB s
Trust infrastructure ; K
Key e

management !‘ Re(a\:\cle; /s ort

¥ y
4y -
Bt Lifecycle © &/ K. f;
b management |/ pACS ¥

i integration ’» :
| /
/

Operations !
& monitoring

Security
& compliance




Open interfaces.
Independent implementations.

adam@horcica.cz | @horcicaa
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