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1. Suricata
1 open-source IDS/IPS system
d  manualni konfigurace Suricaty

[ myslenka - konfiguracni asistent

Suriconf

automatizace konfigurace Suricaty

Suriconf (verze 1.0.1-dev.2)

testovani Suriconfu
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ukézka Suriconfu Eliska Cervinkova
GitHub: [https://github.com/KEIAHNY]

LinkedIn: [www.linkedin.com/in/eliskacervinkoval
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cesnet Suricata

Suricata IDS/IPS

1 open-source IDS/IPS system

Suricata is far more than an IDS/IPS

IDS Alerts
d  vykon Suricaty a jeji zavislosti

Protocol
Transactions
u

Manualni konfigurace s Network
- — Flows
[ znalost technologii " -

PCAP
Recordings

d  experimenty a testovani Network Traffic SURICATA®

Cloud & On-premise
Extracted

Files

@B RIYND

Napad: Konfiguracni asistent

d  SEPTun - Suricata Extreme Performance Tuning guide
A Suricata-Test-Suite

Source: Stamus Networks
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Suriconf
1 prehled

[ staticka konfigurace

[ prekonfiguracni béh
1 dotaz a spusténi
zavislosti moduld
vysledek Suriconfu

L L

Moduly

3 CPU affinity

A Flow threads
d  Flow

A  Memory usage

Suriconf

BYAML 1.1

suriconf-version: 1.1.0-dev

suri-configuration: suricata.yaml

suricata-bin: /usr/bin/suricata

ethtool-bin: /usr/sbin/ethtool

ip-bin: /usr/sbin/ip

log-dir: /var/log/suricata/

socket: /var/run/suricata/suricata-command.socket
preconf-time: 360 # in seconds

# 360 is minimum for flow_threads module
analysis: static # static/dynamic

mode:
modify:
enabled: true
yaml_change: force # ask/force
suggestion:
enabled: false

modules:

- name: cpu_affinity
enabled: true

- name: memory_usage
enabled: true

- name: flow
enabled: true

- name: flow_threads
enabled: true

variables:
interface: etho
capture_mode: af_packet # dpdk
max_memory_usage: 1 GiB
max_cpu_usage_vec: [0-2] # [0-6]

User

Modules

[ suricata.yaml ]

[ suriconf.yaml ]

Suriconf
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Spusténi Suriconfu v1.1.0-dev.2

Suriconf

1 git am ippair-host-defrag-counters.patch
(1 cargo install suriconf@1.1.0-dev.2

1 suriconf init && Is

1 /suriconf -c suriconf.yaml

Suriconf v1.1.0-dev.2:
https://github.com/CESNET/Suriconf
result:

https://github.com/CESNET/Suriconf/blob/Id/r
esult
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https://github.com/CESNET/Suriconf
https://github.com/CESNET/Suriconf/blob/ld/result/suricata_result-2026-10-01-01%3A35%3A22.yaml
https://github.com/CESNET/Suriconf/blob/ld/result/suricata_result-2026-10-01-01%3A35%3A22.yaml
https://docs.google.com/file/d/1BkAj9x7dNY9hF34-mNzR0Dt4gF-k9oCW/preview
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