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Fear and Loathing

e What is fear?
® The psychology of fear appeals
e How to talk about something scary

e Moving beyond fear



“PEQOPLE SHOW A DISPROPORTIONATE
FEAR OF RISKS THAT SEEM
UNFAMILIAR AND HARD TO CONTROL’




® information is beautiful
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But social engineers

use fear all the time?
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'}{ Appraise threat ﬂ

iLAppraise efficacy %

Control danger
Or
Control fear
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Controlling the fear means...
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The Optimism Bias
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m Video Podcasts News Tech Music Food Health Money Drugs + More

MUNCHIES

FOODBY VICE

| Made My Shed the Top-Rated Restaurant
on TripAdvisor

And then served customers frazen dinners on its opening night.
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Fear and Loathing Takeaways

® Scary messages need strong efficacy

¢ Reduce the noise so people can engage with the signal

¢ Build engagement with optimistic messages & social proof
® Provide the tools so people can change their behaviours

® Harness a positive cyber security culture



@drjessicabarker
www.cygenta.co.uk



	KEY-T08S_Title slide
	Fear and Loathing in Cyber Security
Analysis of the Psychology of Fear

	2020_USA20_KEY-T08S_01_Fear-and-Loathing-in-Cybersecurity-An-Analysis-of-the-Psychology-of-Fear



