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Fear	and	Loathing

What	is	fear?	

The	psychology	of	fear	appeals		

How	to	talk	about	something	scary	

Moving	beyond	fear
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But	social	engineers	
use	fear	all	the	time?
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Extended	Parallel	Process	Model

Appraise	threat

Control	danger		
Or	

Control	fear

Appraise	efficacy
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Controlling	the	fear	means…
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Efficacy	issue	1	-	signal	vs	noise
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Efficacy	issue	2	-	a	tool	for	the	job
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Efficacy	issue	3	-	empowerment
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The	Optimism	Bias

FULL EMPTY
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Fear	and	Loathing	Takeaways

			Scary	messages	need	strong	efficacy	

			Reduce	the	noise	so	people	can	engage	with	the	signal	

			Build	engagement	with	optimistic	messages	&	social	proof	

			Provide	the	tools	so	people	can	change	their	behaviours	

			Harness	a	positive	cyber	security	culture
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