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Introduction 
Surfing the web, we came across a new malware hosted on an “apparently” looking-good web site. 

As other cases, malware authors mirrored a real site, in this case “www[.]camplace[.]com/live-cams”, 

and make it seems a legit website to unwise users. 

The malicious website (www[.]6th-sense[.]eu), hosts 2 different malware samples: 

- “6thClient.exe” can be downloaded clicking the pop-up button on the homepage inviting users 

to download the client indicated on the screen. 

- “Firefox.exe” is hosted on the path “www[.]6th-sense[.]eu/Firefox.exe” 

We analyze both malware samples, from our point of view, it would seem that both malware act as 

a spyware, in particular, the file “Firefox.exe” is also a BOT that waits for specific commands from 

C&C and sends the appropriate response to it. 

Both Malware use evoria-games[.]eu as C&C, but, during our analysis the communication port of 

“6thClient.exe”  was closed. 

Both malware also use some evasion mechanism that isn’t sophisticated. Furthermore, it would 

seem that, the domain, does not to have hosted other malware in the past. 

Both Malware belong to the Bladabind family. Bladabindi is a Trojan that steals confidential 

information from the compromised computer. Hackers  also use it as a Malware downloader to 

deliver other payloads. With this malware, cybercriminals could steal  

• Your computer name 

• Your native country 

• OS serial numbers 

• Windows user name 

• Operating system version 

• Stored passwords in chrome 

• Stored passwords in Firefox 

Along with this report we also provide some YARA rules for those specific malware sample. 
 

 

Basic static Analysis 
 

File 1 
 

File Name: “Firefox.exe” 

MD5 ae7d8cb75d58979b3bb4b43e397d8134 

SHA-1 7da98592a32c64f3800f23db0defccc3558f813c 

SHA-256 65fb51ff1637ee21a56e94f57dc3cf1cc4c8fedd19c5434470fc2f604cb6c5f2 

File Size 1.95 MB 
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File 2 
 

File Name: “6thClient.exe” 

MD5 2f2378f65a834732769e2889166f471d 

SHA-1 ceabca33992adb2f738f7da7de125307c8fa381d 

SHA-256 b4b3b8eecc331ffb641a87c2495221e21178f9943afb4e6487d73155055055ba 

File Size 1.56 MB 

Icon 

 

 

Sections 
 

 

Using some static analysis tools, such as PEiD, we discovered that both the malwares are based 

on .NET Framework and they are written in C# 
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Figure 1 - PEiD views 

Behavioral Analysis 
 

Both the samples are retrieved from the site “www[.]6th-sense[.]eu”: 

- “6thClient.exe” can be downloaded clicking the pop-up button on the homepage inviting 

users to download the client indicated on the screen. 

- “Firefox.exe” is hosted on the path “www[.]6th-sense[.]eu/Firefox.exe” 

The attack vector used by Bladabindi.Dec17 hackers is drive-by download attack. Attackers 

mirrored the homepage of a “meeting website” in a new domain “www[.]6th-sense[.]eu”. 

 

Figure 2 - Homepage of the malicious site 

 

The original website’s url can be visible opening browser developers tools. 
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Figure 3 - Html code of the malicious site. On the top right the HTTrack firm. 

 

The above figure shows the tool used to mirror the original page, HTTrack, and the original url 

“www[.]camplace[.]com/live-cams”. 

The malware checks whether it has been executed in virtual host: if it so, it killed itself, otherwise, it 

continues its malicious activities.  

Both samples use the same classic persistence mechanism: they set up a registry key for the 

automatic startup execution masquerading as a Java Updater process. 

 

  

 

 

 

 

 

 

Figure 4 - Persistence mechanism 
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Network Analysis 
 

File 1 
 

The malware Firefox.exe contacts the C&C, “evoria-games[.]eu” at the port 491, and creates a 

TCP connection with the server sending some information about the infected machine.  
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Analyzing the TCP stream, we can see the communication session performed by malware with the 

C&C: 

1. The fist row shows the PC’s name, User’s name and the OS’s version. 

2. There are two recurrent words: “nyan” and “act” 

a. the first word represents a separator among the information sent to the C2C  

b. the second one represents the category of the information sent by the bot. in this 

case it is the ‘action’ performed by the host, in particular it is the name of the 

window in foreground 

3. In the middle we can see some strings coded in Base64. These strings represent the 

window’s title in foreground. 

The C2C acknowledges the result sending the number Zero to the bot, probably this value 

indicates that there are no commands to do execute on the host. 

 

File 2 
 

The malware 6thClient.exe contacts the same server, but at a different port, 450. During the 

analysis this port resulted closed. 

 

 

 

Advanced Analysis 
 

Using specific tools to analyze .NET applications we decompiled the bot and we found much more 

information about it.  

 

Evasion techniques 
 

As all the sophisticated malware it applies some evasion techniques in order to avoid the detection 

and the analysis:  
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Figure 5 - Evasion techniques of the malwares 

 

In the above figure we can see that the malware makes a query to a particular Windows Database: 

“Select * from Win32_ComputerSystem” 

The result of this query is a table where it checks the presence of some keywords such as: 

“VirtualBox” and “vmware” written in a reverse order. 

Another evasion technique is checking the identity of the system is equals to “PSPUBWS-

PC\\PSPUBWS” representing a particular virtual machine used by some category of sandboxes. 

 

Figure 6 - Another evasion technique 

 

Both the malwares contain respectively two payloads which are executed at runtime by the initial 

dropper. These payloads are initially compressed and cyphered using AES algorithm. Each 

payload is encrypted using different hardcoded keys. 
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Figure 7 – The keys and the algorithm used by the dropper to decipher the other payloads. 

 

In the final payload there is a section where are some static variables that enable some features of 

the malware. During the analysis they are set to false, but probably these could be modified at 

runtime in order to customize the behavior of the malware by the C&C. 

 

 

Figure 8 - Static Boolean variables used to define the malicious behavior 
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Yara Rules 
 

import "pe" 
 
rule Firefox_Executable { 
  
 meta: 
   description = "Yara Rule for Firefox.exe of Bladabindi.Dec17" 
   author = "CSE CybSec Enterprise - Z-Lab" 
   last_updated = "2017-12-14" 
   tlp = "white" 
   category = "informational" 
   
 strings: 
  $a = "Select * from Win32_ComputerSystem" wide 
  $b = "erawmv" wide 
  $c = "xoBlautriV" wide 
    
 condition: 
  all of them and 
  pe.version_info["ProductName"] contains "MSI" 
  and pe.sections[2].virtual_size == 12 
} 
 
 
 
rule SixthClient_Executable { 
  
 meta: 
   description = "Yara Rule for 6thClient.exe of Bladabindi.Dec17" 
   author = "CSE CybSec Enterprise - Z-Lab" 
   last_updated = "2017-12-14" 
   tlp = "white" 
   category = "informational" 
   
 strings: 
  $a = "UeXPbtqnJyQJFhz.mp3" 
  $b = "aUulTmscifNCReV.mp3" 
    
 condition: 
  all of them and 
  pe.version_info["ProductName"] contains "shell" 
  and pe.sections[2].virtual_size == 12 
} 
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