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Introduction

In June, researchers from security firm ESET discovered a new family of
Android Remote Administration Tool (RAT), dubbed HeroRAT, that leverages
the Telegram BOT API to communicate with the attacker.

The use of Telegram API can be considered a new trend in Android RAT
landscape, because other RAT families implementing the same functionalities,
such as TeleRAT and IRRAT, were discovered in the wild before HeroRAT.

HeroRAT appeared very active in Iran were it was spread through third-party
app stores, through tainted social media and messaging apps.

ESET experts speculate that the HeroRAT borrows the source code of a
malware appeared in the hacking community in March 2018, however,
HeroRAT has some characteristics that distinguish it different from IRRAT and
TeleRAT. One of these features is the usage of the Xamarin Framework and
TeleSharp Library for the development of the RAT.

HeroRAT is offered for sale on a dedicated Telegram channel, the author offers
three different variants depending on its functionalities: bronze (25 USD), silver
(50 USD) and gold panels (100 USD). The malware author also released a
demo video in which explains the RAT functionalities; below we have a
screenshot from this demo video, showing the differences between the three
variants.

Figure 1 - Differences between the RAT variants
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Analysis of the Samples
In this section we reports all the analyzed sample:

“63a22d065e16ac022910felcad6360ecc8539c0b.apk”

MD5 896ffabcb6d7789662acedc3f9c024a0

SHA-1 63a22d065e16ac022910felcad6360ecc8539c0Ob

SHA-256 92edbf20549bad64202654bc51cc581f706a31bd8d877812b842d96406c835al
File Size 7,02 MB

Package name | System.OS

Icon

“3605476181c935413436f0alcdOedecaca72dc7d.apk”

MD5 Oe6fdbdf1fble758d2352407d4dbf9le

SHA-1 3605476181c935413436f0alcdOedecaca72dc7d

SHA-256 a002fca557e33559db6f1d5133325e372dd5689e44422297406e8337461e1548
File Size 7,01 MB

Package name

FreelnterNet.OS

Ilcon

¥

“a155e06cb4890e6d4f4802278f5408335395f39c.apk”

MD5 €16349e8bhb8f76dcff973ch71e9eas59e

SHA-1 al55e06cb4890e6d4f4802278f5408335395f39c¢

SHA-256 3b40b5081¢c2326f70e44245db9986f7a2f07a04c9956d27b198b6fcO0ae51b3a2
File Size 9,49 MB

Package name | Andro.OS

Ilcon

>
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The malware stealthiness

The three variants refer to the same RAT, but are repackaged using different
package name, icon and botmaster’s username. For this reason we have
analyzed just one samples in depth.

Obviously, the application required all permissions on the target as reported
in the following image:

<uses-permission
=uses-permission
<uses-permission
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<uses-permission
<uses-permission
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.permission.
permission. ) |
.READ EXTERNAL STORAGE"/=>

permission

permission.
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.permission.

.ACCESS_NETWORK STATE"/=

INTERNET" />
READ CONTACTS"/=

READ PHONE STATE"/>
READ SMS"/>
RECEIVE BOOT COMPLETED"/>
RECEIVE SMS"/>

RECORD AUDIO"/>

<uses-permission android:name="android.permission.WRITE EXTERNAL STORAGE"/>
<uses-permission android:name="android.permission.GET ACCOUNTS"/=
<uses-permission android:name="android.permission.CAPTURE AUDIO OUTPUT"/=

<uses-permission android:name="androld.permission.MANAGE ACCOUNTS"/=
<uses-permission android:name="android.permission.READ CALL LOG"/=
<uses-permission android:name="android.permission.PROCESS OUTGOING CALLS"/=

<uses-permission android:name="android.permission.ACCESS WIFI STATE"/>
<uses-permission android:name="android.permission.DEVICE POWER"/>
<uses-permission android:name="android.permission.REBOOT" />
<uses-permission android:name="android.permission.CAMERA" />
<uses-permission android:name="android.permission.ACCESS FINE LOCATION"/=
<uses-permission android:name="androld.permission.ACCESS COARSE LOCATION"/=

<uses-permission android:name="android.permission.READ FRAME BUFFER"/=
<uses-permission android:name="android.permission.SEND SMS"/=
<uses-permission android:name="android.permission.READ PROFILE"/>

<uses-permission android:name="android.permission.WRITE SECURE SETTINGS"/>
<uses-permission android:name="android.permission.WRITE SETTINGS"/>
<uses-permission android:name="android.permission.WRITE SMS"/=>

<uses-permission android:name="android.permission.DELETE PACKAGES"/=
<uses-permission android:name="androld.permission.INSTALL PACKAGES"/>
<uses-permission android:name="android.permission.WAKE LOCK"/>

<uses-permission
<uses-permission

android:

android:

name="android.
name="android.

permission.
permission.

READ LOGS" />
READ SOCIAL STREAM"/>

Figure 2 - RAT permissions

Once installed, the application will show the message “This application can’t
run on your device” and displays a fake uninstalling process.
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Figure 3 - RAT fake uninstalling message

Then the icon of the app is removed from the home panel even if the RAT is
still active in service-mode, as shown below.

N® o iy

10.33MB

0,315 dan be.l.‘f
12.67/MB

259 Bl 3yl
L4

10.19MB

— " Internal storage
used 661MB free

Figure 4 - The RAT is active after the fake uninstalling

In order to hide the app’s icon and make the RAT stealthy, the attacker uses
the method “setComponentEnabledSetting” setting to “Disabled” but
specifying the parameter “DontKillApp”, as shown below:
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Figure 5

Can't Run On Your De

- Code used to hide the app's icon

je
e, ComponentEnabledState.

, ComponentEnableOption.

The above image shows the application also checks the device Local and
displays its messages in the appropriate language.

Writing the malware with Xamarin

Unpacking the apk, we noticed the presence of a folder, called “assemblies”,
containing some DLLs:

, ChlUsershadminiDesktopiherorat\63A22D065E16AC022010FE1 CADG360ECCES39C0RB. apkiassembliesh,

Dimensione  Dimensione co...

i

Mome

%) TeleSharp.dll 66 048
%] System.Xml.Ling.dIl 50 688
%) System.Xml.dll 1047 552
|%| System.ServiceModelIn... 227 840
|%| System.Runtime.Serializ... 6144
|%| System 10, Compression... 9216
|%| System 10, Compression... 56320
| %) System.dll 729600
|%| System. Core.dll 288 256
%) RestSharp.dll 167936
| mscorlib.dll 1992704
|%) android.os.dll 121856

Figure 6 -DLLs from Xamarin
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These libraries result from the usage of Xamarin Framework that allows the
malware writers to develope the Android application using the C# language.

In the above list, we can see the presence of the TeleSharp library, a C#
implementation of Telegram Bot API, publicly available on GitHub. Some RAT
functionalities are based directly on the TeleSharp APIs (such as “Send
Location”), so the writing of the malware was particularly simple for the author.

https://github.com/MojtabaTajik/TeleSharp

TeleSharp

TeleSharp is C# implementation of Telegram Bot API
It support most of the features of Telegram Bot API including :

e Get Bot information

* Read received messages
e Send text message

e Forward message

* Replay message

* Send location

e Send & receive sticker

e Send & receive photo

e Send & receive video

e Send & receive audio

e Send & receive document
» Set current status of bot like(Typing, Upload photo, Upload video and etc)
e Support Inline Bots

e Support ReplyKeyboardMarkup (Custom keyboards)
It's very light and simple to use, enjoy it ;)

Figure 7 - The TeleSharp library

CSE CyberSec Enterprise SPA

S Via G.B. Martini 6, Rome, Italy 00100, Italia
Email: info@csecybsec.com
Website: www.csecybsec.com


mailto:info@csecybsec.com
http://csecybsec.com/

Due to the usage of Xamarin Framework, all the Java source code files,
extracted using specific tool, contain only the wrappers of the real code which
is contained into “android.os.dll” file. It was simple to decompile the dll to
access the actual source code by using some tools specifically designed for
the analysis of .NET executable.

RAT capabilities and features

Exploring the source code, we found all the capabilities of a classic RAT such
as read SMSs and calls log, get location, turn off or on, download other files,
etc:

B DD D e
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v

Figure 8 - RAT capabilities

The main token of the Telegram bot, used as Command and Control (C2C) of
the RAT, appears in a source code of a class:
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Figure 9 - Main token of the Telegram Bot

So, we are able to query the Telegram REST API in order to obtain the BOT’s
username and try to send commands to it:

&« C | @ Sicuro | https://apitelegram.org/bot47139504 L. AAEIX)aagcNgYUZ114-8089KLDJ7BNDpyLs/getMe

{"ok" itrue,"result”:{"1d" :471395041,"is_bot":true,"first_name":"My Panel”,"username"”:"My rat_panel567 Bot"}}

Figure 10 - Bot information

Info contatto Contacting the BOT...

‘ [start

My Panel
You Cant Use Of Bot Before Register In This Bot

L @My_rat_panel567_Bot

Figure 11 - Contacting the bot

Unfortunately, the BOT doesn’t accept our commands, but replies with the
message “You Cant Use Of Bot Before Register In This Bot”. This message
suggests the bot only accepts commands from a specific source (i.e. a user
associated with a specific username).

The source code confirmed this thesis, it include the comparation between the
ID of the sender and the ID of the “Manager”. The “Manager” ID and the BOT’s
MainToken are the only differences between the three samples we have
analyzed.
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Figure 12 - Sender ID check

The image below shows the “Manager” username found in the analyzed
sample:

r("mrpishgam");

Figure 13 - Manager username

Using the username, we found the account of the “manager” (or botmaster)
on Telegram:

Info contatto

MrPishgam

ultimo accesso di recente

‘_ @mrpishgam

Username

Cog 03 (95 cpirl pin (uzl asS o
Info

Figure 14 - Manager account
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Yara Rules

rule HeroRAT {
meta:
description = "Yara Rule to individuate some samples of
HeroRAT Android malware"
author = "CSE CybSec Enterprise - ZLab"
last updated = "2018-07-31"

tlp = "white"
category = "informational”
strings:

$a = "assemblies/TeleSharp.dll”
$b = "assemblies/Mono.Android.d11"
$c {49 64 00 67 65 74 5F 4D 79 4D 61 6E 61 67 65 72}
$d = {52 65 70 6C 79 4D 65 73 73 49 64 00 73 65 74 5F 43
68 61 74 49 64}
condition:
$a and $b and ($c or $d)
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