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Introduction  
 

A new version of the infamous GandCrab ransomware,version 5.0, was 
recently spotted in the wild. According to the experts from several 
cybersecurity firms, the ransomware mainly targeted users in Central Europe, 
as shown in the following images published by the Italian Cert-PA.   
 

 
Figure 1 - Malware spread 

The ransomware is spread through different attack vectors, including spam 
emails, exploit-kits or malicious links. We analyzed a sample that was hosted 
on a server located in Ukraine. 
 

Samples Information 
 

“o.exe” 
MD5 b5de1da74b3420b9cefbc94638592b52 

SHA-1 ffa8aa05c745db4915369392a368888829369796 

SHA-256 623f558a50bb665a15f50121d0b7a8b54d90108c35e2787f2576016f3fe74dd8 

File Size 200 KB 

 
 

Malware behavior 
 
Once executed, the ransomware begins to encrypt all the files on the 
machine. We noticed, the malware uses a different pseudo-randomic 
extension (5 characters long) for each encrypted file (i.e. “.txvpq”, “.rttmc”, 
“.mcbot”, etc.). 
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The malware also replaces the desktop image with a custom one used to 
threaten the victims, and drops a TXT ransom note in every folder of the 
machine. 
 

 
Figure 2 - Ransomware's desktop image 

The ransom note contains the instructions to proceed with the payment of the 
ransomware: 
 

 
Figure 3 - Ransom note 

This file contains some information related to the infection: an ID 
(“fed0a66240f8743f”, in the image above) and a “GANDCRAB KEY”, required 
to restore the original files.  
The txt also keeps some encrypted information related to the victim machine 
(in the “PC DATA” section), such as the username, the PC name, the domain, 
the operative system and the language, as shown in the following screen: 
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Figure 4 - The retrieved info 

 
The file extensions that are targeted in the encryption phase are the following 
ones: 
 

 
Figure 5 - List of file extensions considered by the malware 

 
the information necessary to encrypt the files are saved as Registry Key 
values: 
 

 
Figure 6 - Temporary information used by the malware 
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The key value “ext” (containing the extension generated by the malware for 
the encryption phase) is deleted after the file encryption, while the key values 
“private” and “public” are permanently stored in the key registry. 
 

The research of the active processes 

 
Unlike GandCrab v4, this version is able to kill the processes related to some 
popular applications, such as Word, Excel, SQLServer etc., with the purpose 
of encrypt also the temporary files opened by these applications. 
 

 
Figure 7 - List of killed processes 
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A list of hard-coded URLs 

As well as GandCrab v4, version 5 has got a hard-coded list of URLs that it 
contacts, sending them encrypted “PC DATA” information. The purpose of 
this behavior is not clear at the time of the analysis, probably it could be an 
attempt to make harder the analysis and mislead the analysts during their 
activities. The complete URLs list is reported in the IOCs section. 
 

 
Figure 8 – Part of URLs contacted by the malware 

 

GandCrab saves Russia 
 
GandCrab v5 does not infect the Russian users, like the previous version. In 
fact, the malware checks if the keyboard layout is set to Russian or if the user 
interface language is set to one of: 
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▪ Russian (0x419) 
▪ Ukrainian (0x422) 
▪ Belarusian (0x423) 
▪ Tajik (0x428) 
▪ Armenian (0x42B) 
▪ Azerbaijani (0x42C/0x82C) 
▪ Georgian (0x437) 
▪ Kazakh (0x43F) 
▪ Kyrgyz (0x440) 
▪ Turkmen (0x442) 
▪ Uzbek (0x843) 
▪ Tatar (0x444) 
▪ Romanian (0x818) 
▪ Moldova(0x819) 

 
 

GandCrab v5 Web Panel 
 
In order to allow victims to pay the ransom and proceed with the decryption 
phase, the attacker implemented a web site on the darknet, at the URL 
hxxp://gandcrabmfe6mnef[.]onion, which is the same of the previous version 
of the malware.  
 

 
Figure 9 - Web site 
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However, in this case, the attacker asks for $2400 (more than the previous 
version, that was $1000) to decrypt all the user files. A test decrypt panel is 
still present, with which the user can test the effectiveness of the decryptor. 
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IOCs 
 

URLs 
www.billerimpex.com low-carb-rezept.com oscar-event.com.ua 

www.macartegrise.eu cscig.ase.ro www.closedguardthemovie.com 

www.poketeg.com lucianocellitancredi.com www.appleupdate.ir 

perovaphoto.ru lloyd.www.creative-platform.net back2backpt.com 

asl-company.ru kinhmatgiao.com www.ortaklarpaslanmaz.com 

www.fabbfoundation.gm khabardarexpress.com 64.91.241.0 

www.perfectfunnelblueprint.com kiemdinh345.com esancharpati.com 

www.wash-wear.com imazineex.com polyblow.com.br 

pp-panda74.ru marbleentreprise.dk braner.com.ua 

cevent.net bsp.co.id adquiz.io 

bellytobabyphotographyseattle.com klangplaza.com cultnet.eu 

alem.be marcora.it melloweb.com 

boatshowradio.com masp.pro yodthipiwater.com 

dna-cp.com ma-redactrice-web.com www.hipervi.com.br 

acbt.fr kittipakdee.com poly.polyblow.com.br 

wpakademi.com marmet.cba.pl lecircuit.fr 

www.cakav.hu life.demobb.com dazzlecarpentry.training 

www.mimid.cz kssyn.com trueadv.ru 

6chen.cn meditec.ma www.wschyderabad.com 

goodapd.website mellon.ir www.linkcoaching.com.au 

oceanlinen.com mainlis.pt www.hanumansena.co.in 

tommarmores.com.br maxibud.cba.pl www.yuvamnakliye.com 

nesten.dk merittur.com crossoceans-td.com 

zaeba.co.uk luatsuhaiduong.com humae.fr 

www.n2plus.co.th lgg.adv.br rgdh.fr 

koloritplus.ru mranalyz.com kiabod.com 

h5s.vn moika.kg openveda.info 

marketisleri.com muaithai.pl kidathon.org 

www.toflyaviacao.com.br jupiter.csit.rmit.edu.au ayrintitabela.com 

www.rment.in mugituz.com www.yekglass.com 

www.lagouttedelixir.com modivi.hu www.rafaelimports.com.br 

www.krishnagrp.com nahalbazr.com lesracinesdedemain.com 

big-game-fishing-croatia.hr lanxiaoyang.com www.tvtekrarcisi.com 

mauricionacif.com mengxiao7.com robfilios.com 

www.ismcrossconnect.com mygembest.com www.cempakalaptop.com 

aurumwedding.ru mskcontracting.ca slipandset.com 

test.theveeview.com novosti-danasnje.info cctvvietnam.com 

relectrica.com.mx mazjackson.com ciencia-ciudadana.es 

bethel.com.ve grupoperfetto.com.br asjbkk.com 

vjccons.com.vn ncrjobs.info bourget-pascal.fr 

bloghalm.eu icebergillusion.com klinikkingcare.com 

cyclevegas.com nazareimoveis.vistatemporario.com.br uterku.ru 
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royal.by nilhair.com www.caringtouch.uk.com 

www.himmerlandgolf.dk oral.co.il www.laori.co.il 

hoteltravel2018.com orthodontics.ir www.espaces-interieurs.net 

picusglancus.pl ldm.littlerocknews.org geacann.com 

unnatimotors.in naizamdistributor.com institut-journalisme.fr 

krasnaypolyana123.ru noahs-earth.com www.ixbat.com 

smbardoli.org openricostruzioneabruzzo.piattaforma.eu shacaram.com 

blokefeed.club oceanstockfilms.com gurkhali.fi 

evotech.lu onlineitshop.com pigeondeck.com 

devdev.com.br naraveesurgerythailand.com travellow.world 

graftedinn.us njrior.cn 138.68.99.104 

top-22.ru peakmedia.se www.hashpatal.com 

simetribilisim.com haircb.com massclap.com 

sherouk.com nuzululmastah.com unifiedgoals.com 

lucides.co.uk nurfian.ukmforum.com emmlallagosta.cat 

hanaglobalholding.com plataformacontralaprivatizaciondelcyii.org kinderwood.store 

diadelorgasmo.cl ps-photo.ru marcelinoadvogados.com.br 

www.groupwine.fr omahpoetih.com perleyfund.org 

mrngreens.com paytrenkeren.xyz piipmgr.com 

www.cognitiasystems.com ralienglish.com presencetalentos.com.br 

canhoopalcity.top phuongthaoland.com jeo-graphics.com 

greatmiddleeastgate.com nordestinasat.com.br www.marketopic.ru 

xn--80adsn2ag7e.xn--p1ai ratmfan.cba.pl mdlgroup.co.uk 

www.reusa.com.br postit.angryventures.com avi-investforum.com 

xn--80avc1e.xn--p1acf pittsburghbbq.com spondilos.ru 

www.christinapetrou.co.uk saadetankaravekil.com www.chestersskn.com 

www.lyonwood.co.uk sahandnetcctv.com www.casademare.it 

www.urstoothfully.com shalvak.com xn--80aanbmdrdpayqtg1d7h.xn--p1ai 

faculdadesenacpe.edu.br saids-edu.com www.mabnapouyesh.com 

dijitalharf.com plasaponsel.com topavi.es 

www.maraeeventos.com.br shakingflames.com galaxyonetransportation.com 

www.chanandeayrs.com shop.istest.ir ittran.com.br 

idclamart.fr skutsje-gruttepier.nl www.esteticaderma.com 

www.batisigortaaydin.com skbyd.cba.pl hyroadradio.com 

muxtay.com sokolenko.dp.ua www.rcmgdevten.xyz 

kubatom.com protesesdeflex.com.br www.namikik.com 

sweetthirty.pl saudigeriatrics.org chayxana.ru 

onstaheerd.nl snejankagd.com ravben.com 

kakaocorp.link social.takeshopv.pp.ua sman43-jkt.sch.id 

jamgonkongtrul.org.tw erikherrstrom.com galaxycorp.es 

barbochos.com san-kelloff-italy.web5s.com rintio.com 

rayanaco.ir kuatsolar.kz www.vivalavie.fr 

obed-service.ru skilldealer.fr www.greenwolfales.com 

500flats.com lemdik.polri.go.id anpingstay.com 

www.lasertag.kiev.ua studiodelcarratore.it e-crimea.biz 

gstelecom.cf sportsohio.pbd-dev.com elektro-beckers.de 
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www.ikebana.cat megexinc.com ctrl-r.ro 

gites-les-noisetiers.fr sinergiindonesia.co.id feveda.com.ve 

www.kia1.ir smmakcreation.com camhanhtrinh.net 

m-award.com solardosing.ir tt-plus.ir 

intervener.org stoveworlddirect.co.uk sailtrans.com 

sxhfhr.ga sinfonia.vn codifet.com 

soldiergym.nl tala.today franckcrepelle.com 

fitforms.mx locnuockimnguyenphat.com.vn paulbloodgood.com 

www.cornishinn.com test.assistia.se landmarkscalifornia.org 

riib.com.pl test.indigo-experten.be softshine.kiev.ua 

evaskinclinic.com saberes.cl zspm.ovh 

www.kuntoaskel.net test.mirari.pl fmcfamily.org 

ecart.nu test.patemucevherat.com tonight-hobby.com 

www.phammemviet.com thepinspire.co.uk swimmik.com 

www.clarusdent.com syjingermei.xyz greentradecorp.com 

www.lasthotel.it sulawan.com baskinbeyenal.com 

www.htsinteriors.com torstenbygger.se www.eurosystemsrl.net 

kwanho.com.au sites.blueskydigital.com.au soledadmanzi.com 

importec.com.mx theaceexports.com aquastarscooter.com 

www.xn--narmdnsalonlar-
fjb55aa34dpkdo.com 

stivesofminthill.com alsafas.org 

klongpleng.com unicef-int.karibuni.be politicsamongus.com 

cocnguyetsanthaomeo.com uatwebsite.aithent.com tonerplenka.ru 

wakeupwithmakeup.co.uk villagevanguard.co.uk www.asped.cz 

www.jtaobk.com atelierdupain.it kidsportvn.com 

mundololita.es violetdecor.net gharkulconstructions.in 

denaseguridad.com vancouvereventvideo.com dogotoanquoc.com 

inescogroup.com vuraldirek.com essential-campinggear.com 

www.velvet.travel vlawcourse.com thepostatrockwells.com 

myartstudio.com.my white-power-music.cba.pl dogcartusa.com 

www.financetoit.fr worldgamifier.com hanhtrinhkientaocuocdoi.com 

sigillum.com.ua visahousebangladesh.com softsj.org 

www.friends-for-kids.de wp.mmitest.fr saffronali.com 

www.pgregoire.com vietx.us www.friv.news 

babiceresa.com weihnachts-pyramide.tk batdongsanhuyphat68.com 

vinhomescangio.viethomes.land workcompoptions.com vazquezdelamorena.com 

heartsongroup.com wp.actions.men www.adecbrasil.com 

top-prodazha.ru webmarketing.cinfoway.in irserver.net 

kalemon.net ustunbey.com www.nissinfrozen.com.hk 

www.tikura.com.br whmhost.tk samsafadi.com 

www.riadtroiscours.com voiceyouropinions.net bcachc.org 

videirafilho.com.br vipyouxi.net www.ankarentacars.com 

vtr.kz www.armangarayan.com xkld24h.net 

peritocaligrafosevilla.es mas-expert.com vlatec.com 

umrezamani.net vitoriainvest.com.br faceok.online 

www.bsecure.fr www.consulpyme.biz cliniqueesthetiquepasteur.com 

www.setiri.com www.equi.nl hablabonito.com 
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www.fondsbn.com keller-fenster.ch eurosystemsrl.net 

optikchrtek.yourcloud.cz www.anhphuoc.com.vn mentoriaparacoaches.com.br 

www.sva-co.ir roue.com.mx armureries-acl-37.fr 

www.classtransport.fr www.cerespire.com getcardonationtoday.com 

pearlandshandyman.com www.fratelliditalia.it safaaldan.es 

toponlinegames.pro www.asiapointpl.com dekalbchamber.org 

www.interiorideas9.com www.dpsdhuri.edu.in shorecrestschools.com 

www.cyrillecharro.com www.aftvec.com rancherssupply.us 

www.romanjews.com www.eudel-albania.com www.archives-zoliennes.fr 

alatkeselamatankerja.co www.hidroser.pt yogabody.com.br 

mcsiweb.com www.ivanotaola.com winspeedy.ru 

www.monei.co www.kabiledans.com babyclickphotography.es 

www.conversants.com www.broadbandimperatives.org promenadedeflandre.com 

pro-markservicesinc.com www.fp360.us www.hospeem.org 

thtcannabis.com www.lavariable.club tweko.org.ua 

novocentropetrolina.com www.meditec.ma www.painpoint.online 

bharatfolks.com www.bdot.co.kr amotsouverts.org 

www.cheriehavetoshine.com www.mainlis.pt haroldlopezr.com 

www.ossainicholasossai.com www.modainfantilvalencia.com inebolushipyard.com 

www.sgfcomputers.ro www.ijzsz.com khodtarash.ir 

sinuverde.com www.jlyingshi.cn nebiogluavm.com 

www.senteks.com www.envischool.vn getsharkeynow.com 

www.megawheyprotein.com www.hopcentury.com sevenpillars.org.uk 

www.speardigitalweb.com www.maaitsolutionsbd.com trudyhuisman.com 

www.101.sr www.oxfordpharmassist.com descriptivevideoproductions.com 

dutchtraditions.nl www.dorsalsistemas.com.br congressodesignam.com.br 

barvybud.com www.paginaturistului.com xpress.ltd 

thillaikalavathi.info www.klikidnews.com autostate.com.ua 

parsmoviez.com www.michelleshairlounge.ca cekicix.com 

ogenconsult.com feeltwenty.com anandcontractors.com.au 

mdc-coaching.fr www.rcinformatica.pt stovnerkameratene.no 

finamlight.ru trnhomes.in meatit.com.ua 

atayastore.com www.pushmyprofile.com fadaate.com 

www.thatscomfortable.com www.petsfoodbd.com testing.tallawang.com 

www.colorshotevents.com www.pizzeriarepentigny.ca gvio.ir 

ananas.kiev.ua www.ruzgarchat.com www.ganlogis.com 

www.bitwiseacademy.com www.socialconcepts-cm.com isginsaat.com.tr 

sbobetcasinoterpercaya.com www.rl-treasure.com metaland.me 

upm-apply.com www.fog911.com eviphoto.ru 

carillon7tanphu.com www.kovezaagricola.com.br escort-girls.services 

gofootball24h.com www.spimol.com interlab.com.sg 

miriamkapner.com www.synturfmats.com iamzaigham.com 

onedev.ro todeschinipassofundo.com.br mbztusa.com 

www.alanya.co.uk www.setebr.com nathaliedesperchesboukhatem.fr 

unitedctg.com www.tourmelaybasket.fr arsaraiya.com 

ioae.com.vn www.urproject.fr onlinebusinesskhabar.com 
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startcomputer.com.br www.weil-weil.de www.lionsindustries.org 

aldrovanaluxe.lviv.ua www.realsun.com bettercom-berlin.de 

meblivdim.org www.textual.com idestinostours.com 

www.transento.com www.sjmama.cn cronicadelsureste.com 

www.parthabarua.com www.veronicasantiago.com.br hardsoftbay.ru 

rbctoken.com 
xn----7sbcfeovaaet2bacdygacidsedek.xn--
p1acf 

mtt.com.kw 

sonnewton.com www.tecnisoft.hn hastanetaksi.net 

www.santischerd.com www.theloveassembly.com kayannou.be 

0123porno.com www.tajcellars.com www.rubeehandmade.com 

5.77.60.222 yomyat-group.com www.stipenda.com 

180.211.99.165 www.tanthewa.com eduleka.com 

aldirgayrimenkul.com www.versaseo.com refahnovin.ir 

103.253.1.219 www.thaiphonecenter.com presentseitai.com 

abidhandicraft.com xmarkcity.com electrictrainproductions.com 

androsoft.in sundaysbestphotography.com cms.ghs-schachundkulturstiftung.de 

128.199.96.238 www.theparco.com wellnesslifescience.com 

argedalatpars.ir www.zannee.com www.theatlanticseafoodcompany.com 

179.188.17.9 www.tokokuaja.com charleswadefinance.co.uk 

basketkids.com.ua www.amana.tn www.theadaptables.com 

avangardstone.com yunuso.com clinicadentaldelgado.es 

autumnnight.cz yellowcreativeco.com kerryaclark.com 

alauddintakeaway.com www.webhtm.cn tr-ghods.ir 

androturk.club yanchengguoji.com www.mci.com.sg 

badmos.top www.tenqube.com reiso.com.br 

barquestest9.uk bookingbmoredjsteve.com thegioiwebvn.com 

boucherie.lemarchefrais.com egelihasar.com qsgroup.vn 

baranacarpet.com bookamodelbastarr.com bishopschell.com 

anowaragroupbd.com imperia-quest.com.ua formametal.net 

blog.betzest.com gremlin.studio avuedepieds.be 

anvatbinhduong.com codamarketing.agency update.com.br 

bmafrique.com freelancemarketingtraining.com nathyrealty.com 

amardin.com approbuilder.com pedefigo.com 

airybd.com biruisblue.com bdteacherstech.com 

cadretoiles.com kavehsanatco.com netoconstructioncorp.com 

awrbloooomdevserver.com erturkgrup.com.tr yesletsdrive.com 

bluebellhdb.com www.metanoiatravel.in www.simsimint.com 

ce-clp.fr mystroi24.ru uniquemedia.cf 

charm.andreea.alexandroni.ro emaclick.com bc2match.com 

atlantisbuildcon.com www.maheshsharma.live pardisesofe.com 

blog.raztype.com mikenibg.com roompride.es 

chatrashow.com www.yolandapalhanoimoveis.com.br spilbas.dk 

blog.swingtaiwan.com imliu.com skf-technik.de 

call4soft.com gr34tstore.com tarhkade.info 

bloomingrosebd.com www.zhainanle.com derbydays.ru 

bhbeautyempire.com nek-voda.ru ungpott.se 

acasadocarro.com.br metodoresultado.com weissgallery.ru 
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casualflirtings.com stripperin-duisburg.net green-world-md.ru 

blog.damngood.mx tagiloro.ru serrurierparis75.ovh 

carlylevanlines.com www.erikherrstrom.com tagil-spectehnika.ru 

conexa.no test-my-work.ru ldcpharma.com 

cashback.ncplinc.net nadinidea.com rotaract3272.org 

creditmarketplace.eu videokurs-tut.ru www.teabungalowstay.in 

brightenceiling.com.hk rixos.top startkartingnow.com 

asiapointpl.com ucjcfundacion.es www.wordpresspractice.cf 

cityclosetselfstorage.com hieuvekhoemanhtunhien.com www.voirfilm.ga 

customroms.cba.pl ucjcfundacion.eu www.sistemasapex.mx 
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Yara rules 
 

 

rule gandGrab_v5 { 
 
    meta: 
      description = "Yara Rule for gandCrab ransomware v5" 
      author = "CSE CybSec Enterprise - Z-Lab" 
      last_updated = "2018-10-01" 
      tlp = "white" 
      category = "informational" 
 
    strings: 
        $a1 = "@hashbreaker Daniel J. Bernstein let's dance salsa <3" 
 $a2 = "jopochlen" 
 $a3 = "%X ahnlab http://memesmix.net/media/created/dd0doq.jpg" 
 $b = {55 8B EC E8 00 00 00 00 3E 83 04 24 11 75 05 74 03} 
  
 
    condition: 
        1 of ($a*) and $b 
 
} 
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