ZLAB -

Malware Analysis Report

Dissencting GandCrab v5

01/10/2018

CSE CybSec Enterprise SPA

- Via G.B. Martini 6, Rome, Italy 00100, Italia
Email: info@csecybsec.com
Website: www.csecybsec.com


mailto:info@csecybsec.com
http://csecybsec.com/

Table of Contents

Table of Contents
Introduction

Samples Information

“0.exe”

Malware behavior

The research of the active processes

A list of hard-coded URLs

GandCrab saves Russia

GandCrab v5 Web Panel

I0Cs
URLs

Yara rules

|

CSE CybSec Enterprise SPA

Via G.B. Martini 6, Rome, Italy 00100, Italia
Email: info@csecybsec.com

Website: www.csecybsec.com

0 N N O W w ww N

S S
0 O O


mailto:info@csecybsec.com
http://csecybsec.com/

Introduction

A new version of the infamous GandCrab ransomware,version 5.0, was
recently spotted in the wild. According to the experts from several
cybersecurity firms, the ransomware mainly targeted users in Central Europe,
as shown in the following images published by the Italian Cert-PA.
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Figure 1 - Malware spread

The ransomware is spread through different attack vectors, including spam
emails, exploit-kits or malicious links. We analyzed a sample that was hosted
on a server located in Ukraine.

Samples Information

“0.exe”
MD5 b5delda74b3420b9cefbc94638592b52
SHA-1 ffaBaa05c745db4915369392a368888829369796
SHA-256 623f558a50bb665a15f50121d0b7a8b54d90108c35e2787f2576016f3fe74dd8
File Size 200 KB

Malware behavior

Once executed, the ransomware begins to encrypt all the files on the
machine. We noticed, the malware uses a different pseudo-randomic
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extension (5 characters long) for each encrypted file (i.e. “.txvpq”, “.rttmc”,
“.mcbot”, etc.).
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The malware also replaces the desktop image with a custom one used to
threaten the victims, and drops a TXT ransom note in every folder of the
machine.

Figure 2 - Ransomware's desktop image

The ransom note contains the instructions to proceed with the payment of the
ransomware:

---= GANDCRAB V5.0 =-—-

Attention!
A1l your files, documents, photos, databases and other important files are encrypted and have the extension: .TXVPQ

The only method of recovering files is to purchase an unique private key. only we can give you this key and only we can recover your files

The server with your key is in a closed network TOR. You can get there by the following ways:

. Download Tor browser - https://www.torproject.org/

Install Tor browser

open Tor Browser

. open link in TOR browser: http://gandcrabmfesmnef. onion/fed0a66240f8743F
. Follow the instructions on this page

BunNE O

on our page you will see instructions on payment and get the opportunity to decrypt 1 file for free

ATTENTION!
IN ORDER TO PREVENT DATA DAMAGE:|

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

---BEGIN GANDCRAB KEY-—-
TAQAAErWrg9/Kh4Co2,/coCN/NQI0h3F 1 anYyE9SyuH+UAZ 3CIN2Y 5oma3gm7 9SEOMBtk7KYx8AKA TMO2959I5qowPBh3U0Gda0Z TPTQHDTY s RUEZmbENORX 1 GbPHKE 1vx39gRdgx1gsAsAl
carqqqrthVCSLxgjrRFQHacZFUBxMrSbAF t2jARTRF4 1 zLKawcKOqem9qes2u8aPLuddiadajnp j3TueFafsqMtmiENeeBQgOmMhVEHAAHTPLEBODSGMKU+9GIXHZWT 8+T 3XwE8ZUMIm
zH8 1Rwhqvf 5x4 ] SBNCLM/NOZXyTZUJC2F7 INVLGEUMSKIL13gNGr J4AZMXZ U2 gNAL+KASHQLYBDANXS 1 Y]422UZ JRNVOTME IXKDYXUYCPXOIVMHYYH3BN7QVEE4GjbaQw3 8N 5 gXBL SMHT MDA
---END GANDCRAB KEY---

---BEGIN PC DATA-—-—
wiKD67udumBkmpL BIRr4U6eXEVA00XL twDwWmOr TLy1YWv0 1WMx 5GYaRdvZZWTPNRS 3YW7 nZWy L FFTGKHhh5qB1zzs9MC7 7 36UkGSDDNTUIIGB/LFF/ /kmGmoAZ AGL 02§ 5 /wd2Ur xMIK+igKl
---END PC DATA---

Figure 3 - Ransom note

This file contains some information related to the infection: an ID
(“fed0a66240f8743f”, in the image above) and a “GANDCRAB KEY”, required
to restore the original files.

The txt also keeps some encrypted information related to the victim machine
(in the “PC DATA” section), such as the username, the PC name, the domain,
the operative system and the language, as shown in the following screen:
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0.exe IstrlenW [ "C:FIXED_42842714112/34181365760," )

[
0.exe IstrlenW [ “admin” )
0.8xe IstrlenW [ "pc_user™)
0.8xe IstrlenWW [ "ADMIN-PC" )
0.exe IstrlenW [ “pe_name”)
0.8Xe IstrlenW [ "WORKGROUP™ )
0.8xe IstrlenW [ "pc_group”)
0.8xe IstrlenW [ it-IT" )
0.exe IstrlenW [ “pe_lang™ )
0.exe IstrlenW [ 70"}
0.8xe IstrlenW [ "pc_keyb™ )
0.exe IstrlenW [ “Windows 7 Ultimate” )
0.exe IstrlenW [ “os_major” )
0.8xe IstrlenW [ “x64" )
0.8xe IstrlenW [ “os_bit™ )
0.8xe IstrlenW [ "C:FIXED_42842714112/34181365760" )
0.exe IstrlenW [ “hdd")
0.eXE Virtualalloc ( MULL, 1396, MEM_COMMIT | MEM_RESERVE, PAGE_READWRITE
KERMELBASE.dII NtallocateVirtualMemory | GetCurrentProcess(), 0x003bfo00, 0, 0x003bf
0.exe IstreatW [ ™%, “pc_user”)
0.8xe IstreatW { “pc_user”, "=")
0.8xe IstrcatW [ "pc_user=", "admin”}
0.8xe IstreatW [ "pe_user=admin’, &)
0.exe IstreatW [ “pc_user=admind”, "pc_name” )
N.PYE lstrcatW [ “ne user=adminfne name” “="1

Figure 4 - The retrieved info

The file extensions that are targeted in the encryption phase are the following
ones:

?.1st.602 drrcb xlm xlsx xlsm xltx xitm xlsb xla xlam il xdw ppt. prrt pps. pptx pptm prrtx prrtm Jipam Jips .ppsm sldx sldm X5, xls it drr{ drrtm drrcx abw at adﬁ{ aim .ans apkq.

ani.cab..cpl .cur diageab diagpky .l drv Jock hlp Jdf icl.icns ico .ics Ink key idx .mod .mpa .msc .msp .msstyles .msu .nomedia .ocx prf .rom .rtp scr shs spl sys .theme themepack .exe bat .

Figure 5 - List of file extensions considered by the malware

the information necessary to encrypt the files are saved as Registry Key
values:

&% RegSetValue HELMWSOFTWARE \Wowed3Z2Mode ex_data data ext
ﬁHEQSeWaIue HELMYSOFTWARE \Wowed 32MNode \keys_data“data public
ﬁﬂegSEtValUE HEKLM"SOFTWARE \WowbE432Mode keys_data'data private
IstrlenwW [ “.mcbot™)
REgﬂet'f"all.IEE::'«‘-." [':Ixﬂﬂﬂl:lﬂlga “ext”, 0, REG_BIMARY, 0:00400000, 14 )
Rtl[nltLlnlc:ud-:Stlng::[ 12df920, “ext™)
i - MtSetValueKey | 0x00000198, 0x002df920, 0, 3, 0x00400000, 14 )
E‘---FLtIHtStat|_|5T-:|IZ?I-:usErr-:lr [ STATUS_SUCCESS)
RE-:_|CI:|<EKE~' [ 0xD0000198 )
~MtClose [ﬂxﬂﬂﬂﬂﬂlga |

F/gure 6 Temporary /nformatlon used by the ma/ware
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The key value “ext” (containing the extension generated by the malware for
the encryption phase) is deleted after the file encryption, while the key values
“private” and “public” are permanently stored in the key registry.

The research of the active processes
Unlike GandCrab v4, this version is able to kill the processes related to some

popular applications, such as Word, Excel, SQLServer etc., with the purpose
of encrypt also the temporary files opened by these applications.

. PUSH ERX String2

- | 8B4S FC MOV ERX,DWORD PTR SS:[EBP-4]

« | FFB485 S4FFF| PUSH DWORD PTR SS: [ERAX#4+EBP-BAC] Str

- | FE1S g2563261| | CALL DWORD PTR DS: [<&KERNEL3Z. lstrcmp KERNEL32 letrempild

- | 85Ca TEST _ERX, ERX

| GBeE T e —-

- |FFra oz PUSH DWORD PTR DS:LEAR+E] WRRUBIESD; Ba:Q bcid
- | 6A B8 PUSH @ andle FALSE

- |6A B1 PUSH 1 = PRUCESS TERMINATE

- | FF1S 24512201 | CALL DWORD PTR_DS: [<&KERNEL32.0penPro 32.0penProcess

- | 8945 F8 MOV DWORD PTR SS:[EBP-81,ERX

- | 837D F& B8 CHMP DWORD PTR SS.[EBP—S].B

|74 14 JE SHORT 88316255

- | 6A_88 PUSH @ a

- | FF7S F8 PUSH DWORD PTR S£S:[EBP-21 =» [ARG.EBP-81

- | FE1S CALL DWORD PTR DS:[<&KERNEL3Z.Termina TerntnateProcess

- | FF?S F8 PUSH DWORD PTR S£S:[EBP-81] [ [AR P-21

- | FF1S CALL DWORD PTR DS:[<&KERNEL32.CloseHa KERNELSZ CloseHandle

r|ee Ao || L sHORT paziecnd -

1868
147FB34 1=00060000
316261
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Figure 7 L:st of kllled processes
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A list of hard-coded URLSs

As well as GandCrab v4, version 5 has got a hard-coded list of URLSs that it
contacts, sending them encrypted “PC DATA” information. The purpose of
this behavior is not clear at the time of the analysis, probably it could be an
attempt to make harder the analysis and mislead the analysts during their
activities. The complete URLSs list is reported in the IOCs section.

13.57.63.201 HTTP 858 POST /static/imgs/momoam.bmp HTTP/1.1
13.218.138.91 HTTP 864 POST /content/images/fukasemeheso.jpg HTTP/1.1
94.46.169.938 HTTP 865 POST /data/graphic/imheso.bmp HTTP/1.1
1683.113.93.160 HTTP 861 POST /fcontent/imgs/thkeesimim.gif HTTP/1.1
91.146.108.130 HTTP 918 POST /wp-content/image/kaamkehe.jpg HTTP/1.1
269.99.64.52 HTTP 859 POST /wp-content/pics/dase.png HTTP/1.1
2@89.99.64.52 HTTP 859 POST /wp-content/pics/dase.png HTTR/1.1
185.104.45,7 HTTP 856 POST /static/tmp/keru.jpg HTTP/1.1
124.217.241.112 HTTP 862 POST fuploads/tmp/karuamda.gif HTTP/1.1
164.132.235.17 HTTP 937 POST /includes/image/kemees.bmp HTTP/1.1
185.1684.45.25 HTTP 86@ POST fcontent/imgs/dasethda.png HTTR/1.1
142.4.198.288 HTTP 865 POST /content/image/ruzufuimam.gif HTTP/1.1
186.2082.153.14 HTTP 861 POST /includes/tmp/zukezudeam.png HTTP/1.1
205.134.252.158 HTTP 865 POST /content/image/momeruheam.jpg HTTP/1.1
34.196.246.251 HTTP 882 POST /content/image/ammekada.png HTTP/1.1
198.136.59.58 HTTP 986 POST /includes/tmp/kamode.bmp HTTP/1.1
46.29.49.1 HTTP 869 POST fuploads/image/rudede.bmp HTTP/1.1
1689.232.217.158@ HTTP 858 POST /news/assets/damcheam.png HTTP/1.1
216.55.141.157 HTTP 862 POST /data/assets/imamsezuamda.gif HTTP/1.1
§9.187.152.97 HTTP 878 POST fuploads/graphic/mothka.gif HTTP/1.1
91.134.164.164 HTTP 861 POST /includes/pictures/mefuka.png HTTP/1.1
1689.199.188.126 HTTP 867 POST fuploads/tmp/kaamhesefu.png HTTP/1.1
185.68.16.17 HTTP 865 POST /includes/graphic/daketh.png HTTP/1.1
172.82.166.194 HTTP 872 POST /wp-content/assets/moimdeka.gif HTTP/1.1
66.96.149.28 HTTP 866 POST /uploads/imgs/dadekaes.bmp HTTP/1.1
153.92.8.183 HTTP 868 POST /content/pics/kaesheda.gif HTTP/1.1
66.96.149.32 HTTP 859 POST /content/assets/zuthketh.jpg HTTP/1.1
66.96.147.281 HTTP 913 POST /news/pictures/moes.gif HTTP/1.1
13.89.185.118@ HTTP 868 POST /content/pics/seheruzu.gif HTTP/1.1
78.39.235.246 HTTP 913 POST /static/pictures/daes.bmp HTTP/1.1
179.188.11.26 HTTP 867 POST /fincludes/pics/damode.jpg HTTP/1.1
213.186.33.48 HTTP 913 POST /content/tmp/kehe.gif HTTP/1.1
89.44,138.158 HTTP 865 POST /wp-content/imgs/medese.png HTTP/1.1
67.2108.244.162 HTTP 865 POST /wp-content/images/esmeimruru.jpg HTTP/1.1
§9.252.186.195 HTTP 86@ POST /includes/graphic/heth.jpg HTTP/1.1
263.146.170.42 HTTP 916 POST /fcontent/pictures/seamhe.gif HTTP/1.1
173.236.53.234 HTTP 926 POST /includes/graphic/imthzufukafu.gif HTTP/1.1
46.38.215.72 HTTP 861 POST /static/graphic/zuth.bmp HTTP/1.1
185.184.45.27 HTTP 853 POST /data/tmp/meamdamo.bmp HTTP/1.1

Figure 8 — Part of URLs contacted by the malware

GandCrab saves Russia

GandCrab v5 does not infect the Russian users, like the previous version. In
fact, the malware checks if the keyboard layout is set to Russian or if the user
interface language is set to one of:
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» Russian (0x419)

= Ukrainian (0x422)
= Belarusian (0x423)
= Tajik (0x428)

= Armenian (0x42B)
» Azerbaijani (0x42C/0x82C)
= Georgian (0x437)
» Kazakh (0x43F)

= Kyrgyz (0x440)

» Turkmen (0x442)

= Uzbek (0x843)

» Tatar (0x444)

= Romanian (0x818)
= Moldova(0x819)

GandCrab v5 Web Panel

In order to allow victims to pay the ransom and proceed with the decryption
phase, the attacker implemented a web site on the darknet, at the URL
hxxp://gandcrabmfe6mnef[.Jonion, which is the same of the previous version
of the malware.

« (IR 3} @ & gandcrabmfesmnet.onion B -1 Searct Ho s »

We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's price is

& until the cost of decrypting files will be doubled

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

What the matter? English  ~

What the matter?

Your computer has been infected with GandCrab Ransomware. Your files have been encrypted and you can't decrypt it by yourself.
In the network, you can probably find decryptors and third-party software, but it won't help you and it only can make your files undecryptable

What can | do to get my files back?

You should buy GandCrab Decryptor. This software will help you to decrypt all of your encrypted files and remove GandCrab Ransomware from your PC

e ant arica €2 ADN AN A nsursant s nand £oinbos K e i on o AE S e b

Figure 9 - Web site
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However, in this case, the attacker asks for $2400 (more than the previous
version, that was $1000) to decrypt all the user files. A test decrypt panel is
still present, with which the user can test the effectiveness of the decryptor.
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|IOCs

URLs

www.billerimpex.com
www.macartegrise.eu
www.poketeg.com
perovaphoto.ru
asl-company.ru

www.fabbfoundation.gm

www.perfectfunnelblueprint.com

www.wash-wear.com
pp-panda74.ru

cevent.net

bellytobabyphotographyseattle.com

alem.be
boatshowradio.com
dna-cp.com

achbt.fr

wpakademi.com
www.cakav.hu
www.mimid.cz

6chen.cn
goodapd.website
oceanlinen.com
tommarmores.com.br
nesten.dk

zaeba.co.uk
www.n2plus.co.th
koloritplus.ru

h5s.vn

marketisleri.com
www.toflyaviacao.com.br
www.rment.in
www.lagouttedelixir.com
www.krishnagrp.com
big-game-fishing-croatia.hr
mauricionacif.com
Www.ismcrossconnect.com
aurumwedding.ru
test.theveeview.com
relectrica.com.mx
bethel.com.ve
vjccons.com.vn
bloghalm.eu

cyclevegas.com

low-carb-rezept.com
cscig.ase.ro

lucianocellitancredi.com

lloyd.www.creative-platform.net

kinhmatgiao.com
khabardarexpress.com
kiemdinh345.com
imazineex.com
marbleentreprise.dk
bsp.co.id
klangplaza.com
marcora.it

masp.pro
ma-redactrice-web.com
kittipakdee.com
marmet.cba.pl
life.demobb.com
kssyn.com
meditec.ma

mellon.ir

mainlis.pt
maxibud.cba.pl
merittur.com
luatsuhaiduong.com
lgg.adv.br
mranalyz.com
moika.kg

muaithai.pl
jupiter.csit.rmit.edu.au
mugituz.com
modivi.hu
nahalbazr.com
lanxiaoyang.com
mengxiao7.com
mygembest.com
mskcontracting.ca
novosti-danasnje.info
mazjackson.com
grupoperfetto.com.br
ncrjobs.info

icebergillusion.com

nazareimoveis.vistatemporario.com.br
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oscar-event.com.ua

www.closedguardthemovie.com

www.appleupdate.ir

back2backpt.com

www.ortaklarpaslanmaz.com

64.91.241.0
esancharpati.com
polyblow.com.br
braner.com.ua

adquiz.io

cultnet.eu

melloweb.com
yodthipiwater.com
www.hipervi.com.br
poly.polyblow.com.br
lecircuit.fr
dazzlecarpentry.training
trueadv.ru
www.wschyderabad.com
www.linkcoaching.com.au
www.hanumansena.co.in
www.yuvamnakliye.com
crossoceans-td.com
humae.fr

rgdh.fr

kiabod.com
openveda.info
kidathon.org
ayrintitabela.com
www.yekglass.com
www.rafaelimports.com.br
lesracinesdedemain.com
www.tvtekrarcisi.com
robfilios.com
www.cempakalaptop.com
slipandset.com
cctvvietnam.com
ciencia-ciudadana.es
asjbkk.com
bourget-pascal.fr
klinikkingcare.com

uterku.ru
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royal.by
www.himmerlandgolf.dk
hoteltravel2018.com
picusglancus.pl
unnatimotors.in
krasnaypolyanal23.ru
smbardoli.org
blokefeed.club

evotech.lu

devdev.com.br
graftedinn.us

top-22.ru
simetribilisim.com
sherouk.com
lucides.co.uk
hanaglobalholding.com
diadelorgasmo.cl
www.groupwine.fr
mrngreens.com
www.cognitiasystems.com
canhoopalcity.top
greatmiddleeastgate.com
xn--80adsn2ag7e.xn--plai
www.reusa.com.br
xn--80avcle.xn--placf
www.christinapetrou.co.uk
www.lyonwood.co.uk
www.urstoothfully.com
faculdadesenacpe.edu.br

dijitalharf.com

www.maraeeventos.com.br

www.chanandeayrs.com
idclamart.fr
www.batisigortaaydin.com
muxtay.com
kubatom.com
sweetthirty.pl
onstaheerd.nl
kakaocorp.link
jamgonkongtrul.org.tw
barbochos.com
rayanaco.ir
obed-service.ru
500flats.com
www.lasertag.kiev.ua

gstelecom.cf

CSE=

nilhair.com

oral.co.il

orthodontics.ir
Idm.littlerocknews.org
naizamdistributor.com
noahs-earth.com
openricostruzioneabruzzo.piattaforma.eu
oceanstockfilms.com
onlineitshop.com
naraveesurgerythailand.com
njrior.cn

peakmedia.se
haircb.com
nuzululmastah.com
nurfian.ukmforum.com
plataformacontralaprivatizaciondelcyii.org
ps-photo.ru
omahpoetih.com
paytrenkeren.xyz
ralienglish.com
phuongthaoland.com
nordestinasat.com.br
ratmfan.cba.pl
postit.angryventures.com
pittsburghbbg.com
saadetankaravekil.com
sahandnetcctv.com
shalvak.com
saids-edu.com
plasaponsel.com
shakingflames.com
shop.istest.ir
skutsje-gruttepier.nl
skbyd.cba.pl
sokolenko.dp.ua
protesesdeflex.com.br
saudigeriatrics.org
snejankagd.com
social.takeshopv.pp.ua
erikherrstrom.com
san-kelloff-italy.web5s.com
kuatsolar.kz

skilldealer.fr
lemdik.polri.go.id
studiodelcarratore.it

sportsohio.pbd-dev.com
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www.caringtouch.uk.com
www.laori.co.il
www.espaces-interieurs.net
geacann.com
institut-journalisme.fr
www.ixbat.com
shacaram.com
gurkhali.fi
pigeondeck.com
travellow.world
138.68.99.104
www.hashpatal.com
massclap.com
unifiedgoals.com
emmlallagosta.cat

kinderwood.store

marcelinoadvogados.com.br

perleyfund.org
piipmgr.com
presencetalentos.com.br
jeo-graphics.com
www.marketopic.ru
mdigroup.co.uk
avi-investforum.com
spondilos.ru
www.chestersskn.com

www.casademare.it

xn--80aanbmdrdpayqtgld7h.xn--plai

www.mabnapouyesh.com

topavi.es

galaxyonetransportation.com

ittran.com.br
www.esteticaderma.com
hyroadradio.com
www.rcmgdevten.xyz
www.namikik.com
chayxana.ru
ravben.com
sman43-jkt.sch.id
galaxycorp.es

rintio.com
www.vivalavie.fr
www.greenwolfales.com
anpingstay.com
e-crimea.biz

elektro-beckers.de
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Yara rules

rule gandGrab_v5 {

meta:

description = "Yara Rule for gandCrab ransomware v5"
author = "CSE CybSec Enterprise - Z-Lab"
last_updated = "2018-10-01"

tlp = "white"

category = "informational”
strings:
$al = "@hashbreaker Daniel J. Bernstein let's dance salsa <3"
$a2 = "jopochlen"
$a3 =

"%X ahnlab http://memesmix.net/media/created/ddedoq.jpg"

$b = {55 8B EC E8 00 00 00 00 3E 83 04 24 11 75 ©5 74 03}

condition:
1 of (
}

$a*) and $b
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