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Introduction

Surfing the darknet, we found a forum in which some users shares many cracked software each
other. One of these software promises to generate Premium Account for Netflix services for free. So
we decided to analyze it. With our surprise, we discovered that it is a malware (without generating
any Netflix account, unfortunately).

This malware is not indexed yet: only one site on the Clearnet takes track of it and it was uploaded
for the first time around September 20™, probably by the author in order to test its stealthy. Studying
the malware, we realized that it is a bot that belongs to an alive botnet. We were able to estimate
the size of the botnet analyzing the number of visits to the Pastebin page that contains the payload.
In fact, the malware is composed by a first part, which is a downloader for a second part, which is a
real bot, just uploaded on Pastebin.

https://pastebin.com/E8ye2hvM

003

\‘u“n\“ PASTEBIN 'vx‘ trends AP tools faq [o}

Untitled
Unique visits to this paste
Not a member of Pastebin yet? Sign Up. It unlocks many cool features

134.15 k8 raw downioad clone embed report print

STAAMAAAAEAOy9B3gc 1dU3Pu709513VaaVR+55850011kG0a0WQVsQBEwRIDINT YphiHBRakKVrHnaY SHIEATRAZIVMICHQQKICKZRQAGF bC4QSegBKFPs 7v3NnZndX6Sbke7 /3/ /x

RAW Paste Data

H4sTAAMAAAAEADy9B3gc1dU3Pju709515VaaVR+5SB50d11kGOa0WQVSQBgwRADINE jYphiMBRaKKVr#m@YSMIEATRAG1VMICHQOk ICKZRQASFbCAQSegBKFPs 7v3NnZmdX6
Sbke7/3//xfPdpbzq1z597T7r13D1/2eSHoKEQL 3t 2KMovFPk3VINI3ybEVZnXVynXxudc94vAo vHOZ2yba 1911202884 T2NSds 20B4VyvqE9s 3nr2h fd2GI000PLAIOM
617050peITnToL1CURYGRCuK+51249T6uqTFETKOOF vUSLmF 3L6RWOWVNBINXVEF Z1yxh16Ct fC2c4eS5n1SUGYAv+p7HF S+kensViW+bVukhg0qSvBmU76g9GBPY j /0XSUN
3FD/EF59810kfPovB+zud57KK/ fZVshiryxqGNay jMF cOz09KuYEm+ufQ/ ee0I6ucpYILpHIFYPSH/PIuXrdQSkHFVCsbAuoivigogQoHIMUL FS6akzt 2/PHPKTERBTLO 62
201t62KqQbyhnKoaGSddtbabUOKqdRu1FKKqSV/kb2/qUgL QVERG jSXNSQUtHMp@S ata87q+SBELFCe3nPIrBVRKepsyDSTal AO4i asSSpSL6rBkHNQUSP:i1END1aXEZ
Z1BZZVTpSHLGrmQyGabhBimhw11dSP3Zv6L11Z0ZYBoZPS 0bsk8UBMN+rTp7VFG41YXHH1 FFUHxpIVDPKAGZ / BTLHGEDHDZbt tHHaVUoe3VO9ALUeXgjKcROMES 1H
U0510tqwjUVed3T40rV3yA3aVuln2vFty+gGL2K/spSi48ugnhlyicr6PeSvS67Rqt Fii30e1ROEADS12FgCNN3ULZM/hXEGSGSBPCPBLT/BOdu1PI6pdq3T3Q11ZCxbeYzi fu
bBMSYPFSMdenVQ4]asK/ IXBLACIICWBBqgnHo+1QkmX+LwNZsgqbONfket TEyHG39g8Axaw7BAGF 8u6qE 9F B+HCWObEKHSxeY /wGVt+aPzXFVpRxafjx1iTadtz+QVqwFBOVT
rGsofeiHSKTD+USKzkIENWHrEEqWQdZhFOzMdyHRko IHECRZAb2ZQHqtvtaQ+bbqa62jkJUeghta/9qvUkr73PnVs rGRCAQzranfShi/ glbaGXrA7Umbm2BRvYaasYqTIKHmM

Figure 1 - Number of visits on Pastebin page

There is no existing report, obviously, about this sample. So, we need to analyze in deep the malware
to understand its complete behavior.
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Basic static Analysis

Downloader

Filename: wonder.exe

MD5 486954967€02a2e1577bd7dd91026102

SHA-1 27b2fc98c91dddf002cda77da3f44cf9a05d7fba

SHA-256 c3f5f5bfe39b55ffe0343950e0a4bf0433¢35679a01daf07ce6cOccc7d4dadb?
File size 365 KB

Table 1 - Generic Info about Wonder Downloader

Sections
Name Virtual Address Virtual Size Raw Size Entropy MD5
dext 8152 356430 356864 6.36 333d1faB0982740c38c328758a25a0fc
sdata 368640 744 1024 0 0f343b0931126a20f133d67c2b018a3b
.rsrc 376832 14836 14848 3.54 7efbba2830bd6c256834d59b603c3827
reloc 393216 12 512 0.1 3ab6459b0ecddbdfcacb9dcb539ef38d

Table 2 - Info about Wonder Downloader’s Sections

Payload/Bot

Filename: payload.exe

MD5 84fdcb1f23f592543381c85527c19aaa

SHA-1 cc2f96a2f4dbc4b0176bab37c22a48ebfelbac06

SHA-256 15d390626fea8d06adc261e0588ec40d17b6a62a2320313073ba94809c5e0f4d
File size 205 KB

Table 3 - Generic Info about Wonder Bot
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Sections

Name Virtual Address Virtual Size Raw Size Entropy MD5

text 8192 206549 206848 6.24 2d1cfb1bceesbbs0316b0c9fc2bee80bd
rsrc 221184 1566 2048 3.45 74f34801399fas6d53ef643d453214bb
reloc 229376 12 512 0a 4cbddacs65068df73961e06ff96179f5

Table 4 - Info about Wonder Bot’s Sections

Using some static analysis tools, such as PEID, we discovered that the malware is based on .NET
Framework and it is written in C#.

PEID v0.95 o] & (=]
File: | C:\Usersiadmin'\Desktop\wonder. exe EI
Entrypoint: [00053043 EP Section: [.text [=]
File Offset: [00057448 FirstBytes: [FF,25,00,20 | > |
Linker Info: |6.0 Subsystem: |Win32 GUL ﬂ
Microsoft Visual C# [ Basic .NET

Multi Scan | Task Viewer | Options | About | Exit |
v Stay on top | | >

Figure 2 - PEID view

Behavioral Analysis

The infection starts with the execution of the “wonder.exe” file, which is the downloader of the
effective payload. The downloader tries to connect to “pastebin.com” in order to retrieve the encoded

payload. Otherwise, if there isn’t internet connection, the file “wonder.exe” crashes with the following
screen.

By dstsditSA%#S "4 Sdstst$# A %#S A#Sdstsdt§# %48 A#Sdstsdts#.. o | B (a3

[T dstsdts#%#sr#Sdstsdis# ~%#6r #Sdstsdis# A %#5 A #S..
ha smesso di funzionare

Windows: & possibile ricercare online una soluzione al problema.

2 Cerca una soluzione online e chiudi il programma

< Chiudi il programma

v Visualizza dettagli problema

Figure 3 - Wonder crash screen
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In a standard condition, in which the internet connection is up, the downloader retrieves from
“https://pastebin.com/raw/E8ye2hvM” the bot payload to execute.

When the payload starts, in the first time it tries in vain to resolve the domain “wiknet.mooo.com”
because it's not registered. Successively, it resolves “wiknet.wikaba.com” to the IP
“104.200.67.190".

[ ]dns ~| Espressione... = +
No. Time Source Destination Protocol Length Info
5 2.303639 10.0.2.15 193.206.1088.1 DNS 72 Standard query @x226c A pastebin.com
6 2.364964 193.206.108.1 10.0.2.15 DNS 243 Standard query response @x226c A pastebin.com A 104.20.208.21 A 104.20.209.21 NS sue.ns.cloudflare... |
177 80.315720 10.0.2.15 193.206.108.1 DNS 75 Standard query @x@354 A wiknet.moco.com
178 80.321890 193.206.108.1 10.0.2.15 DNS 134 Standard query response @x@354 No such name A wiknet.moco.com SOA nsl.afraid.org
182 82.5865087 10.0.2.15 193.206.188.1 DNS 77 Standard query @x85de A wiknet.wikaba.com
183 82.855074 193.206.108.1 10.0.2.15 DNS 272 Standard query response @x85de A wiknet.wikaba.com A 184.200.67.190 NS nsl.changeip.com NS ns2.chan..

Figure 4 - DNS traffic of the malware

Accessing to this site using a browser, we have the following screen:

SUPPORTCOM Cloud  Services jons  C Blog AboutUs

Figure 5 - Fake site screen

This is a fake page of another existing site, “www.support.com”, which has the same front-end
page. The interesting thing about the fake page is that every link on it refers to the original page:
so, if we click on one link of them, we are redirected on the corresponding page on “support.com”.

At this point, the only reasonable hypothesis is that this IP refers to a Command and Control.
From the point of view of the behavioral analysis, the only suspicious activities found are:

- The DNS requests showed in Figure 3.

- The creation of a file in “AppData/Local/Temp” path, probably used as support for the bot
actions.

- The persistence mechanism, adding to “C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\Startup” a link to itself.

All the traffic between the bot and the C2C is on TLSv1 layer, so we can’t see.
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Advanced analysis

Using specific tools to analyse .NET applications, we deobfuscated and decompiled the bot and we
found much more information about it.

Evasion Techniques

As all the sophisticated malwares, it applies some evasion techniques in order to avoid the
detection and the analysis:

( - ( .SpecialFolder.

("windir") + "\\vmbusres.d11"})

Figure 6 - Searching of VBox libraries

In the Figure 5 we can see that the malware searches for some specific virtualization software
libraries, such as “vmGuestLib.dll” and “vmbusres.dll”, in order to realize that it is in a virtual
environment and do not show its malicious behavior. In fact, if its conditions are verified, it can kill
itself or show the following windows:
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85! Check Update

Check Update

Sorry, Electrical 2017 PDFCreator software not installed!

Figure 7 - Evasion technique

Malware’s control flow

With our advanced techniques, we extracted the complete working scheme of the malware.
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Figure 8 - Complete scheme of the malware's behavior

As above mentioned, the malware’s logic can be divided in two parts: downloader logic and bot
logic.

Downloader Logic:

- Check Internet connection: the first stage is control whether the connection is present. If it
isn’t the malware Kill itself.

- Download the payload from “pastebin.com/raw/E8ye2hvM™ the payload is codified in
Base64 and it is incapsulated into a GZ archive.
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@ pastebin.com/raw/E8ye2hviV|

HAsTAAAAAAAEAOYIB3gc1dU3Pju70951jVaaVR+55B50d11kG0Oa0WQVsQBgwRMDINtYphiMBRakKVrim@YSMIE4IRAgIVMICWmQQkICKZRQAGFbCAQSeg8kFPs7v3NnZmdX65bke7 /3/ /xfPdpbzq12597T7r13D1/2eSWoKEqIfit2KMo
VH9Z2ybqj93 12012884 T2NSds 2DBAVYvGEIs3nr2hfd269c00PLro9MG1I850pe I TnTolL1CURYGEcuK+5w249T6ugTFE Koo vUsLmF 3LERWOWVHENXVEFZlvxW16Ct FCzTc4eS5n15UGy 4v+p7HTS+kensVii+bVukhg@qSvBmU76gaG!
57KK/ FZVshiryxqGNay jlfcOzo9KuYEm+uTQ/ ee0l6ucpYILpHI FYPSLT/PIuXrdQSkHFVCHsbAuoiviigogQoH IMUL FS6qkzt2/PHPKIERDTLOI 68201 t62KqQbyhinKoqGSddtbabUOKqdRulFKKg9V/ kb2 /qUsL8U3Q1NaVEME SxNSQMtH)
5TalA04iasSSp5L6rBkHWQUEPi1END1aXEZZ1BZZVTpSHLGrmQyGabhBimhwlldSP3Zv6L1IZ0ZYBozP8)sUbRIJobsk8UEMNn+rIp7VFGALYXWH1fFUBHxpIVDpKAGz /8TtWGtDHDzbttHHaVUoe3VISALUeXgjKcRoMES1HUO510tqujUV:
S148ugnhlyicréPe5vS67Rqt FW30elROEBDS 1zF gCn3ULZM/ hXEGSGSBPCPBLT/BOdulPI6pdg3T3Q117CxbaYz1 FubBMSYPFSMdenVQdJasK / IXOLACTICHEBqnHo+1QkmX + LulZ sgqbN fkat TEyHq 30g8Axaw7BOGF8uBqESFB+HCH
20tz+QVquFBOVTrGsofeiHSKTD+USKzkENWHrEEqadZhFOzHdyHRkoIHECRZAB2ZQHat vEaQ+bbaat2 ik JUeghta/ 9qvlkr73PnVsrGRCQzrant Shiu/ g1bgGXrA7Unbm2BRY vaasYqT IKHmMNMDX1E 7P+117100THRgLc LSHYSNGS 2qt
50¥nAs5vedrqV¥v1Dt@prGbIw7BcebDrBrOPImXU2r TpfBdRoyOywVnl17hxbImvmZ1G2IRXQNchZnDR2R219u+7QX/ey81tnUOWYGemorOBtt4KhHwMayx+A9mZjiGLWSahzHabQiWI2fi6AT1rrKX7WHZgBcZ60o+fmAx2VIUwNufwZR1gd:

v5WezkTEMS1tkon5QTPCnz7B8YOBGTx THS 1wzzEsKqQLY5 Ibnx+aKc591D1YQz ThSHjHT zRBIH2sPsAst353pP1CdbzBEXzTzspYZ2LXgXy56hec27313vVFILytAz9BKNe1T8X0av@1KGnNg+zPk1INEhV7 iBVyUFyqkpXDzVQBWCRYVPTN;
chtk62vdlgnUgCfIbSrrFoGa3cl5/0Kv1llqfpcYHu7iIs5ahBZ1neStP8nRY/hPIpudfRVdr5Rg7T7suUDI94RjWBaVZcvRzINY785/ CWPEURKOW30iWzFifRyvp/HLlola@nmy s /pRubPCo/V+PY52qqSF zWFOp7ULBBkFxUUdGqI0xN53aXi

Figure 9 - Raw data of the payload

- Decode and extract the retrieved payload.
Execute the payload: the bot is executed in the same address space of the downloader.

Bot Logic:

- Create Startup link: the persistence mechanism is implemented adding to
“C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup” a link to the file that
contains the downloader, for two reasons:

¢ The payload will be downloaded on every reboot of the machine, so the bot code
could be modified by the author, who could implement new features.

e The bot code is loaded in the downloader's memory space so it is never written on
the disk of victim’s machine.

- Check Internet connection: if it isn’t present the bot waits for it.

- Connect first to “wiknet.mooo.com” without response. After it resolves “wiknet.wikaba.com”
to the IP address “104.200.67.190”.

- Send POST request to the /FeedBack.php” path: the bot reveals its existence to the C2C
sending a request with the “User-Agent” header with its own Bot_ID (which we successively
deepen).

- Find commands files already downloaded: the bot searches the commands downloaded in
the previous contact with C2C, which are stored in some files in the “AppData/Local/Temp”
path.

- Send info about the system and retrieve new commands at “/CheckVersion.php” path: the
bot sends all the info gathered about the victim machine to the C2C through a POST
request at the specified path. The response contains the new command that will be execute
by the bot.

- Execute the command just received.

Bot ID creation

Because of its “bot nature”, once installed on the victim machine, the bot has to create an ID for
identify itself into the botnet. This ID is forged encrypting some host information using MD5
algorithm and adding a static string to it.
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1 string ID = MD5(string.Concat (
2 Environment.MachineName,

E Environment.UserName,
Environment.Version,
Environment.0OSVersion)
"Random";

=

&

6 ) +

Figure 10 - Bot ID creation

Commands List

The bot receives some commands from C2C. Through the advanced analysis we have reported a
list of all available commands. Some commands, at this time, are not implemented yet. The list of
commands is:

KEYWORD Add all files contained in a specific folder into a rar archive

KEY Crgate a file “ky” in the path. This file is a trigger to upload
all info gathered to the C2C at the path “/log.php”

KEYS Delete the “ky” file

REUPLOAD Contact the C2C at the path “/FeedBack.php”

RESTARTME Restart the bot

BLOCK Create the kill switch and stop the bot

SCREEN Take a screenshot

LAN Create afile “LA” in the path. This file is a trigger to a
feature not implemented yet.

LANS Delete the “LA” file

USB Create a file “us”+BOT_ID in the path. This file is a trigger
to infect Removable Devices.

USBS Delete the “us”+BOT _ID file
Create a file “hd”+BOT_ID in the path. This file is a trigger

HD . .
to infect Hard Drives.

HDS Delete the “hd”+BOT _ID file

SHUTDOWN Shutdown the system

RESTART Reboot the system

PROCANDSOFT List all active processes and all installed softwares

DEL-TEMP Delete all files in “AppData/Local/Temp” path

RAR Create a RAR arch!ve gdding to it all the information
gathered. The archive is sent to the C2C.

RARM Create a RAR archive adding to i_t aII_ the information
gathered in that month. The archive is sent to the C2C.

RARW Create a RAR archive adding to it a]l the information
gathered in that week. The archive is sent to the C2C.

KILL Kill a specific process

Table 3 - Commands List

CSE=
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Kill Switch

The malware can be stopped by the C2C using the command “BLOCK”. This command creates a
new file in the “AppData/Local/Temp” path called:

“Block~” + BOT_ID
Where BOT_ID is the same string showed in Figure 9.

The file can be used also as a vaccine by the user to avoid the infection.

@vv| v admin » AppData » Local » Temp » - |&,|| Cerca Temp
Organizza » L | Apri Condividi con = Nuova cartella = - M @
7 Preferiti MNome Ultima modifica Tipo

Bl Desktop | Block~2192012923170235154213758141197631743380Random 11/10/2017 16:02 File

Figure 11 - Kill Switch

Yara Rules

import "pe"
rule Wonder_Botnet_Downloader {

meta:
description = "Yara Rule for Wonder Botnet Downloader identification™
author = "CSE CybSec Enterprise - Z-Lab"
last_updated = "2017-10-19"
tlp = "white"
category = "informational"

condition:
(
pe.version_info["CompanyName"] contains

"stsdt$# G MM EdstsdtS# S HSdstsdtS# %S IS tsALIH A %HS HE"
or
pe.version_info["Comments"] contains

"stsdt$# s MEdstsdtS# K HSdstsdts# %S M HSdstsdt I %HS HE"
or
pe.version_info["FileDescription"] contains

"stsdt$# s MEdstsdtS# K HSdstsdts# %S HSdstsdt I %HS HE"
or
pe.version_info["LegalCopyright"] contains

"stsdt$# %S MSdstsdt I %t Mt EdstsdtS# SRS MSdstsdt I A%HEAHE"
or
pe.version_info["LegalTradeMarks"] contains

"stsdt$# s MEdstsdt# K HSdstsdts# %S HSdstsdt I %HS HE"
or
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pe.version_info["ProductName"] contains
"stsdt$# s MEdstsdt S wHE HSdstsdts# %S M HSdstsAdtIH A %HS HE"
)

and pe.number_of_imports == 1 and pe.imports("mscoree.dl1l")

rule Wonder_Botnet_Bot {

meta:
description = "Yara Rule for Wonder Botnet Payload identification”
author = "CSE CybSec Enterprise - Z-Lab"
last updated = "2017-10-19"
tlp = "white"
category = "informational”

strings:

// SmartAssembly Obfuscator
$a = "SmartAssembly"

// MD5 encryption
$b = "MD5CryptoServiceProvider"

condition:
$a and $b and
ée.version_info["Comments"] contains "Folder Details”
pe.ver;q;n_info["LegalCopyright"] contains "Copyright Folder"
pe.ver;q;n_info["LegalTradeMarks"] contains "Folder Details"”
)

and pe.number_of_imports == 1 and pe.imports("mscoree.dll")
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